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This contribution provides the description of AV binding to AKA procedure in TS33.402.
1 Introduction

In LTE access of TR33.821, there is a guiding principle, that is, to bind a context to a key. In section 7.4.7.3.3 of TS33.821, it was said,

“If the AKA is run over LTE or a non-3GPP SAE access network, CK, IK shall not leave the HSS. “ 
In this way, if the RAT is Wimax/CDMA2000, it should use AV binding to the RAT. However, there is also a non-3gpp access for RAT. It is WLAN. In WLAN Release 7 and v800, it defines no binding AV to the RAT. The interface between 3GPP AAA and HSS is SWx. All the non-3gpp access system (Wimax/CDMA2000/WLAN) links HSS through the only interface of SWx between AAA and HSS. If 3GPP AAA doesn’t inform HSS the RAT, HSS would not know whether to bind AV to RAT or not. So it should inform HSS the RAT around AKA procedure. Then HSS can decide how to process.
The RAT can be the access type, e.g. Wimax, CDMA2000, WLAN, or it also can be the access type and the PLMN identity (MNC+MCC).It is FFS.
2 Proposal
We kindly ask SA3 to agree the following P-CR into TS33.402.
**************************************************Begin of Change******************************************************
6.2 Authentication and key agreement for trusted access
Editor’s Note: a figure should be added depicting the information flow textually described below. The figure could be adapted from Figure 4 in clause 6.1.1.1 of TS 33.234, with “WLAN AN” replaced with “non-3GPP access network”.
1.
A connection is established between the UE and the trusted non-3GPP access network, using a procedure specific to the non-3GPP access network (which is out of scope for this specification).

2.
The authenticator in the trusted non-3GPP access network sends an EAP Request/Identity to the UE.

NOTE 1:
EAP packets are transported over this access network using a protocol specific to this access network (which is out of scope for this specification).

3.
The UE sends an EAP Response/Identity message. The UE shall send its identity complying with Network Access Identifier (NAI) format specified in 3GPP TS 23.003 [8]. NAI contains either a pseudonym allocated to the UE in a previous run of the authentication procedure or, in the case of first authentication, the IMSI. In the case of first authentication, the NAI shall indicate EAP-AKA as specified in 3GPP TS 23.003 [8].

Editor’s Note: 23.003 requires appending the “wlan” prefix as part of the home network realm segment of the NAI. The requirement for “wlan” prefix does not seem appropriate for general non-3gpp access. Possible solutions: add new clauses in 23.003 which support other non-3gpp accesses, or refer to another TBD specification.
4.
 The message is routed towards the proper 3GPP AAA Server based on the realm part of the NAI. The routing path may include one or several AAA proxies (not shown in the figure). 

NOTE 2:
Diameter referral can also be applied to find the AAA server.

5.
The 3GPP AAA Server receives the EAP Response/Identity message that contains the subscriber identity over the Ta*/ Wd* interface. 

Editor’s Note: TS 33.234 contains the following sentence: “The identifier of the WLAN radio network, VPLMN Identity and the MAC address of the WLAN UE shall also be received by the 3GPP AAA Server in the same message.” It is ffs what the appropriate statement would be here. It seems that at least information about the access network and the VPLMN are needed by the 3GPP AAA server to make its authorization decision.
Editor’s Note: It is ffs how the AAA server can distinguish EAP packets relating to I-WLAN (as in TS 33.234) from EAP packets relating to EPS. Note that I-WLAN allows EAP-SIM, while EPS mandates EAP-AKA. Note also that there may be access networks which may be able to connect to 3GPP networks in an I-WLAN fashion (according to 23.234 and 33.234) as well as in an EPS fashion (according to 23.402 [5] and 33.xyz). 23.003 requires appending the “wlan” prefix as part of the home network realm segment of the NAI. Perhaps this method can be extended for other non-3gpp access technologies, which could allow a AAA server to apply access authorization policies to EAP requests. But the network would have to check this information as the UE cannot be trusted in this respect.

6.
The 3GPP AAA Server checks that it has an unused authentication vector available for that subscriber. If not, a set of new authentication vectors is retrieved from HSS. Also, 3GPP AAA server informs the RAT of non-3gpp access system to the HSS. HSS generates the binding information, i.e. binding RAT to AV and then sends the binding to 3GPP AAA server.A mapping from the temporary identifier (pseudonym in the sense of RFC 4187 EAP-AKA [7]) to the IMSI is required. 
Editor Note: It is FFS how 3GPP AAA server knows the RAT of the non-3gpp access system. It is FFS whether RAT should also include MNC+MCC. It is FFS when refer to the untrusted non-3gpp access system, it also needs to add binding inform in AKA run.


In addition, 3GPP AAA Server shall retrieve authentication vectors from HSS when it detects that the VPLMN selected by a user has changed. This can happen, for example, when a user is performing a VPLMN re-selection procedure and is initiating a new authentication procedure via a new VPLMN.

Editor’s Note: The preceding paragraph is ffs and to be checked for alignment with TS 23.402. Note that a user cannot initiate a new authentication procedure.

The HSS shall check if there is a 3GPP AAA Server already registered to serve for this subscriber In case the HSS detects that another 3GPP AAA Server has already registered for this subscriber, it shall provide the current 3GPP AAA Server with the previously registered 3GPP AAA Server address. The authentication signalling is then routed to the previously registered 3GPP AAA Server with Diameter-specific mechanisms, e.g., the current 3GPP AAA Server transfers the previously registered 3GPP AAA Server address to the 3GPP AAA proxy or the AAA entity in the trusted non-3GPP access network, or the current 3GPP AAA Server acts as a AAA proxy and forwards the authentication message to the previously registered 3GPP AAA Server.
Editor’s Note: The preceding paragraph is ffs and to be checked for alignment with TS 23.402

7.
The 3GPP AAA Server requests again the user identity, using the EAP Request/AKA Identity message. This identity request is performed as the intermediate nodes may have changed or replaced the user identity received in the EAP Response Identity message, as specified in RFC 4187 EAP-AKA [7]. However, this new request of the user identity can be omitted by the home operator if there exists the certainty that the user identity could not have been changed or modified by any means in the EAP Response Identity message.

Editor’s Note: It is ffs whether an exchange of EAP-AKA specific identity request/response messages in Steps 7 through 10 needs to be described here. In particular, the rationale given in the second sentence of step 7 is ffs.

8.
The authenticator in the access network forwards the EAP Request/AKA Identity message to the UE.

9.
The UE responds with the same identity it used in the previous EAP Response Identity message.

10.
The authenticator in the access network forwards the EAP Response/AKA Identity to the 3GPP AAA Server. The identity received in this message will be used by the 3GPP AAA Server in the rest of the authentication process. If an inconsistency is found between the identities received in the two messages (EAP Response Identity and EAP Response/AKA Identity) so that the user profile and authentication vectors previously retrieved from HSS are not valid, these data shall be requested again to HSS (step 6 shall be repeated before continuing with step 11).

NOTE 3: 
In order to optimise performance, the identity re-request process (the latter four steps) should be performed before user profile and authentication vectors retrieval.

11.
 3GPP AAA Server checks that it has the EPS access profile of the subscriber available. If not, the profile is retrieved from HSS. 3GPP AAA Server verifies that the subscriber is authorized to use the EPS. 

NOTE 4: 
This step could be performed at some other point, after step 5 and before step 14. 

12.
New keying material is derived from IK and CK according to RFC 4187 EAP-AKA [7]. 


A new pseudonym and/or re-authentication ID may be chosen and if chosen they shall be protected (i.e. encrypted and integrity protected) using keying material generated from EAP-AKA.

13.
 The 3GPP AAA Server sends RAND, AUTN, a message authentication code (MAC) and two user identities (if they are generated), protected pseudonym and/or protected re-authentication id, to the authenticator in the access network in EAP Request/AKA-Challenge message. The sending of the re-authentication id depends on 3GPP operator's policies on whether to allow fast re-authentication processes or not. It implies that, at any time, the 3GPP AAA Server decides (based on policies set by the operator) to include the re-authentication id or not, thus allowing or disallowing the triggering of the fast re-authentication process.


The 3GPP AAA Server may send as well a result indication to the authenticator in the access network, in order to indicate that it wishes to protect the success result message at the end of the process (if the outcome is successful). The protection of result messages depends on home operator's policies.

14.
The authenticator in the access network sends the EAP Request/AKA-Challenge message to the UE.

15.
The UE runs AKA algorithms on the USIM application. The USIM application verifies that AUTN is correct and hereby authenticates the network. If AUTN is incorrect, the terminal rejects the authentication (not shown in this example). If the sequence number is out of synch, terminal initiates a synchronization procedure, c.f. TS RFC 4187 [7]. If AUTN is correct, the USIM application computes RES, IK and CK.


The UE derives required additional new keying material, including the key MSK, according to RFC 4187 EAP-AKA [7] from the new computed IK and CK from the USIM application, checks the received MAC with the new derived keying material. 


If a protected pseudonym and/or re-authentication identity were received, then the UE stores the temporary identity(s) for future authentications.

16.
The UE calculates a new MAC value covering the EAP message with the new keying material. UE sends EAP Response/AKA-Challenge containing calculated RES and the new calculated MAC value to the authenticator in the access network.


The UE shall include in this message the result indication if it received the same indication from the 3GPP AAA Server. Otherwise, the UE shall omit this indication.

17.
 The authenticator in the access network sends the EAP Response/AKA-Challenge packet to 3GPP AAA Server.

18.
The 3GPP AAA Server checks the received MAC and compares XRES to the received RES.

19.
If all checks in step 18 are successful, the 3GPP AAA Server shall send the message EAP Request/AKA-Notification, previous to the EAP Success message, if the 3GPP AAA Server requested previously to use protected successful result indications. This message is MAC protected.

20.
The authenticator in the access network forwards the message to the UE.
21.
The UE sends the EAP Response/AKA-Notification.

22.
The authenticator in the access network forwards the EAP Response/AKA-Notification message to the 3GPP AAA Server. The 3GPP AAA Server shall ignore the contents of this message

23.
The 3GPP AAA Server sends the EAP Success message to the authenticator in the access network (perhaps preceded by an EAP Notification, as explained in step 20). The 3GPP AAA Server also includes the key MSK, RFC4187 [4], in the underlying AAA protocol message (i.e. not at the EAP level). The authenticator in the access network stores the keying material to be used in communication with the authenticated UE as required by the access network.

24.
The authenticator in the access network informs the UE about the successful authentication with the EAP Success message. Now the EAP AKA exchange has been successfully completed, and the UE and the authenticator in the access network share keying material derived during that exchange.

25. The 3GPP AAA Server shall initiate the registration to the HSS.

Editor’s Note: it is ffs whether and how bullet 25 above needs to be extended. Note that bullet 25 in TS 33.234, clause 6.1.1.1, contains provisions about limiting simultaneous access of the same client using several WLAN accesses. It seems plausible that similar provisions are needed here, e.g. regarding the limits on the simultaneous use of different non-3GPP access networks to EPS.

The authentication process may fail at any moment, for example because of unsuccessful checking of MACs or no response from the UE after a network request. In that case, the EAP AKA process will be terminated as specified in r RFC 4187 [7] and an indication shall be sent to HSS.
**************************************************End of Change******************************************************
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