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Abstract of the contribution:

This contribution provides the description of the procedure for GPL security association.
1 Introduction

In the last meeting, GBA push layer processing model had been provided for GPL security association. Session was started as soon as the GPL SA was configured. It needs to provide the establishment and the session procedure of this security association. 

2 Analysis
GPL is a generic push layer which needs to have a protocol to set up the SA and push the application information. In section 5.2 of TS33.224, it was said,
“A session is considered started in one peer when a GPL Security Association (SA) is configured. For the NAF, this means that the session is initiated as soon as it has received the GPI from the BSF and configured the GPL SA. For the UE, the session is considered started when it has received a GPI and configured the GPL.”
From the above, we can see that the procedure can be divided into two phases: the SA establishment phase and the push application phase. In SA3#49 meeting, a contribution [S3-070689] of extended SyncML protocol was proposed for GPL and the conclusion of meeting report was FFS and put an editor note in the specification. See the figures below. SyncML protocol includes two phases: setup phase and management phase. The protocol is divided into four packages. Every package can include several messages. It can be extended to use in the GPL. The first phase is to set up GPL SA and the second phase is to push the application session phase.  And the establishment of SA and the push messages are all in the extended SyncML protocol procedure.
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        Fig 1 GBA push layer processing                Fig 2 SyncML protocol processing
In setup phase of SyncML protocol, it includes two packages to set up the security association. For pkg#0-the first package, it is a Notification. The Format of Notification is as Figure 3 shows:
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Figure 3 Format of Notification 

The messages in section 5.5.1 of TS33.224 can be suitable for this protocol. GBA-PUSH-INFO can be in [trigger-body] value. Session id is for identify this session. A secure id value can be defined to identify security association in GBA-PUSH-INFO. In this way, replay attack can be detected. And [digest] value is MD5 digest authentication for integrity protection of trigger message. [future-use] value in [trigger-hdr] can be the extension for SyncML protocol.
3 Conclusion

We kindly ask SA3 to agree the following P-CR into TS33.224.
**************************************************Begin of Change******************************************************

5.X GPL Processing Procedure
GPL procedure includes two phases using SyncML protocol to process:
---Security association phase/setup phase,
---push messages phase/management phase.
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Figure X GPL processing procedure
Security Association phase:

1-2. The establishment of master key, i.e. Ks and Ks_(ext/int)_NAF.
3. NAF sends to the UE the SA information, i.e. GPI, SA identifier, session identifier, GPL policy information, etc. 
   Editor note: Whether the SA information is completed is FFS.
4. UE receives GPI and configures the GPL SA based on the master key and the SA information. NAF configures the GPL SA when received UE’s GPL policy information.
   Note: If NAF already knows UE’s GPL policy, step 4 is not needed.
Push messages phase:

5. NAF pushes the application information using the established GPL SA.
6. UE receives the push messages and does what asked to do. And then UE sends back 200OK HTTP messages to NAF when needed.
  Editor note: Whether 200OK is needed is FFS.
8. NAF continues to push messages when needed.
Editor Note: Whether the GPL processing procedure is completed is FFS.
**************************************************End of Change******************************************************
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(5) Push messages
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Configures SA with keys derived from Ks_(ext/int)_NAF
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(2) Establishment of Ks_(ext/int)_NAF
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