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Introduction 

During the SA3#47, SA3#49, SA3#49b, and SA3#50 there was a discussion regarding key protection during handover procedures. Current procedure was at first augmented during SA3#47, and then questioned at SA3#49 and SA3#49b. 
At the SA3#49b it became evident that due to the short size of C-RNTI and its non-random characteristics, its use potential for the cryptographic protection of KeNB is very limited. At the last meeting it was shown (S3-080106) that the key protection scheme utilizing C-RNTI is failing to forward protect KeNB during a handover procedure, exposing the target eNodeB to passive (i.e., UP or RRC eavesdropping), as well as active (i.e., forced handover, insertion of UP traffic, etc.) attacks.
On behalf of the C-RNTI solution it is claimed that since there is no requirement to provide forward secrecy of the KeNB, providing even an insufficient forward secrecy of the KeNB on the cheap via the C-RNTI is better than no forward secrecy of the KeNB at all.

While we agree that occasionally something, even insufficient, is better than nothing, we disagree with the notion of not having forward secrecy of the KeNB at the handover procedure. The purpose of this contribution is to revisit such requirement.

Discussion 

On behalf of the C-RNTI-based method it is often stated that key protection at the handover is not required and is justified by pointing to the decisions of the joint RAN2-RAN3-SA3 meeting in January of 2006. However, at that time the working assumption was that PDCP ciphering would be dome in the MME. That has changed since January’2006. We do PDCP ciphering in the eNodeB, hence the overall EUTRAN security model has changed. 

While eNodeB cannot be considered a secure entity, it is much more advantageous for the adversary to attack eNodeB now. By gaining access to a single eNodeB, an adversary can get access to much more security resources that under the old assumption. It is imperative to protect KeNB during a handover procedure by limiting the damage caused by a compromised eNodeB. Forward and backward KeNB secrecy is vital.

Section 7.3.13.1 of the TR 33.821 v. 1.0.0 suggests either Alternative 1 (Derivation and distribution of the keys from the MME to the eNodeBs – essentially S1 handover), or Alternative 3 (no derivation of the keys from one eNodeB to another). 
It can be noted that while Alternative 1 and Alternative 2 have potential to afford forward and backward KeNB secrecy, Alternative 3 cannot.

Alternative 2 (key derivation when handing over from one eNodeB to another) is discouraged in the TR 33.821 v. 1.0.0 due to its limited benefits. 
In fact C-RNTI procedure is akin to the Alternative 2 procedure from the TR 33.821 v. 1.0.0, since the KeNB is being derived after transfer from a Source eNodeB to a Target eNodeB. On the other hand C-RNTI-based procedure is not taking advantage of a full protection potential of the Alternative 2 procedure from the TR 33.821 v. 1.0.0, while adding solution and computational complexity which is does not match key protection benefits.
There is certain symmetry between the need for backward security and forward security. Suppose we had no backward security (that is instead of changing the keys at handover by hashing the keys, we kept them the same) how would the attacker break backward security? In order for an attacker to compromise backward security, that is to eavesdrop on a call that went through other eNodeBs in a handover chain, the attacker needs to collect the encrypted bits of the call that went through the previous eNodeBs. In order to do this, the attacker needs to follow the caller and record the encrypted bits.

Then, when a eNodeB is compromised and the session key is revealed, the prior parts of the calls that were recorded can be decrypted.

In other words, attacking backward security would have required some effort on the part of the attacker. The attacker needs to break into an eNodeB. Furthermore, the attacker needs to follow the handset to record the encrypted call bits. However, it seemed worthwhile to protect against such a determined attacker, as long as the computation or messaging required is not excessive. We are willing to take the tradeoff of doing some extra computation (i.e., one–way function) and messaging in order to obtain cryptographic security.

If we do not have any protection for forward security then an attacker doing similar amounts of effort as above can eavesdrop on the call. An attacker would compromise an eNodeB and then follow the handset for the rest of the call to collect the encrypted bits. Then the attacker can decrypt the rest of the call.

Thus by symmetry if it was worthwhile to provide backward security then it should be worthwhile to provide forward security. 
In addition, according to the principle of least privilege, it's necessary to guarantee the forward security of the key derivation. We cannot assume that the attacker will make a mistake and/or be simply lazy to fail tracking the UE. It is feasible for the adversary to automate collection and decryption of C-RNTI making this attack practically “turnkey” one. 

We should deter the attacker by making it known that breaking into an eNodeB would only reveal bits for the portion of the call that goes through that eNodeB or its neighbor, but not through the rest of the handover chain.
Conclusion 

It is proposed that SA3 agrees to make available vital forward as well as backward key secrecy during handover procedures, while preserving simplicity and computational complexity of the handover procedure.







