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Introduction 

This pseudo CR proposes text for the Overview of Security for non-3GPP Accesses to SAE clause of TS33.402
Proposed pseudo CR: 
***************************************BEGIN CHANGE****************************************************************

4
Overview of Security Architecture for non-3GPP Accesses to EPS
4.1 General
The following sub clauses outline an overview of the security architecture for trusted and untrusted non-3GPP accesses to connect to 3GPP EPS. It outlines the needed security features to connect such a non-3GPP access to the 3GPP EPS. Non-3GPP access specific security is outside the scope of this document.
Figure 4.1 gives an overview of the security architecture of a typical non-3GPP access while connected to the 3GPP EPC.
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Figure 4.1: Security Architecture of Non-3GPP Access and 3GPP EPS
Four security feature groups are defined. Each of these feature groups meet certain threats and accomplishes certain security objectives:

-
Network access security (I): the set of security features that provide users with secure access to services while terminated at 3GPP EPC. Radio Access protection is a non-3GPP access specific and outside the scope of this document.
-
Network domain security (II): the set of security features that enable nodes to securely exchange signaling data, and protect against attacks on the wireline network;

-
Non-3GPP domain security (III): the set of security features are a non-3GPP access specific and outside the scope of this document.
-
Application domain security (IV): the set of security features that enable applications in the user and in the provider domain to securely exchange messages.
4.2. Trusted non-3GPP Access
When all of the security feature groups are considered sufficiently secure by the home operator, the non-3GPP access is identified as a trusted non-3GPP access for that operator.
4.3. Untrusted non-3GPP Access
When one or more of the security feature groups is considered not sufficiently secure by the home operator, the non-3GPP access is identified as an untrusted non-3GPP access for that operator.
***************************************END CHANGE***********************************

Conclusion
It is proposed that SA3 agrees to include this pCR in TS 33.402.





























































































































































































































































































































































