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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

Deployments of HSPA UTRAN with part of the RNC functionality, including user plane and signaling protection, moved to HSPA NodeBs present the same threat environment as encountered by E-UTRAN eNBs. To help counter the threats towards the base stations, E‑UTRAN has introduced a key hierarchy and a key-refresh mechanism, making security breaches of the keys used on the air-interface much less severe. With the current key management in UTRAN it is impossible to achieve the same level of protection as in E-UTRAN. 

The introduction of a key hierarchy in UTRAN would give an increased protection level and achieve additional benefits by yielding simpler and more secure interworking between UTRAN and E-UTRAN. It would also imply a simpler handling in the sense that key management would become more aligned in the two systems. At the same time such key hierarchy will facilitate more straightforward introduction/adoption of E-UTRAN extensions by operators’ existing UTRAN networks, e.g. IRAT / technology handovers.
1
Scope

The objective of this work item is to study potential solutions for introducing an “E-UTRAN-like” key hierarchy in UTRAN, to improve the security level in UTRAN in the presence of the new deployment scenarios and to ensure that a security breach in UTRAN will not propagate into E-UTRAN. The study covers the technical feasibility and consequences. The impacts of such potential solution on UTRAN Rel-9 are identified. Interworking with pre Rel-9 version of UTRAN, GERAN and E-UTRAN is also studied.
The UTRAN key hierarchy is assumed to be built on top of  (R99+) UMTS AKA, without requiring any changes.  Therefore, it could in principle be used also in GERAN as long as UICCs are used and the SGSN and ME is updated.

The study only covers the PS part of UTRAN.

Editor’s note: The WID description also includes comparing different solutions. Currently however, only one proposal is included, the comparison is to be added when alternatives have been identified

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
SP-070782, “FS on UTRAN key management enhancements”.

Editor's Note:
References to be added.
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

EPS

Evolved Packet System

EPS Key Hierarchy
For E-UTRAN access to EPS, this refers to the defined key hierarchy for E-UTRAN. For UTRAN access this refers to the key hierarchy studied in this TR. The root key is either K_ASME or, K_ASMEU, see next.

K_ASME
Root key of the E-UTRAN key hierarchy.

K_ASMEU
Root key of the UTRAN key hierarchy. (Relation to K_ASME is elaborated below)

ME_E
An EPS UMTS dual mode terminal (in UMTS mode it cannot handle the EPS key hierarchy)
ME_E+
An EPS UMTS dual mode terminal capable of handling the "EPS key hierarchy" also in UMTS
ME_U
A UMTS terminal not aware of the "EPS key hierarchy"
ME_U+
A UMTS only terminal aware of the "EPS key hierarchy"
SGSN
Serving GPRS Support Node, not upgraded to support the "EPS key hierarchy"
SGSN+ 
SGSN upgraded to support the "EPS key hierarchy"
MME
Mobility Management Entity according to defined Release 8
MME+ 
Mobility Management Entity according to Rel-9 (possibly upgraded key management functionality)
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

IE
Information Element

EPS KH
EPS Key Hierarchy

Editor's Note: Abbreviations to added
4 
General

4.1 System Overview

A system overview and a discussion on requirements and basic ideas for technical solutions on how a key hierarchy can be introduced in UTRAN is needed. 
4.1.1 UTRAN/E-UTRAN Interworking

The following high level system model is used.


[image: image2]
Figure 4.4.1-1: System Overview

The lines in Figure 4.1.1-1 show the signalling / interworking cases that need to be handled.

Thick solid line: transfer of AVs.

Thin solid line: AKA and security mode command signalling.

Thick dashed line: IRAT context transfer and transfer of unused AVs. For context transfers, "tweaking" of keys by means of key conversion/derivation is performed.

Thin dashed line: IRAT context transfer according to working assumption (i.e. key tweaking occurs at handover to UTRAN). Note that UTRAN AVs cannot be transferred between UTRAN/E-UTRAN.

Two major issues in the design are foreseen. The first is how to signal between EPS capable entities that the new key hierarchy can/shall be used in UTRAN and the second is how to transfer security contexts between SGSNs and MMEs. Below, the required signalling along each of these paths is discussed.

As noted, legacy (Pre Rel-99 terminals/nodes) are not in scope and are assumed to be handled by "legacy" handovers.

4.2
Node/Terminal Types
4.2.1
Types of MEs
First we look at the different types of terminals that should be considered when analyzing the system requirements. The following types of MEs defined by their key handling capabilities have to be considered. As E-UTRAN interworking is only possible with a USIM, we in all cases assume a (standard) USIM is used in the corresponding UE. By “standard” USIM we mean that the support for the EPS key hierarchy (if it exists) must be implemented in the ME, outside the UICC/USIM.

· ME_U: The ME is a UMTS terminal not aware of the EPS key hierarchy, i.e it is a standard UMTS ME.

· ME_U+: The ME is a UMTS terminal aware of the EPS key hierarchy.
· ME_E: is an EPS UMTS dual mode terminal. In UMTS mode it cannot handle the EPS key hierarchy. 
· ME_E+: The ME is an EPS UMTS dual mode terminal.  In UMTS mode it is capable of handling the EPS key hierarchy.

If the use of the EPS key hierarchy in UMTS is introduced simultaneously with EPS case 3 would not have to be considered as all dual mode phones could be required to support the key hierarchy also in UMTS.

In the following, ME+ will be an abbreviation to denote a ME (single or dual EPS mode) capable of handling the EPS key hierarchy in UTRAN, i.e ME+ = {ME_U+, ME_E+}. Similarly, ME will denote {ME_U, ME_E}.  If it is irrelevant whether a ME or ME+ is under consideration, ME(*) is used.

4.2.2
Types of Core Network Nodes

In a way corresponding to how the different types of MEs are denoted, a SGSN capable of handling the EPS key hierarchy will be denoted SGSN+. If it is irrelevant if a unit is unaware or aware of the EPS key hierarchy, SGSN(*) is used.
The (possible) need for a Rel-9 MME with new functionality is discussed in Clause 7. 

4.3 Assumptions/Requirements

The study is based on the following assumptions (some of which have already been mentioned).

· R99+ UICC implementing UMTS AKA shall be a sufficient base for the E-UTRAN key hierarchy.

· The AMF bit shall be used by a Rel-8+ HSS to distinguish E-UTRAN AVs from UTRAN AVs.

· SGSN+ can distinguish between ME and ME+ at initial attach and handovers.

· When serving an ME+, an SGSN+ can add new IEs to ME+ signaling.

· SGSN+ can specify new IEs which will be ignored when received by a SGSN or (Rel-8) MME at handover.

· At handover from E-UTRAN to UTRAN, the source MME should not need to distinguish between a target SGSN and SGSN+.

· The key hierarchy shall have no/minimal impact on GERAN and pre-Rel9 UTRAN. 

· Rel-8 SGSN and MME shall be able to interoperate with Rel-9 SGSN and MME.

These requirements will imply that "complete" security can never be achieved since a hypothetical chain of hand-overs, e.g. 

Rel-8 UTRAN ( GERAN ( Rel-9 UTRAN ( E-UTRAN 

(without re-authentication) may still mean that the Rel-9 UTRAN and E-UTRAN keys could already be compromised. As networks are gradually upgraded, the amount of legacy nodes will decrease and the risk of compromised security will thus decrease over time. We will however still discuss some mechanisms by which the network can at least be made aware of the fact that the keys may have been exposed. 

4.4
Desired Security Properties 
When mimicking the E-UTRAN key hierarchy also in UTRAN, two "levels" of security can be identified.
· Separation of CN and RAN keys by "vertical" key derivation.

· Separation also of RAN keys by "horizontal" key tweaking at intra-UTRAN handovers, similar to E-UTRAN inter-eNB handovers. I.e. when changing to a new node in charge of UP encryption/decryption, the key(s) are updated.
· The key derivations make the keys depend on the algorithm identifiers.

Due to the architectural differences between UTRAN and E-UTRAN (the former having an "anchor" Serving RNC) it appears that the horizontal key tweaking would be more difficult to handle in UTRAN and provides less benefit than in E-UTRAN, since Serving RNC relocation is far less frequent than eNB handovers. It is therefore assumed that mainly the first vertical aspect of the key hierarch is in scope. 
Property: Reuse of security context between (enhanced) UTRAN and E-UTRAN must possible without degrading security of either system. 
Rationale: Re-authentication when moving from UTRAN to E-UTRAN should not be required.
Property: If feasible, it should be possible to update keys at inta-UTRAN handovers (SGSN+ and/or Node B mobility). As pointed out, this property is of less importance.
Rationale: Improved "backward" security in UTRAN. 

One current issue in securing handovers from UTRAN to E-UTRAN is that after the handover a new AKA run has to be performed. The current specifications of UTRAN imply that the context handed over from UTRAN to E-UTRAN must depend on Ck, Ik (which have been used on the air interface). This means that a security breach in UTRAN (break of algorithm or compromise of a collapsed HSPA NodeB) will propagate into E-UTRAN, no matter how strong key conversion functions are used to derive the E-UTRAN keys. It would be desirable to achieve a situation where impacts of security breaches in UTRAN are minimal in E-UTRAN without having to perform a new authentication. This is in line with what is specified as a requirement in TS 22.258, namely:

"Any possible lapse in security in one access technology shall not compromise security of other accesses."
As noted, however, it is thus not considered necessary to provide intra-UTRAN "backwards" security by key tweaking / horizontal key derivation when changing RNC. 

4.5
The EPS/UTRAN Key Hierarchy
The already defined E-UTRAN key hierarchy is required to be unchanged (using UMTS AKA and producing KAMSE from Ck, Ik and further deriving KeNB and NAS keys.) In this TR, statements such as "…introducing a key hierarchy in UTRAN", rather than the (perhaps) more obvious "…introducing the E-UTRAN key hierarchy in UTRAN" will be found. Notice that E-UTRAN uses many more keys than UTRAN does so that the hierarchies will, in fact, not be identical. As noted above, it is in addition assumed that UTRAN does not refresh keys intra-access. The UTRAN key hierarchy is assumed to be of the following form:


[image: image3]
Figure 4.5-1: UTRAN Key hierarchy

As already noted, we shall in the sequel talk about the EPS key hierarchy, and by this we mean the E-UTRAN key hierarchy when accessing EPS over E-UTRAN, and "the new UTRAN key hierarchy" according to Figure 4.5-1 when access is via UTRAN. We sometimes omit the "U" suffix when obvious from the context.

5.
Overview of Signaling Procedures

MMEs and legacy SGSNs must be expected to operate according to currently specified procedures/working assumptions. New processing and signaling can thus only be introduced in the HSS, SGSN+ and ME+.
This section gives an outline of the signaling principles. Details and deeper rationale/analysis is elaborated in subsequent sections.
5.1
Signaling of Key Handling Capabilities
5.1.1
Signalling at Attach
A ME+ needs to operate differently if it connects towards a SGSN compared to SGSN+ and conversely, a SGSN+ should behave differently depending on ME/ME+ capabilities. We have two cases:

· ME+ connects to a SGSN+: should use the EPS key hierarchy. 

· All other combinations involving legacy ME and/or SGSN: standard UMTS keys must be used. 

This means that a ME+ has to be able to signal its key handling capabilities (AKA) to the SGSN+. But it is also necessary that the ME+ will know if it connects to a SGSN or a SGSN+ and if it should perform EPS key hierarchy derivations or if standard UMTS key management should be performed. 
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Figure 5.1.1-1: Illustration of authentication procedures and credentials used.
A simple solution would be that the SGSN+, for a ME+, signals to the HSS that the AV should be in EPS format and otherwise requests standard UMTS AVs. 
<Editor’s Note: How the request of EPS-formatted AVs should be signaled has to be studied. A proposal is found in the next section>

Here it is noted that by this approach, if an EPS formatted AV is delivered to the SGSN+, then the AMF field would automatically tell a ME+ that the EPS key hierarchy applies for this AV. However, another approach (which seems needed in handover cases, see below) is that an SGSN+, for a ME+, adds a specific information element (IE) to the SECURITY_MODE_COMMAND or that a new SMC is introduced that tells the ME+ to apply the EPS key hierarchy.

5.1.2
Signalling at Handover

When an inter-RAT handover from UTRAN to E-UTRAN occurs, the ME(*) will of course know that EPS supports the use of  the EPS key hierarchy. However, at E-UTRAN to UTRAN handover, some problems could occur. 

The MME should not need to know if the target SGSN is an SGSN or SGSN+, it is assumed that the MME always transfer an opaque 256-bit "K_ASMEU string" (derived from K_ASME using a specified one-way function). This also means that the ME(*) will always be sure of which "root" key that is transferred, regardless of whether the target is SGSN or SGSN+. A target SGSN would interpret this value as a (Ck, Ik) pair, whereas a target SGSN+ (for a ME+) treats it as the root K_ASMEU. 

At handover, an ME+ will not from current signalling know if it is handed over to an SGSN+ which is capable of applying the EPS key hierarchy or to an SGSN which is not. To handle this case, it is noted that after handover to UTRAN, the SGSN(*) will always need to issue a SECURITY_MODE_COMMAND. By introducing a new IE in this command (only included by a SGSN+ towards a ME+) the ME+ will, by the presence of this IE, be able to detect if the target is indeed a SGSN+ in which case the key hierarchy is to be applied.

There are also some issues related to intra-UTRAN handovers and handover from UTRAN back to E-UTRAN which will be detailed in the next section.

6
Analysis and Design
6.1
Attach

1. An ME+ performing attach, signals its key handling capabilities for both UTRAN and E-UTRAN to the SGSN(*). (The capabilities should be signaled in such a way that a SGSN+ will understand the key handling requirements but a legacy SGSN would ignore the capability signaling.)

NOTE: This type of capability signaling is already specified for Rel-8.
2. If the SGSN is actually an SGSN+, it requests an EPS AV from the HSS. (The "EPS flag" could either be an explicit IE, or, the SGSN+ could use the S6 interface to distinguish the AV request from a legacy Gr signalling.)

3. The HSS sets the AMF bit and returns the AV.
4. The SGSN+ sends the RAND and the AUTN to the ME+

5. The ME+ reads the AUTN (AMF bit) and learns that the EPS key handling is applicable.
6. The SGSN+ issues the SECURITY_MODE_COMMAND which, for a ME+, indicates that the EPS key handling is applicable.

Editor’s Note: Signaling chart to be added
6.2
Context transfers
At handovers between EPS and UMTS and at relocations between the different versions of the SGSNs in UMTS different types of security context transfers have to take place. The types of context transfers envisioned are depicted in Figure 6.2-1. Below the different types of context transfers are discussed. 
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Figure 6.2-1. Types of security context transfers.
6.2.1
Context Transfer Type 1; From MME to SGSN

This is exactly the situation currently considered with respect to handover between E-UTRAN and UTRAN and it should be handled according to the current working assumptions: transfer of a "tweaked" (Ck, Ik) = KDF(K_ASME).
6.2.2
Context Transfer Type 2; From MME to SGSN+

In order not to change Rel-8 MMEs, the MME transfers (Ck, Ik) = KDF(K_ASME) as in the previous case. A target SGSN+ interprets this as K_ASMEU. 

An ME+ will be able to tell if the target is an SGSN+ or SGSN by inspecting the SECURITY_MODE_COMMAND looking for the new IE.

Editor’s note: Signaling chart to be added
6.2.3
Context Transfer Type 3 and 4 (Intra-UTRAN)
6.2.3.1
General

At SGSN+ to SGSN(*) relocation, the target node should be given K_ASMEU if the target is a SGSN+ and otherwise some derived (Ck, Ik). A source SGSN+ may not know the "version" of the target SGSN. To solve this, it is proposed that an SGSN+ always sends (Ck, Ik) and, if available, also the corresponding K_ASMEU, the latter being sent in a new IE which will be ignored by a legacy SGSN. When a SGSN performs a handover to a SGSN+, the target will detect that the source system is a legacy SGSN by noting the absence of the K_ASMEU IE.

As noted, the ME+ needs also to be able to detect by the core network when a handover from SGSN+ to SGSN occurs. This is handled in a similar way to MME/SGSN+ handover. Here, there may not be a new SECURITY_MODE_COMMAND issued by the target SGSN+, but an SGSN+ (for a ME+) could add a new IE in the "RAU_ACCEPT" message to the ME+. Thus, the absence of this IE will tell the ME+ if it is ever handed over to a legacy SGSN. Since the network from now on may have "lost" the underlying K_ASMEU, the ME+ should make a note that KASME_U is "expired" and that any further handover (e.g. to E-UTRAN) will be based (only) on (Ck, Ik).

At handover from SGSN to SGSN+, the SGSN acts according to TS 33.102 and target SGSN+ can observe the absence of K_ASMEU. An issue however is that the context in the SGSN has been used to directly protect the UTRAN signaling and the user plane. This has to be taken into account in the further handling of the context and when it is transferred to a SGSN+. From a security point of view there is no advantage in generating a new K_ASMEU from the existing security context (i.e. Ck, Ik) in the SGSN.  Two possibilities can be identified to handle the possible risk of reusing compromised keys; either to handle it according to the current working assumptions for h/o from UMTS to MME, i.e. to require a new AKA run, or, to mark the context as a legacy context and handle it accordingly (i.e. "cautiously").  In particular, when further handing over to a MME, the SGSN+ would have to behave as a legacy SGSN or signal that a "legacy" security context is handed over to trigger the MME to perform a new AKA run (see also below).


6.2.3.2
Context Transfer Type 3; From SGSN+ to SGSN

Editor’s note: Signaling chart to be added
6.2.3.3
Context Transfer Type 4; From SGSN to SGSN+

Editor’s note: Signaling chart to be added
6.2.3.4
Inter SGSN+ Context Transfer

As noted above, a source SGSN+ always includes both K_ASMEU and (Ck, Ik) in the handover signalling.

Editor’s note: Signaling chart to be added
6.2.3.5
Inter SGSN Context Transfer
Performed according to TS 33.102.
6.2.4
Context Transfer Type 5; Between SGSN+ and MME

If the SGSN+ has a K_ASMEU, it formats it and sends it as a (Ck, Ik) pair. If not, (Ck, Ik) are sent. Thus, the MME does not need to distinguish between a source SGSN+ or SGSN.  This solution relies on the assumption that an MME tweaks the context when it transfers it to UMTS and that would guarantee that the system would not come back to a previously used context. It is possible to tweak the K_ASMEU (i.e. K_ASME = g(K_ASMEU)) before delivering it to the MME but there would not be any great security benefit.  On the other hand, it would provide security for the UMTS keys from an attack on the EPS keys.
As noted above, however, if the used context actually came from a SGSN, it may be beneficial if the SGSN+ could indicate to the MME that the context is based on "legacy" key handling and therefore, potentially, at risk. This is discussed in the clause 7.
6.2.5
Context Transfer Type 6; Between SGSN and MME 

This is exactly the situation currently considered with respect to handover between UMTS and EPS and it must be handled according to the current working assumptions, i.e. transfer of (Ck, Ik) which is interpreted as K_ASME by the MME.

6.3
Inter SGSN(*)/MME AV transfers

In UMTS, an SGSN may request that unused AV‘s residing at an earlier serving SGSN are transferred. With a EPS key hierarchy and the key bindings proposed, it will not be possible to transfer EPS AVs between SGSN+ and SGSN. This is because the AMF field will be incorrect after transfers assuming that it is used to signal to the ME+ that the EPS key hierarchy is applied. Between SGSN+ and MME, however, it would be possible to transfer AVs as long as the HSS treats the AMF bit in the same way for SGSN+ and MME as discussed above.
7
Protocol Considerations

7.1
SGSN - HLR/HSS Signalling
The simplest solution appears to be that the SGSN+ fetches UMTS AVs over Gr interface when it needs to authenticate a ME, and otherwise uses S6 to request EPS AVs. Besides the fact that the HSS then does not need to know whether the USIM is used in a ME or ME+, it also has the benefit that it works both for HSS and Pre-Rel8 HLR.
7.2
Context Transfer: the "Dirty" Bit
By introducing the EPS key hierarchy, very good security is achieved as long as only handovers between MMEs and SGSN+s are performed. However, as discussed above, in case a chain of hand-over occurs of type: SGSN ( SGSN+ ( MME, the K_ASME used by the MME will be based on a key which may have been "exposed" in GERAN or in a collapsed HSPA NodeB. This scenario therefore poses somewhat of a threat to the overall security and becomes a weak point. While the urge not to affect legacy SGSNs makes it impossible to solve this issue, one could at least introduce some "warning flag" so that the MME becomes aware of the possible risks.

To this end, it is possible to introduce a concept of a dirty context. A security context (more specifically K_ASME and/or K_ASMEU) is called dirty if it is derived from a context that comes from an SGSN.
Note that, that a context is dirty does not imply that the keys are insecure, only that they may have been "dangerously exposed".
The SGSN+/MME security would be extended context with a dirty bit, which is equal to "1" if and only if the context is dirty. Since currently defined (Rel8) MMEs are not aware of this bit, it calls for an updated MME+ that makes use of this information. Hence, MME+ shall denote a MME which is aware of this bit. The following conceptual signalling can be used.

· At authentication towards SGSN+ or MME+, the dirty bit is initialized to "0".

· At context transfer between MME+ and SGSN+ (in either direction), the dirty bit is sent along “as is” . (If the target is a legacy MME/SGSN, it is assumed that the corresponding IE is just ignored.)

· At context transfer from SGSN to MME or SGSN+, the receiving entity initializes the dirty bit to "1". 

The MME+ (or SGSN+) could now, by inspecting the dirty bit, get some advice as how "urgent" a re-authentication is. 

The signalling above is "conceptual" and one does not really need to add a new "bit" in the signalling. For instance, by having different IEs for (Ck, Ik) and K_ASMEU, the target system could derive the dirty-bit from the absence of the K_ASMEU IE.

Editor’s note: Signaling chart to be added
7.3
AV Transfers

If unused AVs are transferred from SGSN to SGSN+, the SGSN+ may have a mix of UMTS AVs and EPS AVs. At further AV transfer from SGSN+ to MME, only the EPS AVs should be transferred. However, by inspecting the AMF bit, the SGSN+ can decide which AVs that should be transferred to the MME and the rest can be discarded. 

7.4
Intra-UTRAN Key Refresh

Editor’s note: this section will study/discuss if/how it is possible to introduce "key chaining" in UTRAN, in a similar way to changing keys in E-UTRAN and inter-eNode handover
8
Summary: Proposed Solution

With the above discussion in mind, it seems that the following solution is preferred. We summarize it in table form. 

8.1
Initial Authentication / AV Fetch

The table below shows the behaviour of the terminal and the "authenticator" node.

	ME version
	SGSN/SGSN+/MME version

	
	SGSN
	SGSN+
	MME(*)

	ME

(ME_U/ME_E)
	Handled as in TS 33.102, no change.
	SGSN+ requests UMTS AV over Gr. (HSS does not set AMF bit.)

EPS KH not used by ME or SGSN+.
	Only applicable for ME_E, handled according to EPS working assumption (WA), no changes.

	ME+

(ME_U+/ME_E+)
	SGSN: acts as in TS 33.102. (Use of Gr, HSS does not set AMF bit.)

ME+ uses AMF bit and decides not to use EPS KH.
	SGSN+ requests EPS AV over S6 (HSS sets AMF bit) and sets dirty = 0. SGSN+ applies EPS KH.

ME+ uses AMF bit and decides to use EPS KH.
	Only applicable for ME_E+. Handled according to EPS WA, no changes. MME+ sets dirty = 0.


8.2
Hand-over / Context Transfer

The table below shows the behaviour of the terminal and the "authenticator" node.
	Hand-over Source
	Hand-over Target

	
	SGSN
	SGSN+
	MME(*)

	SGSN

Rel-8
	Handled as in TS 33.102, no change.


ME+: has not applied EPS KH, continues to use Ck, Ik.

ME: standard behaviour.
	Target SGSN+ acts in same way as SGSN, receives only (Ck, Ik), does not apply EPS KH, sets dirty = 1.

ME(*): has not applied EPS KH, standard behaviour.
	MME acts in same way as SGSN, sets K_ASME = (Ck, Ik), MME+ sets dirty = 1 and notes that AKA re-run may be needed.

ME_E/ME_E+: sets K_ASME = (Ck, Ik), starts to apply EPS KH.

ME_U(*): N/A.

	SGSN+
	SGSN+ will for ME+ transfer tweaked f((Ck, Ik)) and (if available) also K_ASMEU.  For ME, only (Ck, Ik) is transferred.

ME: standard behaviour (use same (Ck, Ik)).

ME+: switches to tweaked f((Ck, Ik)) and also notices that K_ASMEU is “lost”.
	SGSN+ will for ME+ transfer tweaked f((Ck, Ik)) and (if available) also K_ASMEU.  For ME, only (Ck, Ik) is transfered.

Target SGSN+ applies EPS KH if K_ASME present, else uses received (Ck, Ik) and sets dirty = 1.

ME(*): continues to use same (Ck, Ik).
	Direct transfer of K_ASME = K_ASMEU or (Ck, Ik). Target MME+ sets dirty bit if only (Ck, Ik). MME uses EPS KH.

ME_E: sets K_ASME = (Ck, Ik), start to use EPS KH.

ME_E+: sets K_ASME = K_ASMEU if K_ASMEU was not lost, else uses K_ASME = (Ck, Ik), uses of EPS KH.

ME_U(*): N/A.

	MME
	MME transfers (Ck, Ik) = f(K_ASME).

ME_E(*): sets (Ck, Ik) = f(K_ASME) as already specified, no use of EPS KH.

ME_U(*): N/A.
	MME transfers (Ck, Ik) = f(K_ASME).

ME_E: sets (Ck, Ik) = f(K_ASME) as already specified.

ME_E+: sets K_ASMEU = f(K_ASME), starts to use EPS KH.

ME_U(*): N/A.
	According to WA: transfer of K_ASME.

ME_E(*): according to WA.

ME_U(*): N/A.


8.3
Transfer of Unused AVs
	Source
	Target

	
	SGSN
	SGSN+
	MME

	SGSN
	Handled as in 33.102, no change.

	Handled as in 33.102, no change.  
	N/A. (AMF bit will always be reset.)

	SGSN+
	Only AVs with AMF bit not set will be transferred.
	Direct transfer of AVs.
	Only AVs with AMF bit set will be transferred.

	MME
	N/A. (AMF bit will always be set.)
	Direct transfer of AVs.
	Direct transfer of AVs.


Notice that for transfer of unused AVs, there is no need to associate any "dirty" bit as the keys are still unused/unexposed.
9 Security Considerations
9.1 Choice of Key Derivation Function

The MME and SGSN+ will derive air interface keys by applying some function


(Ck, Ik) = H1(K_ASMEU, Protection_Suite_ID, ….)                      (UTRAN)

(Ck_RRC, Ik_RRC) = H2(K_ASME,…)






(As defined for E-UTRAN)

etc.
Since for UTRAN to E-UTRAN handover, K_ASME is equal to K_ASMEU, it is important that the functions H1 and H2 are sufficiently different. Otherwise exposure of (Ck, Ik) in UTRAN could imply that we still end-up using the same keys in E-UTRAN. The H1 functions should be sufficiently “different” from H2. By a proper choice of a common function H, it seems however possible to implement this separation by using an "identifier" for the access network, e.g.

H1(x) = H(x || "UTRAN"),

H2(x) = H(x || "E-UTRAN"),

or something similar. Alternatively, the tweaking function f is applied before transferring K_ASME.

9.2
Analysis
The following observations can be made for an ME+ that implements the EPS KH.

· Due to the "vertical" key derivation to produce air interface keys, as long as handover is between (any) mix of MMEs and SGSN+s, any exposure of air interface keys will still leave K_ASME/K_ASMEU secure.

· Hand-over from MME to SGSN(*) is at no risk of "backwards" compromise of the EPS security context since MME applies a one-way function before transferring the context as already agreed.

· Hand-over from SGSN+ to SGSN will get a similar protection as the SGSN+ can apply the same function f before transferring (Ck, Ik). 

· Hand-over from SGSN (to SGSN+ or MME) always implies that the transferred context may be at risk due to e.g. usage in GERAN or in a HSPA NodeB. There seems not to be much to do about this since we wish to leave legacy equipment unaffected.

Legacy ME will not get an improved security while in UTRAN. 
10 Conclusions

The task of introducing the EPS key hierarchy in UMTS seems from this high level analysis relatively straightforward.
A requirement/assumption is that it is possible to update a SGSN+ with new IE in the SGSN+-SGSN signaling which would be ignored by a legacy SGSN. 
The new functionality/signaling needed is 

1. It is necessary to indicate that an AV is in EPS format or in UMTS format. Thus far, it has been assumed that the AMF bit can be used for such an indication but this has to be studied further.

2. The ME+ needs to signal to the SGSN+ that it has the capability to handle the EPS key hierarchy. The signaling should be "ignored" by a legacy SGSN. This type of signaling already exists and it should be possible to do this in a similar way.  
3. The ME+ will be informed if it shall perform EPS key handling by reading the AMF field at initial authentication and by means of some new IEs in SGSN+-UE signaling at handover. 

4. In the proposed solution, the SGSN+ does not need to recognize if it performs h/o to a SGSN or a SGSN+. An SGSN+ can tell if handover is from a SGSN+ or a SGSN.
5. The SGSN+ has to perform some context tweaking operations but these operations are similar to (possibly the same) as those performed in the MME when transferring a context to UMTS.
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