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1 Introduction

As discussed in S3-080319 transport mode for S1 should be optional since it does not scale and adds complexity to MME/S-GW. If transport mode is used on the S1 interface it implicates that both MME and S-GW have to implement IPsec. Especially for the S-GW the IPsec implementation would have to be very efficient to be able to handle all the traffic, and simply does not scale for large networks. A solution that employs a SEG that handles the IPsec traffic on behalf of the MME and S-GW is preferred. This solution employs IPsec tunnel mode between eNBs and the SEG. This pCR updates sections 11 and 12 of TS 33.401 to indicate that it is not mandatory to implement IPsec transport mode on the S1 interface.
2 Proposal

It is proposed that the pCR at the end of this contribution is agreed for inclusion in TS 33.401.

*** FIRST CHANGE ***

11
Network Domain Security

Editor's Note: cf. TR 33.821, sections 8

The protection of control plane signalling for EPS and E-UTRAN shall be done according to TS 33.210 [5].

In order to protect the S1 and X2 control plane, it is required to use IPsec ESP according to RFC 4303 [7] as profiled by TS 33.210 [5]. For both S1 and X2, IKEv2 certificates based authentication according to TS 33.310 [6] shall be used.
On the X2-C and S1-MME transport mode IPsec is optional for implementation to be used for reducing the overhead.
NOTE: In case S1 and X2 control plane interfaces are physical protected, the above IPsec based protection is not needed.
12
Backhaul link user plane protection

The protection of user plane data between the eNB and the UE by user specific security associations is covered by clause 5.1.3 and 5.1.4. 

In order to protect the S1 and X2 user plane, it is required to use IPsec ESP according to RFC 4303 [7] as profiled by TS 33.210 [5]. For both S1 and X2 user plane, IKEv2 certificates based authentication according to TS 33.310 [6] shall be used. For protection of S1_U and X2_U both confidentiality and integrity protection are required.
On the X2-U and S1-U transport mode IPsec is optional for implementation to be used for reducing the overhead.
NOTE: In case S1 and X2 control plane interfaces are physical protected, the above IPsec based protection is not needed.  

Editors NOTE: The above requirement need further changes to point to the specific NDS /IP relevant chapters i.e. the IPsec, IKEv2 profiles as not the whole TS 33.210 is valid in the user plane protection case.

Editors NOTE: It is still for further study if other solutions can be found which do not have the IPsec overhead..

*** END OF CHANGES ***
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