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1 Introduction

There has been some proposals for using IPsec Transport mode on particular interfaces that need to handle lots of data i.e. S1-U and X2. The reasoning for using transport mode is that it reduces overhead compared to IPsec Tunnel mode. However, using transport mode on S1 implies implementing IPsec in both S-GW and MME, and that SEGs between eNBs and MME/S-GW would not be used.
2 Analysis
The 2 alternatives for using IPsec on the S1 interface are illustrated in Figure 1 below.
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Figure 1: IPsec on S1
In TR 33.821, chapter 8.4, a proposal was accepted that mandates the support of transport mode on S1 and X2. The main advantage of having transport mode is the reduced overhead compared to tunnel mode. On the X2 interface it is reasonable to use transport mode and having the advantage of reduced overhead. The reason for this is that eNBs already have IPsec implemented and the amount of connections and traffic on the X2 interface is quite limited. 
On the S1 interface we are faced with different characteristics. X2-U can be seen as a “point-to-point” interface between only a few nodes while S1-U is more like a “point-to-multipoint” interface with a lot of eNBs connected to the same S-GW/MME. If transport mode is employed on S1-U, IPsec would have to be implemented in S-GW and MME, and they would have to do a lot of IPsec processing. Furthermore, in chapter 8.4 of TR 33.821 it is said that “Signalling traffic going outside or entering a security domain needs to pass a Security Gateway (SEG)”. However, if transport mode is used, the SEG on the S1 interface would be reduced to a box without much functionality, since the IPsec is handled at the MME/S-GW instead of at the SEG. Also, having the S-GW taking care of IPsec processing in addition to its regular tasks might not scale well in large networks. Based on this the preferred option is to mandate the support of tunnel mode IPsec on the S1 interface, and to optionally support transport mode.
3 Proposal

It is proposed that SA3 agrees the attached pCR:s for TR 33.821 (S3-080320) and TS 33.401 (S3-080321), that  implements the conclusions above, i.e., that transport mode IPsec for S1 is optional to implement.
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