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1 Introduction
In S3a070959 "COUNTER check procedure for eUTRAN", later updated in S3a071021, a procedure for detection of mismatch between the counters used by the UE and the eNB when NULL encryption is used, is presented. The purpose of this procedure is to detect if an attacker is injecting or deleting traffic between the UE and the eNB.
2 Analysis
If an attacker deletes traffic between the UE and the eNB, this would lead to re-transmissions, first on the radio layer between the UE and the eNB, and if the attacker manages to delete also these re-transmissions, the transport layer (e.g., TCP) or the application layer would re-transmit the missing data. Hence, the result of this attack is of local non-persistent DoS type, i.e., radio jamming. The counter check procedure would be able to detect that packets are not coming through, but there would be no way to distinguish between an attack and a bad link. On the other hand, the eNB would be able to detect that many packets are lost between the UE and the eNB (based on the amount of re-transmissions) even without the counter check procedure, so the procedure adds no value in this situation.
If the attacker injects packets on the interface between the UE and the eNB in an attempt to perform theft of service, these injected packets would either use sequence numbers that have already been used by the legitimate UE, and would hence be rejected as duplicates by the eNB, or would cause the packets from the legitimate UE to be rejected as duplicates by the eNB. In both cases, the eNB would detect an unusual amount duplicate packets and out of order packets from the UE. In this way the attacker would be noticed.
3 Conclusion

Both injections and deletions are detectable by the eNB without the use of the explicit counter check procedure. The RAN groups have not yet included this procedure in their specifications. 
4 Proposal
It is proposed to agree on that this procedure is not to be used in E-UTRAN, and remove the counter check procedure from TS 33.401, since it adds no value. A pCR implementing this can be found at the end of this contribution. 
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3. Optionally release connection or 



report to MME or O&M server







2. Counter Check Response
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