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BT, and Interdigital Communications propose some elements of a M2M equipment architecture for section 5.1 of TR33.812. The text uses definitions and abbreviations that are introduced in an accompanying contribution.
The pCR format is not used here, as section 5.1 of the current TR33.812 is empty, except for the Editor’s note at the start of section.

N.B. the proposed architecture is only one possibility. Other alternatives can be proposed by other members.

5.1 
M2M equipment architecture alternatives

Editor's note: This chapter describes the different architecture alternatives for the M2M equipment when the USIM/ISIM application resides on the M2M equipment or on the UICC. This includes architecture for provisioning, remote management and operation.
5.1.1 Equipment Architecture Alternative 1

5.1.1.1 Trusted Environment (TE) 

5.1.1.1.1 General Functions of the TE

The TE is a logically separate  area in the M2M equipment with hardware support for this separation. It is not necessarily a removable module, i.e. it can be functions within an IC or functions that are distributed across a group of ICs. 

The TE has defined logical and physical interfaces to the outside world. These are usable only under control of an entity which is authorised to communicate directly with the TE. 

The TE provides a root of trust for the secure storage and secure execution environment for multiple MIDs and for certain functions concerned with the provisioning and management of MIDs. 
The TE is pre-provisioned in a secure, out-of-band facility with any required cryptographic keys and other credentials. Other security-critical functions of the TE are also typically pre-provisioned onto the M2ME in the same way. Other functions are typically provisioned by download after the M2ME is issued.

Note: the definition of which TE functions may be downloaded after issue of the M2ME is FFS, if it is deemed within the scope of 3GPP to define that.

The TE provides a degree of assurance against physical and logical attacks.
Note: the degree of assurance to be supported is FFS. 

The TE can support and enforce its own security policy 

The TE is sufficiently secure as to allow the storage and execution of MIDs that are currently implemented only in UICCs or other smart card platforms.
The TE has interfaces to parts of the M2M equipment that are outside the TE. 

The TE has its own embedded, unique identity that is typically associated with the identity of the M2ME platform that, where used, is also embedded in the TE. The TE is capable of securely authenticating those identities to the issuing authorities using standardised protocols. The issuing authorities can validate the TE's identity as being that of a valid, issued, TE and M2ME. Those identities are embedded as part of a physically secure, out-of-band process that takes place before the M2ME is issued. 

The TE can perform user authentication and access control for single or multiple users, where relevant to the use case for that type of M2ME. 

The TE provides a secure audit record of its transactions. Records would typically be protected against unauthorised access.

The TE can be updated remotely by an authorised entity using standardised secure protocols. 
5.1.1.1.2 TE Functions Related to the Management of MIDs
The TE has interfaces to the world external to the M2ME for the remote provisioning and lifecycle management of MIDs. 

The TE allows MIDs to share MIDE functions, e.g. cryptographic algorithms, but only where authorised by the security policies of the respective MIDs and only where the MIDs have been activated.

The TE supervises the transition of  MIDs though their various lifecycle stages.

The TE maintains a registry of the MIDs that it manages, including information about their current lifecycle and security status. 

The TE can support and enforce the security policies of MIDs. 

The TE supports user authentication services, where required by MIDs. 

5.1.1.1.3 TE Functions Related to the Remote Provisioning of MIDs 
The TE is deemed as being sufficiently secure as to permit the on-line provisioning of MIDs whose security is currently assured by provisioning them out-of-band onto UICCs. 

A provisioning protocol is used to transport MIDs from a Provisioning Sever (PS) in the network to the M2ME. The TE supervises this process and controls the security aspects of it.
The provisioning function is also used for de-provisioning and/or updating MIDs, to support the complete MID lifecycle management process. Updates can either be pushed to, or pulled from, the PS to the M2ME. The protocol should enable the M2ME to verify that management instructions come from a valid source. 

The provisioning function ensures that MIDs are delivered only to the correct and authentic M2MEs. The PS checks that the M2ME is the legitimate end-point for a set of MIDs. MID credentials are typically created during a registration phase where the user signs up for a service. The MIDs can only be sucessfully provisioned to the M2ME that acts on behalf of the user who registered for the service in the first place. This implies that phases of the secure session between TE and PS are bound to each other by some identifier. For instance, Liberty Alliance protocols separate the registration process from the actual provisioning process but bind them together with security tokens and identifiers. 

The provisioning process is defined so that it allows re-provisioning of USIM/ISIM credentials and applications for new operator(s) or service provider(s) while using connectivity services offered by an existing operator or service provider.

The PS can remotely question the system state of the M2ME, to ensure that MIDs will be stored only in a valid M2ME. This process may require explicit validation of the TE and also possibly the M2ME platform, before the provisioning of MIDs can proceed. The TE’s security policy may apply further conditions by specifying which provisioning-related events are permitted to drive a M2ME/TE authentication. 

Note: methods for remotely validating the TE are FFS.

