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1 Introduction
At the SA3#50 meeting a new working model for GBA-Push was discussed. The main reason behind the proposed new working model is to reduce complexity and allow a simple and straightforward introduction of GBA Push. This contribution describes the basic principles, discusses the functional consequences and explains the reduction in complexity compared to the current specification in S3-080258. 
2 Principles in new working model

The basic principles behind the new GBA push working model are:
1. The Disposable-Ks model is the only key-handling model used in GBA-Push.

2. External NAF-Keys are always generated in GBA_ME mode, i.e. the UICC is not required to have any GBA functionality.
3. Internal NAF-Keys are always generated in GBA_U mode, i.e. the UICC has to be Rel-6 or later. Implementation of the disposable Ks model in the UE and the BSF is done by deleting the established Ks or by administrative means making further use of Ks impossible.

4. GPI integrity and confidentiality protection between BSF and UE is mandatory. The protection mechanisms are only implemented in the ME.
5. Reuse of an existing Ks, established by a UE initiated bootstrapping, is facilitated by a simple B-TID, NAF-key request over Zpn.
3 Functional and complexity consequences

3.1 Disposable-Ks model only

That only the Disposable-Ks model is allowed and that the use of the Single-Ks model for GBA_U aware UICCs is dismissed makes the implementation simpler and more straightforward as the BSF as well as the UE will have to handle fewer options. No new UICC is required.

Using GBA_U in a Disposable-Ks model for GBA Push will imply that a Ks established by a UE initiated bootstrap will be deleted or made unavailable for further use. But as already established NAF-keys based on such a Ks can be used for the remainder of their lifetime the only consequence will be that when the UE needs to establish a new NAF-Key, it will have to bootstrap again. 

Also note principle 5 guarantees the possibility reuse of an existing UE established Ks by a GBA Push enabled NAF. 

3.2 External NAF-Keys are generated in GBA-ME mode

To always establish external NAF-Keys in GBA_ME mode makes the implementation simpler and more straightforward as the BSF as well as the UE will have to handle fewer options. The functionality will also be available for more users as the only requirement on the UICC is that it is Rel-99 or later. 
The generation of external NAF-Keys will not influence the use of a Ks form a UE initiated bootstrapping. This is a very important feature as today there is only one service relying on internal NAF-Keys (MBMS) and it is expected that the absolute majority of new services will be ME implemented.

From a security point of view there is no drawback to have Ks temporarily available in the ME, as it is only used to derive a single NAF-key (Disposable-Ks model) and then it is erased. This is so because if the attacker would know Ks, it would allow him to derive the NAF-Key, but as the NAF-key is already available in the ME the attacker doesn’t gain any new information. Note also that no other NAF-key will be derived based on that Ks so there will be no other traffic which could be intercepted or modified.
3.3 Internal NAF-Keys are generated in GBA-U mode

To always establish internal NAF-Keys in GBA_U mode allows reuse of already existing UICC functionality and makes the implementation simpler and more straightforward in the BSF and the ME. The functionality will also be available for more users as the only requirement on the UICC is that it is Rel-6 or later. 

Using GBA_U in a Disposable-Ks model for GBA Push will imply that a Ks established by a UE initiated bootstrap will be deleted or made unavailable for further use. But as already established NAF-keys based on such a Ks can be used for the remainder of their lifetime the only consequence will be that when the UE needs to establish a new NAF-Key, it will have to bootstrap again.  
An out of synch situation may appear, in that the BSF may have erased an existing Ks due to a Push operation, while the UE still has the Ks defined as it hasn’t received the GPI. However, if the UE derives a new NAF-key from this Ks, and tries to use that to protect communications with the NAF, this will fail as the NAF request to the BSF for the NAF-key will fail. The BSF will respond that the key is unavailable and the NAF will request the UE to perform a new bootstrap.
3.4 Mandatory integrity and confidentiality protection of GPI

To have mandatory integrity and confidentiality protection of GPI makes the implementation simpler and more straightforward in the BSF and the ME. 
Having mandatory confidentiality protection will guarantee that privacy requirements will always be fulfilled. The only drawback is that a confidentiality key will have to be derived and deciphering performed but that extra computational effort is minimal as the functionality is ME based.

3.5 Reuse of Ks from UE initiated bootstrapping

The proposal is to just add a B-TID, NAF-Key request based on UE identity over Zpn which is a simple and straightforward mechanism. For this functionality no GPI is required. The only implementation consequence is that the BSF must index its Ks database with UE identity, but this will be needed anyhow to accommodate the disposable-Ks model in GBA_U.
4 Summary

The principles stated in clause 2 give important reductions in implementation complexity in the ME and in the BSF as described above. Furthermore, a major advantage is that GBA-Push can be introduced without requirements on new UICC functionality.  Note however, that it will still be possible to introduce UICC supported GBA-Push, when GPA-Push services and use cases have become stable.
5 Proposal
It is proposed that GBA-Push shall be based on the principles described in clause 2 and that this is noted in the meeting report.
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