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1. Overall Description:

SA3 thanks CT1 and RAN2 for their reply LS regarding outstanding NAS messages. SA3 understands that CT1 has a preference for option 2, and the RAN2 LS indicated that both options are feasible with a different impact.

"

Option-1) No additional mechanism is defined for this case.  In case a received AS SMC is not correlated to the transmitted NAS message carrying the synchronization information, SECURY MODE FAILURE occurs. RAN2 assumes that when SECURITY MODE FAILURE occurs, the RRC connection would be released and, hence, the condition that re-transmission of the initial NAS message is done over a new RRC connection would be met. 

Option-2) correlation can be performed by echoing the synchronization information, or a part thereof, back in the AS SMC. "

SA3 would like to note that the scenario described in S3-080461 (C1-081386), does not create the problem that the UE could use a wrong NAS SQN to derive the KeNB, as the NAS SQN is set to zero with a NAS level Security Mode Command after a successful AKA-run. However there might be other scenarios as indicated by CT1. During SA3 meeting a scenario was mentioned where the UE would sent multiple (outstanding) Service Requests, which then could lead for the UE to take the wrong NAS SQN to derive the KeNB, leading to a MAC failure of the AS SMC. If an AKA would be triggered due to this, the consequence would be more load to the core network.  

SA3 feel that the above discussions belong more to the competence of CT1 and RAN2, and it was felt that CT1 and RAN2 should make the decision and inform SA3 about the outcome.

With regard to option 2 there was a contribution (S3-080403) to SA3#51, which was postponed for approval, now waiting for feedback from CT1 and RAN2. S3-080403 is attached as it might help in the decision which solution has to be taken.

2. Actions:

To RAN2 and CT1:

ACTIONS: SA3 kindly asks CT1 and RAN2 to 

· To make a decision on the above issue and to inform SA3 about the choice made.

3. Date of Next SA3 Meetings:

Meeting
Date
Location

SA3#52
23-27 Jun 2008
Sophia-Antipolis, France

SA3 ad hoc
24-26 Sep 2008
Sophia-Antipolis, France

SA3#53
17-21 Nov 2008
Japan
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