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1. Introduction

The TR 33.812 contains security-related assumptions regarding M2M equipment. This contribution proposes a pseudo-CR to TR 33.812 to address M2M equipment security. 

2. Proposal

We kindly ask SA3 to review and approve following pseudo-CR to TR 33.812 in order to complete study regarding M2M equipment security aspects. 

3. Pseudo-CR to TR 

5
Architectural alternatives

Editor's note: This chapter describes the architectural alternatives when the USIM/ISIM application resides on the M2M equipment or on the UICC. Also network aspects shall be taken into account.

5.1 
M2M equipment architecture alternatives

Editor's note: This chapter describes the different architecture alternatives for the M2M equipment when the USIM/ISIM application resides on the M2M equipment or on the UICC. This includes architecture for provisioning, remote management and operation.

5.1.1 M2M equipment security


Due to issues identified in section 4.1.2, there is a need to have a M2M equipment providing:

· secure execution environment 

· secure storage, 

· tamper-resistance 

Moreover, it should be possible for operator or third entity to check that all those requirements are together satisfied by the M2M equipment.

Option#1 and option#3 rely on smartcard technology to provide security in M2M equipment. 

For instance, Option#2 does not describe any technology to provide security in M2M equipment. 

5.1.1.1
M2M equipment with UICC

The smart card is a tamper resistant device. It has a primary role of storing credentials and performing sensitive cryptographic computations. The smart card contains hardware and software countermeasures to protect against invasive and non-invasive attacks performed to retrieve secrets and obtain sensitive data during execution of computations. For example the smart card contains physical encapsulation of critical circuitry.  

Certification, such as Common Criteria, is a means to guaranty a security level for an execution environment. Smart card industry is familiar with certification processes since certification is often mandated in banking to guaranty security. 
Smart card benefits from rich experience to provide security and to resist against software and hardware attacks, e.g. banking, identity, wireless communications…

Consequently, UICC in M2M equipment is a tamper-resistant device providing secure execution environment and secure storage for M2M equipment. 

5.1.1.2
M2M equipment without UICC

In case of M2M equipment without UICC, there is a need to secure the M2M equipment. 

The following issues can be identified to secure part of the M2M equipment without UICC:

· What are the boundaries of the part of the M2M equipment to secure? 

· How to describe the means to secure the part of the M2M equipment in order to provide secure storage and secure execution? 

· By means of requirements on the M2M equipment? Or by means of specifications defining the security mechanisms to be implemented in the M2M equipment?
· In case that there is no specification of the security mechanisms to implement:
· What will be the level of confidence in the countermeasures of the solution against software and physical attacks? All M2M equipments may not secure the same functions. Generic tests could not be applied. 
· M2M equipments would not have the same level of security

· In case that a certification is required:

· What will be the scope of the target of evaluation of the solution to secure part of the M2M equipment without UICC?

· Do Protection Profiles exist for this type of solution?

· What is the expertise of companies providing the solution to perform certification of this type of solution?

· What is the level of security of the secured part of the M2M equipment against software and physical attacks compared to the security level offered by the other solutions, and in particular those which are UICC-based? 

· If the selected solution to protect a part of the M2M equipment relies on the addition of a specific hardware element to M2M equipment, what is the benefit compared to UICC-based solutions? 
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