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BT and Interdigital Communications propose some content for section 6 of TR33.812, “Functionality”. The idea is to allow interested members to have discussions between now and SA3#52, with a view to agreeing on a contribution to TR33.812 at SA3#52.
N.B. the wording of this present document relies on the definitions of SE, MID and MIDE that are presented in an accompanying contribution for SA3#51.
6. Functionality
6.1 General

In order to ensure that the issues in the sections of the present document on “use cases” and “identified issues and initial considerations” are adequately addressed, it is assumed that any operational ecosystem will be equipped with the following features and security counter-measures.
6.2 Lifecycle of MIDs
MIDs should be able to exist in any one of the following lifecycle states: 

· Installed: an instance of a MID has been created and  has an entry in the M2M equipment's registry 

· Activated: an instance of the MID is authorised for operational use and is activated. (this is not the same as authorising it to take part in a specific session) 

· Blocked: an instance of a MID has been temporarily de-activated and is not available for use. An example of this is when the status of an application-specific PIN becomes "blocked", as described in [TS102 221] 

· Rehabilitated: a formerly suspended MID has been re-activated for use. 

· Retired: an instance of a MID is permanently unavailable for use, but is still instantiated in the M2M equipment. An example of this is where a credential is permanently deleted but some executable components (i.e. MID Engines) of the MID that are used by other applications are still active. 

· Deleted: a MID is permanently removed from the M2M equipment's memory. Deletion may be applied to a MID that is in any of the above lifecycle states.
6.3 Trusted Environment (TE) Within M2M Equipment
The Core Root of Trust in the M2ME should be a definable zone, herein called the Trusted Environment (TE). The TE should offer some measure of hardware and software protection for the provisioning, storage, execution and management of MIDs. 
Note: how to specify the appropriate level of trustedness of a TE, and deciding whether or not such an activity is within the scope of 3GPP, is FFS. Sources of useful specification material include OMTP and GSMA.

Any tampering with the TE or its functions should be detected by the TE itself or by the M2ME and it should be reported to an appropriate network entity. Details of the tamper-reporting is FFS. 
Note: deciding which is an appropriate network entity is FFS.
In general, MIDs may be stored either inside or outside the TE. If stored outside the TE, MIDs should be protected by encryption. The encryption keys for that should either (a) be stored within the TE or (b) be stored outside the TE but protected by keys stored within the TE.
Comment: not aligned with the definition of the TE as stated in document S3-080308. The current definition includes the storage of MIDs.
If a MID is stored within the TE, it should be run only in the TE. If protected outside of the TE, it should be run only in an environment in the M2ME where the integrity of the components and software running therein is protected by the functions of the TE. 
The TE should provide a level of security that is sufficient for the MIDs that it hosts, in order to make it suitable for deployment of NAA MIDs (e.g. USIM) and ISIM MID. This includes the enforcement of security attributes within a MID and any secure messaging that may be required by a MID. 

All cryptographic functions of NAA-MIDs and ISIM MID should be executed entirely within the TE. For this purpose, an ISIM is considered as a NAA-MID.

The TE should store, monitor and enforce any TE security policy specified by the TE owner and embedded in the TE. 
Comment: Needs a definition for the TE owner
The TE should support a secure storage area that can ensure that the executable code, file system and credentials stored for each MID are secure against all attacks, as deemed in scope by the relevant authority. Such a secure storage area could either be inside the TE or outside of it. If the storage area is outside of the TE, that area should be protected cryptographically either (a) by keys that are held inside the TE or (b) by keys that are encrypted by keys held inside the TE. 
Comment: again not in line with the definitions in S3-080308.
The TE should provide a secure storage and runtime environment for multiple MIDs and the MID management functions to execute. Where the TE allows multiple MIDs to execute at the same time, this should not compromise confidentiality, integrity or availability of any individual MID or of any TE components. 

The integrity of the TE components should be checked each time an TE is activated or reset, before running them and periodically during a MID session. Detection of anomalies should result in the TE entering an untrusted state and in the reporting of this event to an appropriate network entity. 

Note: definition and consequences of the untrusted state require further study, as does how to recover from the untrusted state. 
Comment: What a MID session? When does it start, end, …
The TE should support features that are analogous to SIM-lock, i.e. a MID is locked to a M2ME and cannot be replaced by an unauthorised MID. It should not be possible for this feature to be nullified by an unauthorised entity.
Comment: in 3GPP this feature is referred to as ME personalisation 
The design of the credential storage and network-access components of the TE should be such that shared secrets (such as cryptographic keys, be they of a permanent or temporary nature) cannot be exposed in clear outside of those components. This means that if shared secrets (keys, etc) are to be stored outside of the TE, they can only be done so by being protected by strong encryption by a sufficiently strong key which itself is stored and never exposed outside of the TE and by being allowed to be decrypted for use only within the boundaries of the TE. 
The cryptographic operations of the TE cannot be corrupted or monitored by any other component such that information about cryptographic algorithms, shared secrets and cryptographic keys may be obtained or deduced. This includes direct monitoring of components and of interactions between components and side-channel attacks. This requirement also applies to attacks that obtain information allowing the prediction of nonces generated in the hardware module. 

It should not be possible for a user to change or upgrade the access control-related firmware of the TE. Upgrading/replacing the firmware should be possible only by the OEM or supplier in a secure manner, e.g. using secured OTA protocols.
Comment: Does this mean that the only authorised entity to upgrade/change a TE is the OEM or supplier?
6.3.1 Management of MIDs in the TE
The TE should securely manage multiple MIDs that may be used to access multiple services. (e.g. IMS, WLAN, 3GPP ANs, etc) 

The TE should authorise the activation of a session with a MID, but during that session another entity may be able to communicate directly with the MID, thereby relieving the TE of the need to participate in all communications with the MID. 

Note: that is an implementation issue, FFS 

The TE should securely control the transition of a MID through its lifecycle stages, according to instructions from an authorised entity and/or according to the MID's and/or TE's security policy. 

The TE should store, monitor and enforce MID-specific security policies that may be a component of a MID. MID security policies should include MID functions that the user cannot over-ride and may also include functions which the user can over-ride
Note: examples of security policies which should not be user-over-rideable are those which relate to the lifecycle management and operational use of each MID. An example of a user-over-rideable security policy is the phonebook, where the user may wish to over-ride the security policy that was set by the M2ME supplier, so as to prevent remote access by the M2ME supplier to phonebook entries.
Comment: shouldn't the security policy be a privilege to the MID issuer? The MID issuer can define if a PIN is required, or allow the user to disable/modify the PIN.
The TE should allow a MID to invoke its own user authentication process using for instance an application-specific password specified by the MID’s security policy. All of the password-related requirements for the TE should apply. 

The TE should store, monitor and enforce a MID management security policy specified by the M2ME issuer. This is the TE’s own security policy, as distinct from those of MIDs. 

The TE should provide its own user authentication services, where required by its own security policy 

The TE should ensure that the user’s privacy is guaranteed, i.e. nobody can monitor user behaviour without the user’s consent using the unique identifier that the TE recognises for MID management purposes.
Comment: What is meant here? In case of a NAA MID, it would mean every time the identity of this NAA MID is required by the M2ME the user needs to provide consent?
Transfer of password values from password entry devices to the TE should be protected from eavesdropping, e.g. by a trusted tunnel that provides at least confidentiality and anti-replay. 

Note: this requirement should be reviewed against the cost-penalty of implementing it and is FFS.
The TE should block after n consecutive incorrect password entries. This should disable all trusted applications and functions for which that password is an access condition 

As a default policy, the TE should not accept authentication attempts from a remote user, unless such commands are embedded in secure, standardised, protocols (e.g. OTA), from a remote security server. This will ensure that a remote attacker is not able to lock the platform by intentionally providing invalid authentication credentials to it 

The TE should be capable of unblocking the service securely (locally/remotely) using an unblocking key 

The TE should be capable of supporting a timer that will set the user authentication status to non-verified after a specified period of inactivity. This may be required by security policies associated with the specific MIDs on the device 

The TE should be configured with a user-defined password (multi-factor preferred). On booting or rebooting the M2M equipment, the TE should force the user to authenticate by asking for the TE password before the user is allowed to use the device. Alternatively, the password verification process could be invoked when a functional part of the TE is invoked (e.g. a MID), in which case, the password verification status should then persist for the duration of the user-TE session and should apply to all applications under the TE’s control 

Note: which of the above alternatives should be supported is FFS.
Comment: again who's the user in an M2M environment?

The TE should not allow a user to reduce the password protection of the TE below an acceptable security level specified in the TE's security policy, e.g. the user may not disable the password verification process if the TE's security policy prohibits that. 

The TE should not reveal TE password values to any other functions on the M2M equipment 

The TE should provide suitable security mechanisms for the service providers to validate the integrity of MIDs. 

A user should not be allowed to suspend the TE password verification process. 

Note: the above requirement is contentious, from the viewpoint of ease-of-use vs. security, since with a hardware UICC, the user can suspend the password-verification process that applies to SIM/USIM functions.  

The TE should keep an audit trail of all activities and should support mechanisms to ensure the integrity of the audit logs and to control access to them. 

Where permitted by security policies, the TE should support a secure discovery service by which another entity can ‘discover’ the identifiers and lifecycle status of MIDs that are loaded on the TE. 
Comment: what are these security policies?
The TE should support the remote upgrade/update of a MID but only after authorization from the service provider and, where required, by the MID's security policy and/or the user. 
Comment; Isn't this a repetition of previous statements made above, except that the authority here is the service provider and not the OEM or supplier?
There should be a secure back-up option for issued and instantiated MIDs. Backed-up MIDs should remain cryptographically bound to the TE to which they were issued, therefore rendering the MID useless on other valid MID-enabled devices. 

Note: whether this requires remote backup and/or local backup is FFS. 
Comment: Local back-up outside the TE would need modification of the definition in S3-080308
It should be possible to patch vulnerabilities of the TE via firmware and software upgrades. (possibly via the provisioning protocol) 
Comment: again a repetition of previous mentioned requirements.
Note: this requirement is FFS, to decide if this is acceptable security practice. 

The software/firmware upgrade capability of the TE should be addressable by an authorized remote management system only. The identity of that entity should be specified in a security policy that is embedded in the M2ME. It should not be possible to remotely modify that identity. 
Comment ; so the authority is a System, not a service provider, OEM or supplier.
It should be possible for an authorised entity to reset the TE’s MID management functions to factory settings. 

The TE should be the sole interface to the external world and to other parts of the UE for the process of provisioning and lifecycle management of MIDs 

The TE should permit a MID to interact or share a specified set of its functions with another MID but only where that is permitted by the security policy of the MID that is being requested to share its functions. The TE should verify that commands and responses between such MIDs are origin-authenticated 

The executable code of a MID should be integrity checked by the TE at the start of each session with that MID, before executing the MID and periodically during a MID session. Detection of anomalies should result in the MID entering an untrusted state and in this state being reported to an appropriate network entity. 

Note: whether this should happen at TE boot or only when a MID is invoked for a session is FFS 

Note:  whether it is also necessary to check the integrity of the file system on a MID is FFS. 

Note: definition and consequences of the untrusted state, including how to recover from the untrusted state, is FFS 

The TE should provide a plug-in/interface to untrusted applications outside the TE and still maintain the Confidentiality, Integrity and Availability of the MIDs and of the TE. 

Each TE should have a unique identity, e.g. a valid X.509 certificate and associated private key, for proving its authenticity as a true TE. 

Note: that function is intended for use in bootstrapping the secure provisioning process 

As a pre-requisite to provisioning or remotely managing any MIDs, the TE should be able to authenticate its identity and status as a trusted, valid TE to the provisioning service provider using standardised protocols. This process may involve the validation of the TE's identity by an external authority such as a trusted CA. 

Note: that function is intended for use in bootstrapping the secure provisioning process.
Comment ; due to the lack of a clear definition of who can do what on a TE the above mentioned examples are irrelevant as the requirements of the authorised entities are not clear. 
6.3.2 Functions in the TE to Support Secure Provisioning
The M2ME should support a secure provisioning process and protocol for authorised service providers to register users for a MID-enabled service and to provision MIDs remotely, in-band. 

The TE should permit the use of the same protocols for upgrade/update of MIDs as are used for the provisioning of MIDs. 

Note: further study is needed to decide if standard OTA protocols are to be preferred for updating of NAA-MIDs. 

The security controls for remote provisioning should also be applied to remote management (e.g. upgrade/updating) of MIDs. 

The provisioning protocol used in conjunction with the TE should be responsible for the transport of a MID, including the network access credentials where applicable, from the network to the M2ME. 

The M2ME should support the use of standardised protocols for upgrade/update of MIDs  Examples could be OMA DM, OTA RFM and OTA RAM
As a pre-requisite to provisioning or remotely managing any MIDs, the TE should be able to authenticate its identity and status as a trusted, valid TE to the provisioning service provider using standardised protocols. This process may involve the validation of the TE's identity by an external authority such as a trusted CA. 

It should not be possible to provision a MID that is from an unauthorised source 

Note: that requirement is FFS, since there might be requirement for unattended (e.g. overnight provisioning). 

The provisioning protocol should allow mutual authentication of M2MEs and provisioning service providers’ systems 

The provisioning protocol should provide for authenticity of origin, data integrity, confidentiality, uniqueness and time-stamping of messages. 

At the M2ME, the end-point of the cryptographically protected components of the provisioning protocol for confidential data should be inside the TE, so that such data cannot leak in plaintext from the provisioning channel to an insecure or unauthorised function within the M2ME. 

The provisioning protocol should be adequately and demonstrably resistant to known attacks including eavesdropping, replay, DDoS, data corruption, masquerading (as an TE or as a provisioning service), MITM. 

The provisioning protocol should have the capability to securely register a user for the service online.
The provisioning protocol should support a way for the service provider to provision a security policy related to the use and management of an installed MID. 

Provisioned MIDs and the messages used to provision the MIDs should be securely bound and mapped to the identity of the TE for which they have been issued. 

It should not be possible to provision a MID to a non-valid TE or to an TE other than the intended target TE. 

Note: that may be achieved by ensuring that cryptographic tokens used to remotely provision or manage MIDs are cryptographically bound to the TE's identity 

It should not be possible for an attacker to interrupt or hijack a provisioning session with the TE, e.g. to masquerade as a PrS in order to provision false or malicious MIDs 

Note: that may be achieved by ensuring that cryptographic tokens used to remotely provision or manage MIDs are cryptographically bound to the provisioning session identity and that the registration session identity is cryptographically bound to the provisioning session identity. 

It should not be possible for an attacker to obtain MIDs without going though the registration phase of provisioning. 

Note: that may be achieved by ensuring that the registration session identity is cryptographically bound to the provisioning session identity

