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Overview of our comments: 

Procedural comments: 

1) We would like to comment first that the use of the AMF separation bit in LTE for the purposes of network separation was agreed a long time ago: it has been stable in TR 33.821 since Feb 2007 and was transferred to TS 33.abc v020 in Oct 2007. The present meeting SA3#51 is the last SA3 meeting before the functional freezing of stage 2 for Rel-8. Therefore, the proposed change should be done only if there are serious concerns with the viability of the current solution.
2) It is good practice to fix a potential shortcoming in the design of the next generation of a system (in this case EPS), even if fixing it in an already deployed system (UMTS) would be impractical, or even unnecessary due to different environmental conditions. Fraud detection systems mentioned in the contribution on which we comment are always a last resort, and if we have the opportunity to provide security by design at acceptable cost, we should do so. 

Technical comments:

1) The contribution does not seem to adequately capture the main threat, which is meant to be addressed by network separation, namely that an AV intercepted in an RNC or SGSN of any UMTS network, or in a P-CSCF of an IMS, may be used for a false base station attack in any other network, including E-UTRAN networks. This would make the security of E-UTRAN networks dependent on the security of all other – UMTS or IMS or E-UTRAN – networks.
2) The contribution seems motivated by a concern about migration strategies from pre-Rel-8 HLRs to Rel-8 HSSs. However, solutions for this migration problem have been discussed in various 3GPP WGs, and it seems that the discussion is converging. So, this problem appears to be solvable.
Detailed comments can be found below inserted in the text. 
Discussion on need for special AV for LTE.  
Introduction

LTE AV have been designed to be different from UMTS AV because it was considered a good security principle to ‘separate’ UMTS security from LTE security.

UMTS AV is the quintet [AUTN, CK, IK, RAND, RES]

while LTE AV is the quartet [AUTN, Kasme, RAND, RES] where Kasme is derived from CK||IK influenced by PLMNid. 

Furthermore there is a difference in the AMF field of the AUTN to allow the ME to enforce that the LTE authentication data can only be used in E-UTRAN.

All this means that pre-Rel8 HSS must be modified to produce different AV for E-UTRAN, and/or special new interworking functions must be introduced. Other interworking problems arise when a UMTS operator can not produce LTE AV for his outbound roamers so that they can not attach to visited LTE networks. This incurs costs for operators and/or reduces interoperability.

SA1 has pointed out in an LS S3-080158 that: .. “the interest for a pre-Rel8 operator to allow access to E-UTRAN networks is only valid if it can be done without additional impacts or costs to neither the pre-Release 8 home network, nor the USIM, or the deployment of E-UTRAN by the visited operator, and without compromising E-UTRAN security.”  
This strong statement compels SA3 to reconsider the use of special LTE AV. We interpret this SA1 statement to mean that intermediate solutions are not worth considering if they come at significant cost, the operator should then rather upgrade to a Rel-8 HSS. Besides there are solutions available with minimal impact, cf. contributions to CT4.

This paper shortly analyses the security rationale for having special LTE AV. 

ANALYSIS
Intercepted AV – difference in eavesdropping on UTRAN and E-UTRAN
The following statements are only correct for passive eavesdropping, but active eavesdropping using false base station attacks is also possible, cf. below under “masquerading a network”.
· UTRAN: If CK is intercepted: eavesdropping is straightforward in the network the AV is intended for and when that AV has been taken into use, and until next AV is used by the target. 

· E-UTRAN: If Kasme is intercepted: derive Enb (need to find/guess NAS sqn
), then derive Kup. Eavesdropping can only be in the network the AV is intended for and when that AV has been taken into use, and until next AV is used by the target.  
Intercepted AV – difference in masquerading a user on UTRAN and E-UTRAN 
Masquerading a user is not meant to be addressed by network separation in E-UTRAN.
· UTRAN: CK, IK, RES intercepted, use them  in modified ME or rather easier: in a std ME with specially crafted  UICC that contains the intercepted CK, IK, RES and performs normal USIM function to the extent needed to allow call set up. 

· E-UTRAN: Kasme inserted to a modified ME (that then derives all keys needed). As CK, IK can not be reversely derived from Kasme a std ME with special UICC can not used here. 

In both cases the AV has to be used in correct network where that AV was headed for (in E-UTRAN case also enforced by the PLMN Id use in derivation of Kasme).  No cross-network threat scenarios are identified. 
Intercepted AV – difference in masquerading a network on UTRAN and E-UTRAN

The reason for introducing network separation in E-UTRAN is to ensure that serving network authentication can be provided in E-UTRAN. Serving network authentication prevents masquerading of a network and active eavesdropping using false base station attacks. The rationale for serving network authentication is given at some length in clause 7.4.2, and in particular clause 7.4.2.3, of TR 33.821. 
· UTRAN: CK, IK, RAND, AUTN intercepted, attacker uses them in faked NodeB and lures the user to attach and make calls that can be eavesdropped/diverted. Any PLMN Identity can be used for the masquerading. 

· E-UTRAN: Kasme, RAND, AUTN intercepted, attacker uses them in faked eNodeB (after deriving all keys needed) and lures the user to attach and make calls that can be eavesdropped/diverted. Only the originally intended PLMN Identity can be used for the masquerading. 
The attack which motivated cryptographic network separation between UTRAN and E-UTRAN has to be added here: 
An AV intercepted in an RNC or SGSN of any UMTS network, or in a P-CSCF of an IMS, may be used for a false base station attack in any E-UTRAN network. The AV does not have to have been taken into use beforehand. An SGSN or VLR can request AVs even when the user is not present there. For how long the AV can be used depends on the sequence number management scheme. (Some of these schemes allow out-of-order use of AVs.)
This makes the security of E-UTRAN networks dependent on the security of all other – UMTS or IMS or E-UTRAN – networks. This dependency is the more undesirable as EPS is meant to live for the next 15-20 years, and assumptions about trust relations between operators in this timeframe have to be made with great caution.
As a consequence of this dependency of E-UTRAN security on the security of arbitrary UMTS or IMS networks, serving network authentication in E-UTRAN could not be guaranteed as an attacker compromising any entity in UMTS, IMS or EPS where AVs are available could impersonate an E-UTRAN serving network and compute keys K_ASME, K_eNB etc.
Discussion
-  Eavesdropping: no significant differences.

-  User masquerading: no significant difference in risk, but it has to be acknowledged that user masquerading is technically more requiring to launch with the intercepted LTE AV because a standard handset can not easily be used.  But can that alone motivate the LTE AV to be different from UTRAN AV?

-  Masquerading the NodeB or eNodeB: no significant differences. not true, cf. above But an intercepted LTE AV can only be used with a certain PLMNId which means the user may be alerted if the displayed network does not match his expectancy.  This is not the case for UMTS as any chosen PLMNId may be used by the attacker. 
Fraud exploiting intercepted AV can and must be stopped anyway by operators applying NDS and FDS to the extent needed according to own threat evaluations and vulnerability analyses. This has to be done by operators independent if for UMTS or LTE. Fraud detection systems are always a last resort, and if we have the opportunity to provide security by design at acceptable cost, we should do so. 
It must be recognised that user fraud can only be performed until the network - according to operator’s policy - performs a new authentication.

It must also be stressed that an intercepted AV can only be used for user fraud in the network and location that the signalled AV was targeted for. This is always the case and thus the PLMN Id derivation as part of the LTE AV construction seems not to be important as regards user fraud. As interception most likely may have been done in or close to the intended network’s premises, i.e. the same network that was intended for the fraud, the distinction is not of real value. not correct for masquerading a network.
Note: the situation where an intercepted AV is inserted in another network’s signalling system is not considered, as being too difficult and farfetched. 

For network masquerading, the PLMNId restriction in LTE has the only value in that the intercepted AV can not as easily be used in any chosen country (without risk for user detection) 
The use of the AMF separation bit shields E-UTRAN from any compromises in UMTS or IMS, the additional inclusion of the PLMN_Id in the computation of E-UTRAN keys also shields E-UTRAN networks from each other. 
So the fact that an intercepted LTE AV can only be used in the intended PLMN seems not to be important.  We disagree, cf. above. 
Consider also that network separation allows a user in particular to determine whether he is in his home network or not. This may make a difference for the user as a person or applications on the UE.
Conclusions

1 It is an advantage to have the LTE AV compared to UTRAN AV considering user masquerading attacks, as these then require ME modifications for the fraudster. Those types of attacks are however believed to be rare and must anyway be monitored and countered with other means. 

2 Attacks exploiting intercepted AV for network masquerading do not seem likely, as they offer only small benefits and are difficult to launch. The difference as regards choice of AV construction is not important. 
3 It seems more important to keep UMTS AV structure also for LTE as this will allow for operators to keep pre rel8 HSS/HLR. 
Recommendation   

This paper proposes that UMTS AV construction is kept also for LTE. Kasme and its key derivations as specified in 33.401 can still be kept, but Kasme is then just CK||IK and there is no special separating AMF bit in use. PseudoCRs are straightforward 
We disagree with the recommendations, cf. reasons above. 
�NAS SQN is only 2bytes (?). Means not difficult for an attacker to deduce Kenb from Kasme by probing max 2E16 values (if not able to find NAS SQN via other means).  However for comparing UMTS AV and LTE AV this does not matter: the NAS SQN obstacle has to be solved for the LTE eavesdropper independent of AV type.








