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1. Introduction

This contribution proposes how to provide forward security for handovers involving the MME.

2. Current proposal for key refresh during inter-MME handover (TR33.821 v0.7.0)
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Fig. 1: Key refresh and algorithms negotiation on inter MME handover from TR 33.821
Description of current proposal as depicted in Fig. 1:

1. UE measurement report

2. Source eNB calculates a one way hash over the current KeNB and the physical cell ID of the target cell to get KeNB* and transfers it to the source MME in the handover request message

3. Source MME transfers the KeNB* and other related MME security context information, like NAS keys, COUNT values for NAS protection, S-TMSI, IMSI, and KASME to the target MME in the handover request message. 

4. Target MME includes the KeNB*in the handover request sent to target eNB with allowed RRC/UP algorithms.

5. Target eNB selects the same RRC/UP algorithms if possible. Target eNB sends handover response message to the target MME, which includes the new C-RNTI, selected RRC/UP algorithms, and some other parameters (see 25.813, section 9.1.5). Target eNB derives a new KeNB from C-RNTI and KeNB* by KeNB_new   = KDF(KeNB* || C-RNTI)  and further derives KRRCenc, KRRCint, KUPenc  from  the KeNB_new.

6. Target MME forwards the handover response with selected MME algorithms to source MME which sends it to source eNB including NAS-MAC.

7. Source eNB sends the handover command message to the UE including NAS level message with the selected NAS algorithms and NAS-MAC. This AS level message is protected with the old RRC integrity and ciphering keys shared with the source eNB. The message also includes target eNB algorithms (for RRC and UP) if different than the source eNB algorithms.
8. UE derives the KeNB*, new KeNB, KRRCenc, KRRCint, and KUPenc and sends handover confirm message to the target eNB integrity protected and ciphered with the new RRC keys.

3. New proposal for key refresh during inter-MME handover

This proposal acknowledges that there might be situations in which forward security for KeNB derivation during handover is necessary.

The core idea is to include a shared secret between MME and UE into the derivation of the new KeNB. The new solution takes advantage of the fact that there is already a security association between MME and UE. The benefit of this new solution is that it provides forward security of KeNB derivation during S1 handover with only one bit of messaging required between MME and UE. 
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Fig. 1: Forward secure key refresh on inter MME handover 
Description of new protocol as depicted in Fig. 2:

1. UE measurement report

2. Source eNB calculates a one way hash over the current KeNB and the physical cell ID of the target cell to get KeNB* and transfers it to the source MME in the handover request message

3. Source MME transfers the KeNB* and other related MME security context information, like NAS keys, COUNT values for NAS protection, S-TMSI, IMSI, and KASME to the target MME in the handover request message. 

4. Target MME derives KeNB*+ from KeNB* and KASME: KeNB*+ = KDF(KDF(KASME ||”Handover String” ) || KeNB*)). KDF(KASME ||”Handover String” ) is a key derived from KASME. ”Handover String” is a constant.Target MME includes the KeNB*+ in the handover request sent to target eNB with allowed RRC/UP algorithms.

5. Target eNB selects the same RRC/UP algorithms if possible. Target eNB sends handover response message to the target MME, which includes the new C-RNTI, selected RRC/UP algorithms, and some other parameters (see 25.813, section 9.1.5). For the target eNB, KeNB*+ from KeNB* look the same and are used identically. Target eNB derives a new KeNB from C-RNTI and KeNB*+ by KeNB_new   = KDF(KeNB*+ || C-RNTI)  and further derives KRRCenc, KRRCint, KUPenc  from  the KeNB_new.

6. Target MME forwards the handover response with selected MME algorithms to source MME which sends it to source eNB including NAS-MAC. There needs to be a bit included to signal to the UE how the KeNB is to be derived. 
7. Source eNB sends the handover command message to the UE including NAS level message with the selected NAS algorithms and NAS-MAC. This AS level message is protected with the old RRC integrity and ciphering keys shared with the source eNB. The message also includes target eNB algorithms (for RRC and UP) if different than the source eNB algorithms. There needs to be a bit included to signal to the UE how the KeNB is to be derived.
8. Based on the notification bit the UE knows whether to first calculate KeNB*+ to then derive KeNB. UE derives the KeNB*, potentially KeNB*+, new KeNB, KRRCenc, KRRCint, and KUPenc and sends handover confirm message to the target eNB integrity protected and ciphered with the new RRC keys. 

9. UE derives the KeNB*, new KeNB, KRRCenc, KRRCint, and KUPenc and sends handover confirm message to the target eNB integrity protected and ciphered with the new RRC keys. Based on the notification bit the UE knows whether to first calculate KeNB*+ to then derive KeNB.
The notification bit can be included in the algorithm identifiers or in the C-RNTI, if there are space constraints. However, this is FFS when designing the exact protocols.
4. Further considerations

Using a key derived from KASME, i.e. KDF(KASME ||”Handover Key” ), for derivation of KeNB*+ allows delegation of forward providing forward security for KeNB without potential of compromising any of the other keys. 

5. Conclusion

It is proposed to update TR33.821 accordingly. 
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