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1 Introduction 

S3-080090 by Nokia and Nokia Siemens Networks contained a CR to TS 33.203 entitled “Authentication of non-registration messages in IMS: relation of SIP Digest proxy authentication and IP address check”. This CR was postponed to allow for further discussions on the problem.
This contribution finds that, if there should be a problem with the IP address check in the P-CSCF due to attacks or wrong configuration, then there are likely to be other problems as well in the P-CSCF. Therefore, it would not help if the S-CSCF merely corrected the P-Asserted-Identity header based on the result of SIP Digest proxy authentication, as was proposed in S3-080090. Rather, it is proposed now to reject the non-registration request in such a case, cf. the companion CR in S3-080421.
2 Analysis

2.1 Potentially incorrect user identification in the P-CSCF in the absence of TLS and IPsec, and countermeasures
The IP address check is a method for the P-CSCF to verify the public identity of a user sending a non-registration request. In the IP address check the public identity is associated with the IP address of the packet in which the request was received. Annex Q.3 (informative) explains that there are limitations to security of the authentication of non-registration request by IP address check, depending on the properties of the access network. Annex Q.3 states that the IP address check may not enable the P-CSCF to securely identify the IMS user if

· the access network does not securely prevent IP source address spoofing; 

· the UE is misconfigured, e.g. not using the Outbound method although sitting behind a NAT;

· an attacker can exploit IP address and port re-assignment in the access network.
However, the P-CSCF needs to correctly identify the user in order to correctly perform certain operations including the generation of P-Asserted-Identity header and P-Charging-Vector header. If the IP address check produces the wrong result other operations are likely to go wrong as well. 
Fortunately, there are strong security mechanism which prevent that things go wrong: When TLS according to Annex O of 33.203 is used, or when IPsec according to the main body or Annex M of 33.203 is used, then the P-CSCF can securely identify the user.

But if neither IPsec nor TLS are used between UE and P-CSCF, the P-CSCF has no other means than the IP address check to ascertain the public user identity of the sender of a non-registration request. Consequently, simply switching off the IP address check would not help in this situation.

When SIP Digest proxy authentication (which is run between UE and S-CSCF) is used then at least the S-CSCF can detect that there was a problem in the P-CSCF. SIP Digest proxy authentication is a stronger mechanism than IP address check in that it does not depend on the properties of the access network mentioned in Annex Q.3 to work correctly. In order to detect a potentially inaccurate user identification in the P-CSCF the S-CSCF shall compare the public user identities verified by SIP Digest proxy authentication with the public user identity asserted by the P-CSCF.
The CR in S3-080090 proposed that the S-CSCF should rewrite the P-Asserted-Identity header with the correct public user identity. However, it was not taken into account in S3-080090 that other operations in the P-CSCF, such as the generation of the P-Charging-Vector header, may have also gone wrong. It is therefore now proposed in the accompanying CR S3-080421 that the S-CSCF reject the non-registration request.
2.2 Should the IP address check in the P-CSCF be made optional?

The IP address check in the P-CSCF is currently mandatory according to Annex N if SIP Digest authentication is used for registration. In the discussions on S3-080090 at SA3#50, it was suggested to consider making the IP address check optional if SIP Digest proxy authentication was used. 
We propose to leave the IP address check as mandatory for the following reasons: 

· if the IP address check produced a wrong result due to certain conditions in the access network then simply switching it off would not help as the P-CSCF needs to reliably identify the user, but may have no other reliable means available (cf. section 2.1);
· if the IP address check was not used then the S-CSCF would still have to check the public user identity in the P-Asserted-Identity header against the public user identity verified by means of SIP Digest proxy authentication, as the omission of the IP address check does not make the asserted identity any more reliable;

· the IP address check could be switched off in the P-CSCF only if SIP Digest proxy authentication was used in the S-CSCF. But it would be difficult for a P-CSCF to know about this condition, especially in a roaming situation.

So, making the use of the IP address check optional under certain conditions would bring no advantages, but would create additional problems, especially in roaming situations.
3 Conclusion
The findings of the above discussion are implemented in the accompanying CR S3-080421 which we propose to approve. 






















































