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Abstract of the contribution:  This contribution proposes an additional candidate solution to be included in TR 33.828 V0.6.0.  The goal of the design is to reuse existing protocols to address SA3 requirements for IMS media security.
6.2
Key Management for IMS Media Security

6.2.1
Requirements

The general goal of the design is to address the requirements for IMS media security specified in TR 33.828 V0.6.0.  Specifically, the solution attempts to address the following needs:

1. Support for end-to-end key management

2. Support for signalling path key management

3. Support for e2m and m2e and other similar variations for key management IMS media security

4. Support for deferred delivery

5. Support for group communication

6. Simplicity and reuse of the same protocol for multiple scenarios

7. Re-use of existing protocols, specifically MIKEY in this case

6.2.2 Nodes in the Key Management Solution

Key management can be end-to-end between the two parties to the communication.  Whether the parties are communication end-points or identities of the sender and the intended receiver is ffs.  The end-points may be PSTN or other gateways.
In addition, there may be a key management server (KMS) in cases where the network needs to have access to the media security keys.  There are a few ways to orchestrate the notion of an authorized entity in the middle to obtain access to keys.  In the first, the KMS may listen in on keys sent protected in a hop-by-hop manner.  In another approach, the KMS is the entity that facilitates key establishment between the end-points. Finally, the KMS may help assert the identities of the two end-points to each other.  In the first two approaches the KMS has direct access to keys, whereas in the last approach, the KMS has to launch a man-in-the-middle attack to obtain the keys.  Presumably the KMS gets access to keys in response to an LI requirement.

6.2.3 Solution Outline

The MIKEY protocol supports all three modes of key management described in Section 6.2.2.  In one approach, MIKEY with null encryption is used.  The MIKEY message is sent via SDP with hop-by-hop protection in the core network.  Core network entities would then have access to the MIKEY keys.  In a second approach, each end-point runs MIKEY with the KMS.  The KMS sends the same key to the two end points.  Depending on the initiator and responder to the communication, the KMS may run different modes of MIKEY with each of the communication end-points.  This mechanism works well in the deferred delivery approach in that the KMS is the entity that holds keys and supplies them to the authorized entities as necessary.  Finally, in the third approach, MIKEY is run end-to-end, but identity assertion of endpoints is via core network entities.  When there is a legal requirement to listen in on a conversation, an active attack is launched on the key management protocol by the network entities that assert identities.  This allows an authorized intermediate entity to listen to or record the conversation, as required by law.
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