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Abstract of the contribution:

In the last SA3#50 meeting, contribution S3-080137 was postponed to this SA3#51 meeting, requesting to detail the MIPv4 FACoA bootstrapping procedure. This pseudo CR proposes the detailed procedure to bootstrap MIPv4 parameters and request SA3 to document in the TS 33.402.
1. Introduction 

This contribution details the mechanism for MIPv4 FACoA bootstrapping over S2a interface. TS 23.402 v8.1.1 section 6.2.3 details the stage 2 procedure of the MIPv4 FACoA procedure:  
6.2.3
Initial Attach procedure with MIPv4 FACoA on S2a and Anchoring in PDN-GW

MIPv4 [12] is used to setup a MIP tunnel between the Trusted non-3GPP IP Access and the PDN GW. It is assumed that a Foreign Agent (FA) is located in the Trusted non-3GPP IP Access.
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Figure 6.2.3-1: Initial attachment when MIPv4 FACoA mode MM mechanism is used over S2a

When the Attach procedure occurs in the Non-Roaming case (Figure 4.2.2-1), the vPCRF is not involved. The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

Both the roaming (Figure 4.2.1-2) and non-roaming (Figure 4.2.1-1) scenarios are depicted in the figure. In the roaming case, the vPCRF acts as an intermediary, sending the QoS Policy Rules Provision from the hPCRF in the hPLMN to the Serving GW in the vPLMN. The vPCRF receives the Acknowledgment from the Serving GW and forwards it to the hPCRF. In the non-roaming case, the vPCRF is not involved at all.

In the case of Roaming (Figure 4.2.3-1) and Local Breakout (Figure 4.2.3-5), the vPCRF is employed to forward messages from the hPCRF in the home PLMN, by way of the vPCRF in the vPLMN to the non-3GPP access. In the Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-3GPP IP Access and the 3GPP AAA Server in the HPLMN.

The event that triggers Authentication and Authorization in step 2 or step 5 between the Trusted Non-3GPP IP Access and the 3GPP AAA Server, or whether this step occurs at all, depends on the specific access technology.

1)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are outside the scope of 3GPP.
2)
The Non-3GPP access specific authentication procedure is performed. The authentication procedure between UE and Trusted non-3GPP IP Access is outside the scope of 3GPP. Depending on the type of non-3GPP access system, the PDN Gateway address may be determined at this point as described in clause 4.5.1, otherwise it is determined in step 5 below. The PDN Gateway information is returned as part of the reply from the 3GPP AAA Server to the FA in the trusted non-3GPP access. This may entail an additional name resolution step. The Attach Type is indicated to the Non-3GPP access network by the UE as described in the step 2 of clause 6.2.1.
3)
The UE may send an Agent Solicitation (AS) RFC 3344 [12] message. Specification of this message is out of the scope of 3GPP.

4)
The FA in the Trusted Non-3GPP IP Access sends a Foreign Agent Advertisement (FAA) [12] message to the UE. The FAA message includes the Care-of Address (CoA) of the Foreign Agent function in the FA. Specification of this message is out of the scope of 3GPP.

5)
The UE sends a Registration Request (RRQ) (MN-NAI) message to the FA as specified in RFC 3344 [12]. The MN NAI identifies the UE. Reverse Tunnelling shall be requested. This ensures that all traffic will go through the PDN GW. The RRQ message shall include the NAI-Extension RFC 2794 [34]. The UE may not indicate a specific Home Agent address in the RRQ message, in which case the PDN Gateway/Home Agent is selected by the FA. The UE then receives the IP address of the PDN Gateway in step 16 as part of the Registration Reply (RRP) message. The UE should then include the PDN Gateway address in the Home Agent address field of subsequent RRQ messages.
6)
The FA processes the message according to RFC 3344 [12] and forwards a corresponding RRQ (MN-NAI) message to the PDN GW.

7)
The selected PDN GW obtains Authentication and Authorization information from the AAA/HSS.

8)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW's address. The 3GPP AAA Server then informs the HSS of the PDN GW address for the UE.

Editor's Note:
This step may be unnecessary as the UE will generally have learned its HA address (e.g., in the MIPv4 Registration Reply) and use this in subsequent mobility messages.

9)
The PDN GW allocates an IP address for the UE. The PDN GW sends an Indication of IP CAN Session Establishment (MN NAI, APN, IP Address) message to the hPCRF. The MN NAI identifies the UE.  The APN is used to distinguish the PDN, for example for a PDN GW that supports attachment to multiple PDNs.  The IP Address will be used by the PCRF to generate QoS policy parameters. Otherwise, information configured with the PDN GW may be used to determine policy; Note that in the case of LBO, the PDN GW in the VPLMN sends the message to the vPCRF. The vPCRF then forwards the message to the hPCRF. Otherwise, the PDN GW may employ configuration information to establish policy.

10)
The hPCRF responds with an Acknowledge IP CAN Session Establishment (PCC Rules, Event Triggers) message, including the policy the PDN GW will enforce and Event Triggers to indicate the events the PDN GW will report to the PCRF. In the case of LBO, the hPCRF sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the PDN GW.
11)
The PDN GW sends a Registration Reply (RRP) (MN-NAI, Home Address, Home Agent Address, Lifetime) as defined in RFC 3344 [12] to the FA. The Home Address includes UE Home IP address, the Home Agent Address contains the IP address of Home Agent. The Lifetime indicates the duration of the binding.

Editor's note:
Whether the PDN GW should authenticate the Registration Request message is FFS.

12)

The Trusted non-3GPP access sends a Gateway Control Session Establishment (IP CAN Type, MN NAI, APN, IP Address) message to the hPCRF (by way of the vPCRF in the Roaming and LBO cases). This message shall contain the UE IP address as the steps 9 and 10 are optional and the IP address is required by the PCRF in order to generate UL and DL filters to provision to the Trusted Non-3GPP IP Access. The message indicates the IP CAN Type - that is which Trusted Non-3GPP IP Access the UE is employing; the MN NAI identifies the UE; the APN identifies the PDN to connect to; the IP Address(es) are used by the PCRF to generate QoS rules. In the non-roaming case, this message is sent directly to the hPCRF. In the Roaming or LBO case, the Trusted non-3GPP access sends the message to the vPCRF which then forwards the request to the hPCRF.

13)
If the Gateway Control Session Establishment message sent by the Trusted non-3GPP access implies any change to the policy provisioned to the PDN GW in step 8, the PCRF sends an updated policy to the PDN GW by means of a Policy and Charging Rules Provision (PCC Rules, Event Triggers) message. This message includes either PCC Rules, or Event Triggers, or both. In the LBO case, the message is sent from the hPCRF to the vPCRF and thence to the PDN GW in the VPLMN.

14)
If the PCRF provisions a policy to the PDN GW in step 12, the PDN GW responds, sending an Ack (Result) message to the PCRF. The PDN GW indicates whether the PDN GW was successful provisioning the supplied policy. In the LBO case, the message is sent from the PDN GW in the VPLMN to the vPCRF and thence to the hPCRF in the HPLMN.

15)
The hPCRF responds to the message sent by the non-3GPP access in step 11. The hPCRF, sends an Acknowledge Gateway Control Session Establishment (QoS Rules, Event Triggers) message to the non-3GPP access (by way of the vPCRF in the Roaming and LBO cases). The PCRF indicates to the GW Control Function either the QoS rules to apply to user plane traffic or which Events will trigger Event Reports from the GW Control Function, or both. This message is sent directly to the Trusted Non-3GPP IP Access in the non-roaming case.  In the LBO and Roaming cases, the hPCRF sends the message to the vPCRF which in turn forwards the response to the trusted non-3GPP access.

16)
The FA processes the RRP (MN-NAI, Home Address, Home Agent Address) according to RFC 3344 [12] and sends a corresponding RRP message to the UE.

17)
IP connectivity from the UE to the PDN GW is now setup. A MIP tunnel is established between the FA in the Trusted Non-3GPP IP Access and the PDN GW.
In this contribution, we propose the MIPv4 bootstrapping procedure for the above stage 2 procedure and to make the following changes to the TS 33.402. 
2. Pseudo CR to TS 33.402 

___________________________First Change_______________________
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Security for IP based mobility signalling

Editor’s Note: for host based mobility, this section deals with the security for Mobile IP signalling, e.g. Binding Updates, and the related bootstrapping procedures for this security. Similarly for network based mobility.
9.1
General
Editor’s Note:cf. TR 33.922, section 7.1
9.2
Host based Mobility

9.2.1
General
Editor’s Note:cf. TR 33.922, section 7.2
MIPv4 FACoA and DSMIPv6 host based mobility protocols are supported over S2a and S2c interfaces respectively [5]. 

The MIPv4 security is based on MIP Authentication extensions as defined in RFC 3344 [x1].  The MIPv4 signalling messages shall be protected between the UE and the node acting as HA (i.e PDN GW) using MIP authentication extensions and optionally between the UE and the node acting as FA (non-3GPP access specific). 
The DS-MIPv6 security is based on IPsec as defined in RFC4877 [2]. The IPsec security association is established between the UE and the node acting as HA (i.e. PDN GW). 

The following principles apply:

· The UE and the HA use IKEv2, as specified in RFC4306, in order to establish IPsec security associations.

· Public key signature based authentication with certificates, as specified in RFC 4306 [3], is used to authenticate the HA. The HA shall authenticate itself to the UE with an identity. This identity shall be the same as the FQDN of the HA if the HA is found via DNS cfr. TS 23.402 [5]. 
· EAP-AKA within IKEv2, as specified in RFC4877 [2] and RFC 4306 [3], is used to authenticate UEs, which contain a USIM.

Editor's Note: It has to be checked whether the PDN GW is allowed in the VN as this may imply complexity on the certificate handling.
9.2.2
Bootstrapping of MIPv4 FACoA parameters
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Figure X.1: MIPv4 bootstrapping 

The event that triggers Authentication and Authorization in step 1 or in step 3 between the Trusted Non-3GPP IP Access and the EAP Server [5].

1)
The Non-3GPP access specific authentication procedure based on EAP-AKA is performed as specified in the section 6.2. Depending on the type of non-3GPP access system, the PDN GW address (HA address) may be determined at this point. The details of this procedure and IPMM protocol selection procedure are specified in [5]. If the network selects mobility management protocol as MIPv4 FACoA for the UE, then the UE and the EPC derive the keys required for MIPv4 bootstrapping. 

The key EMSK that result from the EAP-AKA authentication procedure is used to derive MIPv4 bootstrapping keys. Section 9.2.2.1 shows the derivation of MIPv4 bootstrapping keys in the UE and in the 3GPP AAA server and the key distribution from the 3GPP AAA server to the mobility agents. The trusted non-3GPP network receives a set of mobility keys and other keys in the Access-Accept message as a result of successful authentication. These include FA-RK, and HA-RK (with its SPI and lifetime).
2)
The UE sends a Registration Request (RRQ) message to the FA as specified in [5]. The UE includes the MN-HA Authentication Extension and optionally the MN-FA Authentication Extension as specified in RFC 3344 [x1].  

3)
In some non-3GPP access networks, the RRQ triggers the access authentication procedure [5]. The Non-3GPP access specific authentication procedure based on EAP-AKA is performed, if an authentication procedure is not preformed in step 1. 

Editor’s Note: MIPv4 key derivation and distribution for this scenario is FFS.

4)
The FA processes the message according to RFC 3344 [x1] and validates the MN-FA Authentication extension if present. The FA then forwards the RRQ message to the PDN GW. The RRQ message is protected between the FA and the PDN GW. 

Editor’s Note: Whether the RRQ message protection between the FA and the PDN-GW is using  HA-FA Authentication extension as specified in RFC 3344 or using NDS/IP based security is FFS.

5) 
The selected PDN GW obtains Authentication and Authorization information from the AAA/HSS. 

6)
The PDN GW validates the MN-HA authentication extension. After successful authentication extension validation, the PDN GW sends a Registration Reply (RRP) to the UE through the FA. The RRP message is protected between the PDN GW and the FA.

Editor’s Note: Whether the RRP message protection between the PDN-GW and the FA is using HA-FA Authentication extension as specified in RFC 3344 or using NDS/IP based security is FFS.

7)   The FA processes the RRP according to RFC 3344 [x1] . The FA then forwards the RRP message to the UE. The FA includes the MN-FA authentication extension, if the FA received MN-FA authentication extension in the RRQ message. 
8)
The UE validates the MN-HA authentication extension and MN-FA authentication extension, if present.

9.2.2.1 MIPv4 Key derivation and distribution:

MIPv4 Key Derivation

The Mobile IP Root Key (MIP-RK) is generated at the 3GPP AAA Server and the UE. The MIP-RK is generated from the EMSK using the following formula:

MIP-RK-1 =   HMAC-SHA256 (EMSK , usage-data | 0x01)


MIP-RK-2 =   HMAC-SHA256 (EMSK, MIP-RK-1 | usage data | 0x02)

MIP-RK = MIP-RK-1 | MIP-RK-2
Where:

usage-data = key label + “\0” + length

Editor’s Note: The key label string and length is FFS.

The length of the MIP-RK is 64 octets. The lifetime of MIP-RK is set to the lifetime of EMSK. The MIP-RK is stored in the 3GPP AAA Server. At the 3GPP AAA Server each user session is associated with a single MIP-RK. The MIP-RK is used to generate mobility keys. The MIPv4 keys are generated at the 3GPP AAA Server and at the UE. The keys generated at the 3GPP AAA Server are transported to the HA and the Authenticator in the trusted non-3GPP network by the use of the AAA protocol.
Security Parameter Indices required for MIPv4 are generated from the MIP-RK as follows:

SPI-CMIP4 (MIP-SPI)  = the 4 most significant bytes of HMAC-SHA256(MIP-RK “SPI CMIP PMIP”)

The SPI-CMIP4 is derived at the UE and at the 3GPP AAA server. It is used by the UE, HA, and 3GPP AAA server to identify the MN-HA key used to compute the MN-HA Authentication Extension in the RRQ message. In addition, SPI-CMIP4 is distributed to the authenticator during Access Authentication, in AAA protocol attribute FA-RK-SPI, to identify the FA-RK key. FA-RK key and FA-RK-SPI will be used to further derive MN-FA key and MN-FA-SPI, to compute the MN-FA Authentication Extension in the RRQ message. When the lifetime of the MIP-RK expires the lifetime of the SPIs derived from it SHALL also expire.
The derivation of mobility key is given below:

MN-HA-CMIP4 = H(MIP-RK,”CMIP4 MN HA” | HA-IPv4 | MN-NAI)

The lifetime of all MN-HA keys SHALL be set to the lifetime of the MIP-RK. 
The derivation of FA-RK and MN-FA mobility keys are given below:

FA-RK = H(MIP-RK, “FA-RK”)

MN-FA = H(FA-RK, “MN FA” | FA-IP | MN-NAI)

The FA-RK is generated by the 3GPP AAA Server and distributed to the Authenticator. It is used by the Authenticator to derive MN-FA keys as requested by the FA. The MN-FA key is derived based on the FA-IP address to separate keys between different FAs for the same authentication session. The lifetime of FA-RK and MN-FA SHALL be set to the lifetime of the MIP-RK. The SPI associated with the MN-FA (MN-FA-SPI) is set to the same value of FA-RK-SPI distributed during Access Authentication. 

The HA-RK and its context is created by the 3GPP AAA server assigning the HA to an authenticating subscriber. The context includes its SPI and lifetime. A different 160-bit random HA-RK is created for every HA.

FA-HA = HMAC-SHA1(HA-RK, ”FA-HA” | HA-IPv4 | FA-CoAv4 | SPI)

The SPI for any FA-HA key SHALL be set to the SPI of the HA-RK it is derived from.

The HA-RK is distributed to the Authenticator and to the HA to derive FA-HA keys. A FA-HA key is generated by the Authenticator for a specific FA-HA pair if requested by this FA. 

In contrast to FA-RK, the HA-RK and derived FA-HA keys do not depend on a MIP-RK generated as result of EAP-AKA authentication. Hence, they are not bound to individual user or authentication sessions, but to Authenticator-AAA or FA-HA pairs, respectively. HA-RK and FA-HA keys are only generated on demand. Nevertheless, HA-RK key along with the SPI and lifetime values are delivered to the Authenticator during network access authentication of a UE (i.e., it is piggybacked). The lifetime and SPI of HA-RK is managed by the 3GPP AAA server. The same SPI value is used symmetrically (i.e., both in MIP RRQs and MIP RRPs). 

	HA-IPv4
	IP address expressed as a 32-bit value of the HA as seen from the FA and as reported in the Mobile messages.

	FA_CoAv4
	Address of the FA expressed as a 32-bit value as seen by the HA.

	FA-IPv4
	Address of the FA expressed as a 32-bit value as seen by the UE.

	MN-NAI
	User NAI provided in the MIP Registration Request


The lengths of the resulting keys are 160-bits.
Editor’s Note: Whether the RRQ/RRP message protection between the PDN-GW and the FA is using HA-FA Authentication extension as specified in RFC 3344 or using NDS/IP based security is FFS. If NDS/IP based security is selected, then no need to derive HA-RK and HA-FA keys.
Key Usage
	Key
	Generated by
	Used at

	MN-HA
	UE and 3GPP AAA server
	HA and UE

	FA-RK
	UE and 3GPP AAA server
	UE and Authenticator

	MN-FA
	UE and Authenticator
	FA and UE

	HA-RK
	3GPP AAA SERVER 
	HA and Authenticator

	FA-HA
	HA and Authenticator
	HA and FA


The keys that are used by the UE are generated by the UE and shall not be transported outside the UE.  The keys generated by the 3GPP AAA Server are transported to the HA or the Authenticator using AAA protocols.

Key Distribution for MIPv4
In this section, key distribution for MIP4 is described. Two scenarios are possible, where in the first scenario Authenticator and FA are co-located and in the case of FA relocation, also the Authenticator changes based on EAP re-authentication. In the second scenario, no re-authentication takes place when the FA is relocated, so the anchor Authenticator is continued to be used, and provisions the new FA with the required mobility keys. However key handling between Authenticator and FA is out of scope of this specification.
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Figure X.2 – MIPv4 Key Distribution 
For MIPv4, the MIPv4 Client resides in the UE and the Authenticator/FA resides in the trusted non-3GPP network. 

The following key distribution scheme applies:

The Authenticator receives a set of mobility keys and other keys in the RADIUS/DIAMETER Access-Accept message as a result of successful authentication. These include FA-RK, and HA-RK (with its SPI and lifetime). MN-HA-CMIP4 SHALL NOT be sent to the authenticator by the 3GPP AAA Server. The keys are stored at the authenticator. The distribution of keys from the authenticator to the FA is out of scope of this document.

The 3GPP AAA Server distributes the MN-HA key and the HA-RK key, if requested, to the HA using RADIUS/DIAMETER Access-Accept. For MN-HA, the 3GPP AAA Server sends the MN-HA-CMIP4 key to the HA when the SPI used in the MIP Registration Request is associated with CMIP MN-HA key (equal to SPI-CMIP4).  The HA requests and uses these keys for verification of MN-HA AE and FA-HA AE.
9.2.3
Bootstrapping of DS-MIPv6 parameters

Editor’s Note:cf. TR 33.922, section 7.3

The first procedure that must be performed by the MN is the discovery of the HA address, which in case of EPS is the IP address of the PDN GW. The detailed of this procedure are specified in TS 23.402 [5].

Editor’s Note: The CT1 specification may need to be added as a reference.

As soon as the Mobile Node has discovered the PDN GW address, it establishes an IPsec Security Association with the Home Agent itself through IKEv2. The detailed description of this procedure is provided in RFC4877. The IKEv2 Mobile Node to Home Agent authentication is performed using Extensible Authentication Protocol (EAP).

When the Mobile Node runs IKEv2 with its Home Agent, it shall request an IPv6 Home Address through the Configuration Payload in the IKE_AUTH exchange by including an INTERNAL_IP6_ADDRESS attribute. 

When the Home Agent processes the message, it allocates a HoA and sends it a CFG_REPLY message. 

Editor’s Note: the details of this configuration procedure are in the scope of CT1

The IPv6 Home Address allocation through IKEv2 allows to bind the Home Address with the IPsec security association so that the MN can only send Binding Updates for its own Home Address and not for other MN’s Home Addresses.

Figure x provides the flow for the initial DS-MIPv6 bootstrapping, focusing on the security aspects of the flow.
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Figure x: DS-MIPv6 bootstrapping based on IKEv2

1)
The UE discovers the PDN GW address based on the procedure specified in TS 23.402 [5]

2) 
The UE starts an IKEv2 exchange with the PDN GW. The first part of this exchange is an IKE_SA_INIT exchange. In this phase the PDN GW and UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie-Hellman exchange

3) 
The UE sends the user identity (in the IDi payload) and the PDN identifier (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the PDN GW that it wants to use EAP over IKEv2. The UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Home IP Address or Prefix. The UE shall include the Traffic Selectors to protect DS-MIPv6 signalling as specified in [x1].

4)
The PDN GW sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the user identity. The PDN GW shall include a parameter indicating that the authentication is being performed for DS-MIPv6 security. This will help the 3GPP AAA Server to distinguish between authentications for DS-MIPv6 security and authentications for IPsec tunnel setup. For the communication between PDN GW and 3GPP AAA server, cf. also [4].

Editors Note: It has to be clarified whether the need for the 3GPP AAA server to distinguish between two types of authentications is based on security or other reasons. Furthermore, it has to be clarified whether the AAA server may have to distinguish more than the mentioned two uses, e.g. in the context of I-WLAN direct IP access.

5)
Based on the identity received, the 3GPP AAA server selects an Authentication Vector (RAND, AUTN, CK, IK, XRES) for the UE.  The 3GPP AAA Server then initiates the authentication challenge by sending the EAP-Request/AKA-Challenge containing RAND and AUTN as described by RFC 4187 [7]. The user identity is not requested again, as in a normal authentication process, because there is the certainty that the user identity received in the EAP Identity Response message has not been modified or replaced by any intermediate node. The reason is that the user identity was received via an IKEv2 secure channel which can only be decrypted and authenticated by the end points (the PDN GW and the UE).

6)
The PDN GW responds to the UE with its identity, a certificate, and sends the AUTH parameter to protect the previous message it sent to the UE (in the IKE_SA_INIT exchange). The EAP message received from the 3GPP AAA Server (EAP-Request/AKA-Challenge), which contains RAND and AUTN, is included in order to start the EAP procedure over IKEv2.

7)
RAND and AUTN are passed to the USIM, which checks AUTN is correct [11] and if so calculates CK, IK and RES and passes these to the UE. The UE checks the IKE authentication parameters and responds to the authentication challenge. The only payload (apart from the header) in the IKEv2 message is the EAP message which contains the AKA response, RES.

8)
The PDN GW forwards the EAP-Response/AKA-Challenge message to the 3GPP AAA Server.

9)
The 3GPP AAA Server checks the EAP message including that RES = XRES and then calculates MSK from CK and IK as described in RFC 4187 [7]. The 3GPP AAA Server sends the Authentication Answer including an EAP success and the key material to the PDN GW. This key material shall consist of the MSK generated during the authentication process. 

10)
The AUTH payload is computed using the received MSK.

11)
The EAP Success message is forwarded to the UE over IKEv2.

12)
The UE also generates MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDN GW.

13)
The PDN GW checks the correctness of the AUTH received from the UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The PDN GW shall send the assigned Home IP address or prefix in the configuration payload (CFG_REPLY). Then the AUTH parameter is sent to the UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

Editor’s Note: the details of the configuration procedure is under CT1 responsibility

___________________________END of Changes_______________________

3. Conclusion
It is proposed that SA3 agrees to include this pCR in TS 33.402
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2. MIPv4 Registration Request [MN-HA Authentication Extension and MN-FA Authentication Extension]





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





3. Authentication and Authorization





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





.4. MIPv4 Registration Request [MN-HA Authentication Extension and FA-HA Authentication Extension]





 





 





 





 





 





 





6. MIPv4 Registration Reply [[MN-HA Authentication Extension and FA-HA Authentication Extension]





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





 





7. MIPv4 Registration Reply MN-HA Authentication Extension and MN-FA Authentication Extension]
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