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1. Introduction

This contribution proposes to add requirements for the distribution of authentication data and EPS security context to the TS 33.401. Interworking with other 3GPP accesses is also covered. 

2. pCR to TS 33.401
*** start of change ***
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1]. The definitions found in TS 33.102 [4] also apply here.
Access Security Management Entity: this is an entity which receives the top-level keys in an access network from the HSS. For E-UTRAN access networks, the role of the ASME is assumed by the MME.

Refresh of KeNB: Derivation of a new KeNB from the same KASME and including a freshness parameter.

Re-keying of KeNB: Derivation of a new KeNB from a new KASME (i.e., after an AKA has taken place).

Chaining of KeNB: Derivation of a new KeNB from another KeNB (i.e., at cell handover).

Re-keying of NAS keys: Derivation of new NAS keys from a new KASME.

Re-derivation of NAS keys: Derivation of new NAS keys from the same KASME but including different algorithms (and no freshness parameter).
EPS-Authentication Vector: KASME, RAND, AUTN, XRES
EPS security context: KSIASME, KASME, NAS uplink and downlink COUNTs, selected NAS algorithms, and UE capabilities.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

||
Concatenation

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1]. The abbreviations from TS 33.102 [4] also apply here.

AS
Access Stratum
ASME
Access Security Management Entity

CP
Control Plane 

eNB
Evolved Node-B

EPC
Evolved Packet Core

EPS
Evolved Packet System
E-AV
EPS authentication vector
E-UTRAN
Evolved UTRAN

GUTI
Globally Unique Temporary Identity

MAC
Medium Access Control

MME
Mobility Management Entity

NAS
Non Access Stratum

PDCP
Packet Data Convergence Protocol

RAN
Radio Access Network

RRC
Radio Resource Control

SMC
Security Mode Command

UE
User Equipment

UP
User Plane

S-TMSI
S-Temporary Mobile Subscriber Identity

3.4
Conventions

All data variables in this specification are presented with the most significant substring on the left hand side and the least significant substring on the right hand side. A substring may be a bit, byte or other arbitrary length bitstring. Where a variable is broken down into a number of substrings, the leftmost (most significant) substring is numbered 0, the next most significant is numbered 1, and so on through to the least significant.
6.1.4
Distribution of IMSI and temporary authentication data within one serving network domain

The purpose of this procedure is to provide a newly visited MME with temporary authentication data from a previously visited MME within the same serving network domain.

The procedure is shown in Figure 6.1.4-1
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Figure 6.1.4-1: Distribution of IMSI and authentication data within one serving domain

The procedure shall be invoked by the newly visited MMEn after the receipt of a Tracking Area update request from the user wherein the user is identified by means of a temporary user identity GUTIo and the Tracking area identity TAIo under the jurisdiction of a previously visited MMEo that belongs to the same serving network domain as the newly visited MMEn.

The protocol steps are as follows:

a)
The MMEn sends a user identity request to the MMEo, this message contains GUTIo and TAIo.

b)
The MMEo searches the user data in the database.


If the user is found, the MMEo shall send a user identity response back that:

i)
shall include the IMSI,

ii)
may include a number of unused EPS-authentication vectors ordered on a first-in / first-out basis, and

iii)
may include the current EPS security context data


The MMEo subsequently deletes the EPS-authentication vectors which have been sent and the data elements on the EPS current security context.


If the user cannot be identified the MMEo shall send a user identity response indicating that the user identity cannot be retrieved.

c)
If the MMEn receives a user identity response with an IMSI, it creates an entry and stores any EPS-authentication vectors and any data on the current EPS security context that may be included.


If the MMEn receives a user identity response indicating that the user could not be identified, it shall initiate the user identification procedure described in clause 6.1.3.
6.1.5
Distribution and use of authentication vectors between MME's and SGSN's

The distribution of authentication data (unused authentication vectors and/or current security context data) between MME's of the same service network domain is described according to subclause 6.1.4.

The following three cases are distinguished related to the distribution of authentication vectors between SGSNs and MME's: 

a)
MME to MME

EPS authentication vectors can be distributed between MME's as long as these MME's belong to the same PLMN.

UMTS authentication vectors may be forwarded between MME's.

An MME should not use an UMTS authentication vector.

NOTE 1: The impossibility to use is due to the fact that the AMF-field for EPS access is used differently for authentication over E-UTRAN and other 3GPP access i.e. UTRAN, GSM access. The only exception would be the case where the MME is aware that the USIM subscriber is still administrated in a pre-Rel8 HLR and that consequently the UE does not enforce EPS security when roaming in E-UTRAN. The awareness does only hold practically if the user roams in the home network. Furthermore the MME needs to be able to convert the UMTS AV to be used within EPS.
b)
SGSN to MME

An MME should not use (Cfr NOTE 1 above) forwarded UMTS authentication vectors from an SGSN, but may forward them back to the SGSN later.
c)
MME to SGSN

UMTS AVs which were stored in the MME can be forwarded from an MME towards an SGSN.

EPS authentication vectors shall not be forwarded from an MME towards an SGSN.

NOTE 2: This is due to the fact that in an EPS AV the CK and IK are not available for the MME and hence also not for the SGSN when an EPS-AV would be forwarded.

*** end of change ***
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