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*******************Begin Changes******************
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

Authenticated (re-) registration: A registration i.e. a SIP register is sent towards the Home Network which will trigger a authentication of the IMS subscriber i.e. a challenge is generated and sent to the UE.

Authentication vector: A quintet (as defined in TS 33.102 [1]) or an SD-AV.

Confidentiality: The property that information is not made available or disclosed to unauthorised individuals, entities or processes.

Data integrity: The property that data has not been altered in an unauthorised manner.
Data origin authentication: The corroboration that the source of data received is as claimed.

Entity authentication: The provision of assurance of the claimed identity of an entity.
Key freshness: A key is fresh if it can be guaranteed to be new, as opposed to an old key being reused through actions of either an adversary or authorised party.
IMS Credentials (IMSC): The IMSC is a term that indicates the collection of IMS security data and functions for IMS access.
IMS SIM (ISIM): An application residing on the UICC that provides access to IP Multimedia Services. 

SIP Digest authentication vector (SD-AV) : Temporary authentication data that enables the IMS network to engage in SIP Digest with a particular user. An SD-AV consists of five elements: a) protection space user hint realm, b) protection space domain, c) the authentication algorithm, d) the quality of protection value qop and e) the hash of IMPI, realm and password H(A1).

Editor's Note: The inclusion of the domain parameter in the SD-AV is ffs.

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply, TS 21.905 [7] contains additional applicable abbreviations:

AAA
Authentication Authorisation Accounting

AKA
Authentication and key agreement

AV
Authentication Vector
CLF
Connectivity Session and Repository Location Function
CSCF
Call Session Control Function

HSS
Home Subscriber Server 

IBCF
Interconnection Border Control Function
IM
IP Multimedia

IMPI
IM Private Identity

IMPU
IM Public Identity

IMS
IP Multimedia Core Network Subsystem
IMSC
IMS Credentials
ISIM
IM Services Identity Module

MAC
Message Authentication Code

ME
Mobile Equipment

NAPT
Network Address and Port Translation
NASS
Network Access Subsystem as defined by TISPAN in [36]
NAT
Network Address Translation

SA
Security Association

SEG
Security Gateway

SD-AV
SIP Digest Authentication Vector

SDP
Session Description Protocol

SIP
Session Initiation Protocol

TLS
Transport Layer Security

UA
User AgentUPSF
User Profile Server Function
*******************Next Change******************
4
Overview of the security architecture

In the PS domain, the service is not provided until a security association is established between the UE and the network. IMS is essentially an overlay to the PS-Domain and has a low dependency of the PS-domain. Consequently a separate security association is required between the multimedia client and the IMS before access is granted to multimedia services. The IMS Security Architecture is shown in the following figure.

IMS authentication keys and functions at the user side shall be stored in the IMSC. It shall be possible for the IMS authentication keys and functions to be logically independent to the keys and functions used for PS domain authentication. However, this does not preclude common authentication keys and functions from being used for IMS and PS domain authentication according to the guidelines given in clause 8.
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Editor’s note: need to edit inserted picture to change ISIM to IMSC

Figure 1: The IMS security architecture

There are five different security associations and different needs for security protection for IMS and they are numbered 1,2, 3, 4 and 5 in figure 1 where:

1.
Provides mutual authentication. The HSS delegates the performance of subscriber authentication to the S‑CSCF. However the HSS is responsible for generating keys and challenges. The long-term key in the IMSC and the HSS is associated with the IMPI. The subscriber will have one (network internal) user private identity (IMPI) and at least one external user public identity (IMPU).

2.
Provides a secure link and a security association between the UE and a P‑CSCF for protection of the Gm reference point. Data origin authentication is provided i.e. the corroboration that the source of data received is as claimed. For the definition of the Gm reference point cf. TS 23.002 [9].

3.
Provides security within the network domain internally for the Cx-interface. This security association is covered by TS 33.210 [5]. For the definition of the Cx-interface cf. TS 23.002 [9].

4.
Provides security between different networks for SIP capable nodes. This security association is covered by TS 33.210 [5]. This security association is only applicable when the P‑CSCF resides in the VN and if the P‑CSCF resides in the HN then bullet point number five below applies, cf. also figure 2 and figure 3.

5.
Provides security within the network internally between SIP capable nodes. This security association is covered by TS 33.210 [5]. Note that this security association also applies when the P‑CSCF resides in the HN.

There exist other interfaces and reference points in IMS, which have not been addressed above. Those interfaces and reference points reside within the IMS, either within the same security domain or between different security domains. The protection of all such interfaces and reference points apart from the Gm reference point are protected as specified in TS 33.210 [5].

Mutual authentication is required between the UE and the HN.

The mechanisms specified in this technical specification are independent of the mechanisms defined for the CS- and PS-domain.

An independent IMS security mechanism provides additional protection against security breaches. For example, if the PS-Domain security is breached the IMS would continue to be protected by it's own security mechanism. As indicated in figure 1 the P‑CSCF may be located either in the Visited or the Home Network. The P‑CSCF shall be co-located within the same network as the GGSN, which may reside in the VPLMN or HPLMN according to the APN and GGSN selection criteria, cf. TS 23.060 [10].

P‑CSCF in the Visited Network
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Figure 2: This figure gives an overview of the security architecture for IMS and the relation with Network Domain security, cf. TS 33.210 [5], when the P‑CSCF resides in the VN

P-CSCF in the Home Network
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Figure 3: This figure gives an overview of the security architecture for IMS and the relation with Network Domain security, cf. TS 33.210 [5], when the P‑CSCF resides in the HN

The confidentiality and integrity protection for SIP-signalling is provided in a hop-by-hop fashion, cf. figure 2 and figure 3. The first hop i.e. between the UE and the P‑CSCF is specified in this technical specification. The other hops, inter-domain and intra-domain are specified in TS 33.210 [5].

*******************Next Change******************

6.1
Authentication and key agreement

The scheme for authentication and key agreement in the IMS is called IMS AKA. The IMS AKA achieves mutual authentication between the IMSC and the HN, cf. figure 1. The identity used for authenticating a subscriber is the private identity, IMPI, which has the form of a NAI, cf. TS 23.228 [3]. The HSS and the IMSC share a long-term key associated with the IMPI.

The HN shall choose the IMS AKA scheme for authenticating an IM subscriber accessing through UMTS. The security parameters e.g. keys generated by the IMS AKA scheme are transported by SIP.

The generation of the authentication vector AV that includes RAND, XRES, CK, IK and AUTN shall be done in the same way as specified in TS 33.102 [1]. The IMSC and the HSS keep track of counters SQNIMSC and SQNHSS respectively. The requirements on the handling of the counters and mechanisms for sequence number management are specified in TS 33.102 [1]. The AMF field can be used in the same way as in TS 33.102 [1].

Furthermore two pairs of (unilateral) security associations (SAs) are established between the UE and the P‑CSCF. The subscriber may have several IMPUs associated with one IMPI. These may belong to the same or different service profiles. Only two pairs of SAs shall be active between the UE and the P‑CSCF. These two pairs of SAs shall be updated when a new successful authentication of the subscriber has occurred, cf. clause 7.4.

It is the policy of the HN that decides if an authentication shall take place for the registration of different IMPUs e.g. belonging to same or different service profiles. Regarding the definition of service profiles cf. TS 23.228 [3].
*******************Next Change******************

6.1.1
Authentication of an IM-subscriber

Before a user can get access to the IM services at least one IMPU needs to be registered and the IMPI authenticated in the IMS at application level. In order to get registered the UE sends a SIP REGISTER message towards the SIP registrar server i.e. the S‑CSCF, cf. figure 1, which will perform the authentication of the user. The message flows are the same regardless of whether the user has an IMPU already registered or not.
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Figure 4: The IMS Authentication and Key Agreement for an unregistered IM subscriber and successful mutual authentication with no synchronization error

The detailed requirements and complete registration flows are defined in TS 24.229 [8] and TS 24.228 [11].

SMn stands for SIP Message n and CMm stands for Cx message m which has a relation to the authentication process:

	SM1:

REGISTER(IMPI, IMPU)


In SM2 and SM3 the P‑CSCF and the I‑CSCF respectively forwards the SIP REGISTER towards the S‑CSCF.

After receiving SM3, if the IMPU is not currently registered at the S‑CSCF, the S‑CSCF needs to set the registration flag at the HSS to initial registration pending. This is done in order to handle UE terminated calls while the initial registration is in progress and not successfully completed. The registration flag is stored in the HSS together with the S‑CSCF name and user identity, and is used to indicate whether a particular IMPU of the user is unregistered or registered at a particular S‑CSCF or if the initial registration at a particular S‑CSCF is pending. The registration flag is set by the S‑CSCF sending a Cx-Put to the HSS. If the IMPU is currently registered, the S‑CSCF shall leave the registration flag set to registered. At this stage the HSS has performed a check that the IMPI and the IMPU belong to the same user.

Upon receiving the SIP REGISTER the S‑CSCF CSCF shall use an Authentication Vector (AV) for authenticating and agreeing a key with the user. If the S‑CSCF has no valid AV then the S‑CSCF shall send a request for AV(s) to the HSS in CM1 together with the number m of AVs wanted where m is at least one.

	CM1:

Cx-AV-Req(IMPI, m)
	


Upon receipt of a request from the S‑CSCF, the HSS sends an ordered array of n authentication vectors to the S‑CSCF using CM2. The authentication vectors are ordered based on sequence number. Each authentication vector consists of the following components: a random number RAND, an expected response XRES, a cipher key CK, an integrity key IK and an authentication token AUTN. Each authentication vector is good for one authentication and key agreement between the S‑CSCF and the IMS user.

	CM2:

Cx-AV-Req-Resp(IMPI, RAND1||AUTN1||XRES1||CK1||IK1,….,RANDn||AUTNn||XRESn||CKn||IKn)


	


When the S‑CSCF needs to send an authentication challenge to the user, it selects the next authentication vector from the ordered array, i.e. authentication vectors in a particular S‑CSCF are used on a first-in / first-out basis.

The S‑CSCF sends a SIP 4xx Auth_Challenge i.e. an authentication challenge towards the UE including the challenge RAND, the authentication token AUTN in SM4. It also includes the integrity key IK and the cipher key CK for the P‑CSCF. RFC 3310 [17] specifies how to populate the parameters of an authentication challenge. The S‑CSCF also stores the RAND sent to the UE for use in case of a synchronization failure.

The verification of the SQN by the IMSC will cause the UE to reject an attempt by the S‑CSCF to re-use a AV. Therefore no AV shall be sent more than once.

NOTE:
This does not preclude the use of the normal SIP transaction layer re-transmission procedures.

	SM4:

4xx Auth_Challenge(IMPI, RAND, AUTN, IK, CK)


When the P‑CSCF receives SM5 it shall store the key(s) and remove that information and forward the rest of the message to the UE i.e.

	SM6:

4xx Auth_Challenge(IMPI, RAND, AUTN)


Upon receiving the challenge, SM6, the UE takes the AUTN, which includes a MAC and the SQN. The UE calculates the XMAC and checks that XMAC=MAC and that the SQN is in the correct range as in TS 33.102 [1]. If both these checks are successful the UE uses RES and some other parameters to calculate an authentication response. This response is put into the Authorization header and sent back to the registrar in SM7.RFC 3310 [17] specifies how to populate the parameters of the response. It should be noted that the UE at this stage also computes the session keys CK and IK.

	SM7:

REGISTER(IMPI, Authentication response)


The P‑CSCF forwards the authentication response in SM8 to the I‑CSCF, which queries the HSS to find the address of the S‑CSCF. In SM9 the I‑CSCF forwards the authentication response to the S‑CSCF.

Upon receiving SM9 containing the response, the S‑CSCF retrieves the active XRES for that user and uses this to check the authentication response sent by the UE as described in RFC 3310 [17]. If the check is successful then the user has been authenticated and the IMPU is registered in the S‑CSCF. If the IMPU was not currently registered, the S‑CSCF shall send a Cx-Put to update the registration-flag to registered. If the IMPU was currently registered the registration-flag is not altered.

It shall be possible to implicitly register IMPU(s). (see clause 4.3.3.4 in TS 23.228 [3]). All the IMPU(s) being implicitly registered shall be delivered by the HSS to the S‑CSCF and subsequently to the P‑CSCF. The S‑CSCF shall regard all implicitly registered IMPU(s) as registered IMPU(s).

When an IMPU has been registered this registration will be valid for some period of time. Both the UE and the S‑CSCF will keep track on a timer for this purpose but the expiration time in the UE is smaller than the one in the S‑CSCF in order to make it possible for the UE to be registered and reachable without interruptions. A successful registration of a previously registered IMPU (including implicitly registered IMPUs) means the expiry time of the registration is refreshed.

If the user has been successfully authenticated, the S‑CSCF sends a SM10 SIP 2xx Auth_OK message to the I-CSCF indicating that the registration was successful. In SM11 and SM12 the I‑CSCF and the P‑CSCF respectively forward the SIP 2xx Auth_OK towards the UE.

It should be noted that the UE initiated re-registration opens up a potential denial-of-service attack. That is, an attacker could try to register an already registered IMPU and respond with an incorrect authentication response in order to make the HN de-register the IMPU. For this reason a subscriber, when registered, shall not be de-registered if it fails an authentication. 

The lengths of the IMS AKA parameters are specified in clause 6.3.7 of TS 33.102 [1].
*******************Next Change******************
8
ISIM








8.1
Requirements on the ISIM application

This clause identifies requirements on the ISIM application to support IMS access security. It does not identify any data or functions that may be required on the ISIM application for non-security purposes.

The ISIM application shall include:

-
The IMPI;

-
At least one IMPU;

-
Home Network Domain Name;

-
Support for sequence number checking in the context of the IMS Domain;

-
The same framework for algorithms as specified in TS 33.102 [1];

-
An authentication Key.

The ISIM application shall deliver the CK to the UE although it is not required that SIP signalling is confidentiality protected.

8.2
Sharing security functions and data with the USIM

When an ISIM application is used for IMS access, only the following options for sharing security functions and data with a USIM are permitted:

-
No security functions or data are shared;

-
Only the sequence number checking mechanism is shared;

-
Only the algorithm is shared;

-
Only the algorithm and sequence number checking mechanism are shared;

-
The authentication key, authentication functions and the sequence number checking mechanism are shared.

When a USIM is used for IMS access, only the following option is applicable:

-
The authentication key, authentication functions and the sequence number checking mechanism are shared.

NOTE:
If the authentication keys and functions are shared, the cipher/integrity key sets generated during authentication are used with different cipher/integrity algorithms in CS/PS domain and IMS. Note that the same cipher/integrity key set is never used for both CS/PS domain and IMS because the authentication and key agreement protocol is run independently between CS/PS domain and IMS. Therefore there is no danger that the compromise of the cipher/integrity algorithm in one domain would lead to vulnerabilities in the other domain.

If the mechanism and data for checking sequence numbers are shared then it shall be required for the authentication failure rate due to synchronization failures to be kept sufficiently low. In particular, the mechanism shall be required to support interleaving authentication in three domains (CS, PS and IMS). Example methods to achieve this are described in Annex G.
*******************Next Change******************
9

IMSC
9.1
Requirements on the IMSC

For the purposes of this document, the IMSC is a term that indicates the collection of IMS security data and functions in the UE. The IMSC shall include the ability to run AKA for the IMS domain, and shall be capable of obtaining either IMS specific identities (e.g., IMPI, IMPU(s), Home Network Name) or other identities from which to derive the IMS identitities that is used to access the IMS networks. 
There shall only be one IMSC for each IMPI. The IMS subscriber shall not be able to modify or enter the IMPI. The IMS subscriber shall not be able to modify or enter the Home Domain Name.
The IMSC shall deliver the CK to the UE although it is not required that SIP signalling is confidentiality protected.
At UE power off, the existing SAs in the MT shall be deleted. The session keys and related information in the SA shall never be stored on the IMSC.
9.2
Implementations options of IMSC
Unless otherwise noted the following implementation options for an IMSC are permitted:
-
Use of a distinct ISIM application on a UICC which does not share security functions with the USIM;

-
Use of a distinct ISIM application on a UICC which does share security functions with the USIM;

-
Use of a USIM application on a UICC.
If there is an ISIM application and a USIM application on a UICC, then the ISIM application shall always be used for IMS authentication.

*******************Next Change******************
L.2
Application of clause 4

In NGN-UEs, the IMSC shall be realised  on the UICC, which shall be inserted within either :

1)
The TE; or

2)
The IMS Residential Gateway (IRG).

NOTE:
For the exact definition of IRG will be published in ETSI TS 187 003: "TISPAN – NGN security: Security Architecture NGN Release 1".

Where the TE and IRG each contain an UICC with IMSC, the IMSC should be used in following order of preference TE, IRG.  
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Figure L.1

Figure L.1 redraws figure 1 of the main body of this document replacing the 3GPP specific transport domain by Generic IP transport domain. The following observations support figure L.1.

1)
The IMS is independent of the transport network

2)
Generic Entities (GE) equivalent to the 3GPP transport entities will be present in the Generic IP transport domain.

3)
In the NGN architecture the AuC functionality is performed by the UPSF.

4)
The Security Associations (SA) (referring to the corresponding arrows in Figure X.1) are retained: 

a)
SA-1, SA-3, SA-4 and SA-5 are endorsed by this annex

b)
SA-2 is endorsed by this Annex with the extension to ensure transport across NAT/Firewall boundaries.

There exist other interfaces and reference points in IMS, which have not been addressed above. Those interfaces and reference points reside within the IMS, either within the same security domain or between different security domains (See figure X.2). The protection of all such interfaces and reference points (which may include other subsystems) apart from the Gm reference point are protected as specified in TS 33.210 [5].
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Figure L.2

*******************Next Change******************
M.9
IMSC
The text in clause 9 applies without changes.
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