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Abstract of the contribution:

New version of H(e)NB security TR (S3-080265) contains a basis of H(e)NB security threats. This contribution continues analyzing H(e)NB security threats.
1 Introduction
This contribution continues analyzing H(e)NB security threats based on latest version of H(e)NB security TR. It is proposed to modify security threats chapters with attached p-CR.
2 analysis of security threats

In this section, we will analyze security threats based on H(e)NB security TR. The quoted text from H(e)NB TR is shown as “black and italic” fonts. Comments are shown in “blue and normal” fonts.

2.1 threat 1) Compromise of H(e)NB authentication token by a brute force attack via a weak authentication algorithm.
Quoted from H(e)NB security TR:
Prerequisites: Token with weak authentication algorithm is used for H(e)NB authentication to the operator’s network. This threat refers to a specific usage of shared secrets for H(e)NB authentication i.e. the cases 1 and 3 of Table 1.

Description: An example for a token using a weak authentication algorithm is GSM SIM with COMP128-1, which is known to be possible to crack by brute force. In an H(e)NB setting such attacks could be launched from spoofed network access concentrator on internet if initial communication with access concentrator is not adequately secured.

Probability: Possible.

Impact: Harmful.

Threats to assets: 

1) H(e)NB:  An attacker gain unauthorized access to H(e)NB with above mentioned weak token
2) User: --
[Huawei]: Compromised token can be used to masquerade H(e)NB to User and mount further attacks towards user. It is proposed to add this threat.
3) Operators Network: An attacker could use the obtained authorization to try to mount further attacks towards the core network.

Mitigation: Any authentication token with a weak algorithm like GSM SIM with COMP128-1 should not be used for H(e)NB authentication. S1/X2 link protection mechanism should be strong enough. 
[Huawei]: It is proposed to modify the latest sentence to “Backhaul link protection mechanism should be strong enough” since S1/X2 is only useful to HeNB. 
NOTE 1: In S3-070614 SA3 answers suggests that for initial authentication S1-based authentication should be used. "Authentication of Home NodeB to the Serving Network, as well as Serving Network to the Home NodeB is needed and required to ensure overall security of the 3GPP system. As far as authentication when first connected, the security will need to be maintained, perhaps by maintaining  a security context between Home NodeB and rest of network. SA3 is currently specifying security mechanisms for S1 interface, which may be applicable to Home NodeB. However, SA3 would also like to add that these answers are not limited to LTE-based Home NodeB's."

NOTE 2: SA3 have decided to use certificates based authentication on S1 and X2 interfaces.

[Huawei]: H(e)NB is different with macro (e)NB. The business model and deployment scenario of H(e)NB is different to (e)NB. Conclusion for macro (e)NB could not be re-used on H(e)NB, which is also stated in NOTE 1 as “SA3 is currently specifying security mechanisms for S1 interface, which may be applicable to Home NodeB”. So, it is proposed to delete NOTE 2.

2.2 Threat 3) Inserting a valid authentication token into a manipulated H(e)NB.
Quoted from H(e)NB security TR:

Prerequisites: H(e)NB authenticates to the network with a removable token (e.g. a UICC) or an embedded UICC or TPM that can be physically removed (i.e. case 3 and 4). 

Description: User inserts/installs valid authentication token into a fake H(e)NB.

Impact: A device (manipulated H(e)NB) with some other functionality (re-flashed H(e)NB, or an H(e)eNB from another, incompatible manufacturer), can identify itself to the operator using a valid credential, and proceed with any kind of security violation. The consequences on the unknowing user are due to manipulations of the H(e)NB.

Threats to assets: 

1) Threats to H(e)NB: Introduce malicious configuration changes
2) Threats to user: eavesdropping, impersonation of legitimate user due to H(e)NB manipulation.

3) Threats to operator: Attacks to the infrastructure (radio, core), misuse of user channels, changed signalling. 

Mitigation: the authentication token of the H(e)NB should not be physically removable. Also new users could be required to explicitly confirm their acceptance before being joined to an H(e)NB. This way an H(e)NB owner could only perform eavesdropping/masquerade attacks against those who join the H(e)NB. This approach relies on additional access control being enforced in core network, not just only at the H(e)NB.
[Huawei]: It is a bit early to say authentication token of H(e)NB should not be physically removable since the detailed comparison is ongoing in SA3. Removable token will bring a lot of benefits. It will simplify H(e)NB manufacture because manufacture need not insert personal token to H(e)NB at stage of manufacture. It is also convenient for H(e)NB owner and operator to upgrade their H(e)NB device since subscription of H(e)NB owner is bound to a removable token. H(e)NB owner can insert his(her) token to upgraded H(e)NB device and do not need modify his(her) subscription. 

An irremovable authentication token is helpful to mitigate the threat. There are other mitigations, e.g., introducing device authentication or binding removable token to certain H(e)NB. These mitigations may need a combination of a removable token and an onboard token.
It is proposed to modify mitigation paragraph to 

“An irremovable authentication token is helpful to mitigate the risk. Introducing device authentication or binding removable token to certain H(e)NB can also mitigate the risk, which may need a combination of a removable token and an onboard token. Also new users could be ……” 
2.3 Threat 4) User cloning the H(e)NB authentication Token. 
Quoted from H(e)NB security TR:
Prerequisites: The token used to authenticate H(e)NB can be cloned and is inserted in a genuine H(e)NB.

Description: Attacker clones authentication credentials of legitimate H(e)NB and installs credentials into another H(e)NB. The cloned H(e)NB is activated near the legitimate H(e)NB and used to eavesdrop or masquerade as users authorised to use the legitimate H(e)NB. The difference to Threat 3 is that the attack is mounted using an unmodified, legal H(e)NB.
[Huawei]: It is not clear how to eavesdrop or masquerade as users authorised to use the legitimate H(e)NB. It is thought that only compromised H(e)NB could be used as an attack tool. Attack of using compromised H(e)NB has already been taken into account in threat 8 and threat 9.
Impact: very harmful. 

Threats to assets: 

1) Threats to H(e)NB:  --
2) Threats to user: Ability to eavesdrop/spoof GSM/3G/LTE calls would have serious and wide-ranging impacts. If the H(e)NB works in an open mode and UP ciphering terminates inside H(e)NB, the impact of the attack is worse since the attacker could eavesdrop or spoof any mobile terminal, not just those authorized to use the cloned H(e)NB.
[Huawei]: The threat to user seems incorrect since a legitimate H(e)NB could not be used as an attack tool. The main threat is to H(e)NB owner since H(e)NB owner has to pay for attacker’s calls which is routed by cloned H(e)NB.

It is proposed to modify point 2) to:

“2) Threats to H(e)NB owner: H(e)NB owner is billed for attacker’s calls which is routed by cloned H(e)NB.”
3) Threats to operator: Legitimate user is billed for attacker’s calls. If the operator decides to stop service for H(e)NB whose clone is detected, legitimate user loses service.

Mitigation: the authentication credentials of the H(e)NB should be difficult to clone. Also new users could be required to explicitly confirm their acceptance before being joined to an H(e)NB. This way an H(e)NB owner can only perform eavesdropping/masquerade attacks against those who join the H(e)NB. This approach relies on additional access control being enforced in core network, not just at the H(e)NB. Multiple instances of the same H(e)NB should not be allowed simultaneous access to the core network. Some forms of location locking (e.g. to DSL line) may also help to mitigate this threat.
2.4 Threat 5) Man-in-the-middle attacks on H(e)NB first network access
Quoted from H(e)NB security TR:

Prerequisites: H(e)NB does not have unique authentication credentials, pre-installed at the factory or inserted into the H(e)NB.

Description: H(e)NB makes a first contact to the operator’s network. During this contact, operator’s endpoint cannot reliably identify the peer. An attacker on the internet can intercept all traffic from H(e)NB and later get access to all private information, impersonate the H(e)NB and so on. If the authentication data is not unique to the H(e)NB, a replay attack can be possible.

Probability: Possible.

Impact: Very Harmful.

Threats to assets: 

1) Threats to H(e)NB:  --
2) Threats to user: Such attack allows for eavesdropping of all the data, passing between the H(e)NB and the network, and also for sending any data on behalf of any party.

3) Threats to operator: If the attacker get in the possession of non-unique initial contact credentials then an attacker may try to obtains network access for whatever H(e)NBs..

Mitigation: H(e)NB shall have authentication credentials already during the very first contact with the network. These credentials shall be recognized at the operator’s site. Un-authenticated traffic should not be accepted even at the “first-contact” phase. Either USIM on a UICC, or vendor certificates could be used for this. The logistical consequences could be different. UICC would have to be inserted in the H(e)NB by the point of sales or customer. UICC-based solutions for H(e)NB authentication do not provide mutual authentication between the first node in the Serving network (e.g. Security gateway, or MME or SGSN) and the H(e)NB. Mutual authentication in this case is between the HSS and the UICC.

[Huawei]: Mutual authentication shall be performed between H(e)NB and operator’s core network. But it doesn’t mean that H(e)NB should mutual authenticate all entities to which H(e)NB connects.

In I-WLAN scenario, WLAN-UE authenticates PDG with PDG certificate. Since different kinds of entities (e.g. SGSN, P-CSCF, etc) can get pair of (RAND, AUTN) corresponding to WLAN UE, malicious entities can use pair of (RAND, AUTN) to masquerade PDGs. It is helpful to use PDG certificate to authenticate PDG. However, it is not that case in H(e)NB scenario. If USIM based solution is used, pair of (RAND, AUTN) is only send to Security GWs which are serving H(e)NB. The threat of masquerading Security GW is mitigated.
Moreover, mutual authentication is also only performed between the HSS and UICC in UMTS authentication, IMS authentication and GBA authentication. Certificate of first contact node (e.g. RNC/SGSN/MSC, P-CSCF, BSF) is not introduced for authentication. 
However, it could be seen that introducing certificate of security GW in H(e)NB scenario will be helpful since it will improve security somewhat. But how to authenticate security GW is independent to issue of how to authenticate H(e)NB. It could be seen that authenticating security GW based on certificate will not impose a mandatory requirement of deploying PKI to operator since certificate verify server can be provided by vendors.
It is proposed to modify mitigate paragraph to:

“…….Either USIM on a UICC, or vendor certificates could be used for this. The logistical consequences could be different. UICC would have to be inserted in the H(e)NB by the point of sales or customer. Vendor certificate has to be inserted in the H(e)NB at stage of manufacture. 
For certificate based solution, mutual authentication is performed between first contact node (i.e. Security GW) and H(e)NB. 
For UICC-based solutions, mutual authentication is between HSS and UICC. Certificate of first contact node (i.e. security GW) may be used to authenticate itself toward H(e)NB if necessary.”
2.5 Threat 6) Booting H(e)NB with fraudulent software (“re-flashing”)

Quoted from H(e)NB security TR:

Description: Boot software at the H(e)NB is modified by the attacker.

Probability: Very likely. For example, re-flashing of mobile phones to avoid various restrictions is a common practice in some parts of the world.

Impact: up to disastrous. Possibility to use any software can mean any violation of the security: 

Threats to assets: 

1) Threats to H(e)NB: Adding non-official software may cause non-optimized functioning of the H(e)NB.
2) Threats to user: eavesdropping on communication, impersonation towards the network.

3) Threats to operator: attack on the radio interface (jamming), denial of service possibilities.

Mitigation: Booting process shall be secured by the cryptographic means, for example using a TPM module. The Rel-99 USIM, if used, does not protect the boot process, so additional security measures are needed in case of USIM-based H(e)NB authentication towards the network.
[Huawei]: In mitigation paragraph, it seems that comparison is between certificate+TPM and R99 USIM, that is, a combination of authentication mechanism and physical protection mechanism is compared to a lonely authentication mechanism. Use of R99 USIM does not mean there is no other physical protection mechanism.    
It is proposed to delete the sentence “The Rel-99 USIM, if used, does not protect the boot process, so additional security measures are needed in case of USIM-based H(e)NB authentication towards the network.”
4 Conclusion and proposal

This contribution analyze security threats based on H(e)NB security TR. It is proposed to modify section 5.1 as attached p-CR.
5 p-CR to TR

*************************Begin of changes****************************************

5.1 
Common threats to H(e)NB
Editor’s Note: Threats which are in common to H(e)NB are clearly indicated in this chapter. 

Following threats are covered in this section:

1)       Compromise of H(e)NB authentication token by a brute force attack via a weak authentication algorithm.

2)       Compromise of H(e)NB authentication token by local physical intrusion.

3)       Inserting valid authentication token into a manipulated H(e)NB.

4)       User cloning the H(e)NB authentication Token.

5)       Man-in-the-middle attacks on H(e)NB first network access.

6)       Booting H(e)NB with fraudulent software (“re-flashing”).

7)       Fraudulent software update / configuration changes.

8)       Physical tampering with H(e)NB.

9)       Eavesdropping of the other user’s UTRAN or E-UTRAN user data.

10)   Masquerade as other users. 

11)   Changing of the H(e)NB location without reporting.

12)   Software simulation of H(e)NB.

13)   Traffic tunnelling between H(e)NBs.

14)   Misconfiguration of the firewall in the modem/router.

15)   Denial of service attacks against H(e)NB.

16)   Denial of service attacks against core network.

17) Compromise of an H(e)NB by exploiting weaknesses of active network services
1) Compromise of H(e)NB authentication token by a brute force attack via a weak authentication algorithm.

Prerequisites: Token with weak authentication algorithm is used for H(e)NB authentication to the operator’s network. This threat refers to a specific usage of shared secrets for H(e)NB authentication i.e. the cases 1 and 3 of Table 1.

Description: An example for a token using a weak authentication algorithm is GSM SIM with COMP128-1, which is known to be possible to crack by brute force. In an H(e)NB setting such attacks could be launched from spoofed network access concentrator on internet if initial communication with access concentrator is not adequately secured.

Probability: Possible.

Impact: Harmful.

Threats to assets: 

1) H(e)NB:  An attacker gain unauthorized access to H(e)NB with above mentioned weak token
2) User:  Compromised token can be used to masquerade H(e)NB to User and mount further attacks towards user.
3) Operators Network: An attacker could use the obtained authorization to try to mount further attacks towards the core network.

Mitigation: Any authentication token with a weak algorithm like GSM SIM with COMP128-1 should not be used for H(e)NB authentication. Backhaul link protection mechanism should be strong enough. 

NOTE 1: In S3-070614 SA3 answers suggests that for initial authentication S1-based authentication should be used. "Authentication of Home NodeB to the Serving Network, as well as Serving Network to the Home NodeB is needed and required to ensure overall security of the 3GPP system. As far as authentication when first connected, the security will need to be maintained, perhaps by maintaining  a security context between Home NodeB and rest of network. SA3 is currently specifying security mechanisms for S1 interface, which may be applicable to Home NodeB. However, SA3 would also like to add that these answers are not limited to LTE-based Home NodeB's."


2) Compromise of H(e)NB authentication token by local physical intrusion

Description: An attacker reads authentication credentials from the wires of the H(e)NB. After that, any other device can use it and impersonate the H(e)NB.

Probability: Depends on the implementation. If the H(e)NB authentication data is not stored in a protected domain, such as a TPM module or a UICC, the probability of such compromise is high. Otherwise, low.

Impact: Harmful. Threats assets are the same as in the previous case.

Mitigation: Authentication credentials of the H(e)NB shall be stored inside a secure domain i.e. from which outsider cannot retrieve the credentials.

3) Inserting a valid authentication token into a manipulated H(e)NB.

Prerequisites: H(e)NB authenticates to the network with a removable token (e.g. a UICC) or an embedded UICC or TPM that can be physically removed (i.e. case 3 and 4). 

Description: User inserts/installs valid authentication token into a fake H(e)NB.

Impact: A device (manipulated H(e)NB) with some other functionality (re-flashed H(e)NB, or an H(e)eNB from another, incompatible manufacturer), can identify itself to the operator using a valid credential, and proceed with any kind of security violation. The consequences on the unknowing user are due to manipulations of the H(e)NB.

Threats to assets: 

4) Threats to H(e)NB: Introduce malicious configuration changes
5) Threats to user: eavesdropping, impersonation of legitimate user due to H(e)NB manipulation.

6) Threats to operator: Attacks to the infrastructure (radio, core), misuse of user channels, changed signalling. 

Mitigation: An irremovable authentication token is helpful to mitigate the risk. Introducing device authentication or binding removable token to certain H(e)NB can also mitigate the risk, which may need a combination of a removable token and an onboard token. Also new users could be required to explicitly confirm their acceptance before being joined to an H(e)NB. This way an H(e)NB owner could only perform eavesdropping/masquerade attacks against those who join the H(e)NB. This approach relies on additional access control being enforced in core network, not just only at the H(e)NB.

4) User cloning the H(e)NB authentication Token. 

Prerequisites: The token used to authenticate H(e)NB can be cloned and is inserted in a genuine H(e)NB.

Description: Attacker clones authentication credentials of legitimate H(e)NB and installs credentials into another H(e)NB. The cloned H(e)NB is activated near the legitimate H(e)NB. The difference to Threat 3 is that the attack is mounted using an unmodified, legal H(e)NB.

Impact: very harmful. 

Threats to assets: 

1) Threats to H(e)NB:  --
2) Threats to H(e)NB owner: H(e)NB owner is billed for attacker’s calls which is routed by cloned H(e)NB.
3) Threats to operator: Legitimate user is billed for attacker’s calls. If the operator decides to stop service for H(e)NB whose clone is detected, legitimate user loses service.

Mitigation: the authentication credentials of the H(e)NB should be difficult to clone. Also new users could be required to explicitly confirm their acceptance before being joined to an H(e)NB. This way an H(e)NB owner can only perform eavesdropping/masquerade attacks against those who join the H(e)NB. This approach relies on additional access control being enforced in core network, not just at the H(e)NB. Multiple instances of the same H(e)NB should not be allowed simultaneous access to the core network. Some forms of location locking (e.g. to DSL line) may also help to mitigate this threat.

5) Man-in-the-middle attacks on H(e)NB first network access

Prerequisites: H(e)NB does not have unique authentication credentials, pre-installed at the factory or inserted into the H(e)NB.

Description: H(e)NB makes a first contact to the operator’s network. During this contact, operator’s endpoint cannot reliably identify the peer. An attacker on the internet can intercept all traffic from H(e)NB and later get access to all private information, impersonate the H(e)NB and so on. If the authentication data is not unique to the H(e)NB, a replay attack can be possible.

Probability: Possible.

Impact: Very Harmful.

Threats to assets: 

4) Threats to H(e)NB:  --
5) Threats to user: Such attack allows for eavesdropping of all the data, passing between the H(e)NB and the network, and also for sending any data on behalf of any party.

6) Threats to operator: If the attacker get in the possession of non-unique initial contact credentials then an attacker may try to obtains network access for whatever H(e)NBs..

Mitigation: H(e)NB shall have authentication credentials already during the very first contact with the network. These credentials shall be recognized at the operator’s site. Un-authenticated traffic should not be accepted even at the “first-contact” phase. Either USIM on a UICC, or vendor certificates could be used for this. The logistical consequences could be different. UICC would have to be inserted in the H(e)NB by the point of sales or customer. Vendor certificate has to be inserted in the H(e)NB at stage of manufacture. 
For certificate based solution, mutual authentication is performed between first contact node (i.e. Security GW) and H(e)NB. 
For UICC-based solutions, mutual authentication is between HSS and UICC. Certificate of first contact node (i.e. security GW) may be used to authenticate itself toward H(e)NB if necessary.
6) Booting H(e)NB with fraudulent software (“re-flashing”)

Description: Boot software at the H(e)NB is modified by the attacker.

Probability: Very likely. For example, re-flashing of mobile phones to avoid various restrictions is a common practice in some parts of the world.

Impact: up to disastrous. Possibility to use any software can mean any violation of the security: 

Threats to assets: 

1) Threats to H(e)NB: Adding non-official software may cause non-optimized functioning of the H(e)NB.
2) Threats to user: eavesdropping on communication, impersonation towards the network.

3) Threats to operator: attack on the radio interface (jamming), denial of service possibilities.

Mitigation: Booting process shall be secured by the cryptographic means, for example using a TPM module. 
7) Fraudulent software update / configuration changes

……
*************************End of changes******************************************
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