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This document analyzes the threat to mobile equipment and discusses the possible solution.
1 Introduction
This document discusses a security threat which is the problem for the mobile equipment and analyzes a risk that arises from the insecurity mobile equipment. A possible solution is discussed in this document. 
2 Threat Analysis
Currently, the services provided by the Operator are multiple and the mobile equipments are intelligently. The mobile equipment will confront some threats, such as stolen, tampered software/hardware by an attacker and embedded by worm, etc.
When a UE accesses a mobile network, the AKA shall be run between the UE and the network. However, it can not verify whether this ME has a security risk or not by running AKA. If the ME which is compromised (e.g., tampered software/hardware by attacker or embedded by worm, etc.) has been allowed to access the network, it will not only be the victims of an attack but also will be used by hackers as bridges. For example, the attacker controls a UE which has been embedded virus or has been tampered a software, and then the attacker could use the UE to make attack, like sending junk SMS to another users in the network, i.e. this UE may be the threat source. 
3 possible solution
We have the following solution to prevent the above security risk.

In the process that the UE is power-on, after AKA has been run, the network shall requires verify the UE’s security posture information which includes the operating system version, the software/hardware version, firewall version, etc.  The detailed method is: 
When the UE is power-on, the ME will compute the UE’s security posture verification information according to the UE’s security posture information which includes the operating system version, the software/hardware version, firewall version, etc. After running AKA successfully, the network may require the UE’s security posture verification, and then UE will sent his security posture information verification to the network. The network will check whether the received security posture verification information matches that previous stored or not. If they match, the UE will be allowed to access the network. Otherwise, the network will send failure response message to the UE. 
4 proposal
We propose that the above described the security threat of mobile equipment and the possible solution is included in 5.1 Threats to UE in TR 33.821. 

5 pCR to TR 33.821
************************************************Begin of Change******************************************************
5.1.X Threats to ME

5.1.x.1 Threats

The mobile equipment will confront some threats, such as stolen, tampered software/hardware by an attacker and infected by worm, etc.

When a UE accesses a mobile network, the AKA shall be run between the UE and the network. However, it can not verify whether this ME has a security risk or not by running AKA. If the ME which is compromised (e.g., tampered software/hardware by attacker or embedded by worm, etc.) has been allowed to access the network, it will not only be the victims of an attack but also will be used by hackers as bridges. For example, the attacker controls a UE which has been embedded virus, and then the attacker could use the UE to make attack, like sending junk SMS to another users in the network, i.e. this UE may be the threat source.
5.1.x.2 Countermeasures
When the UE is power-on, the ME will compute the UE’s security posture verification information according to the UE’s security posture information which includes the operating system version, the software/hardware version, firewall version, etc. After running AKA successfully, the network may require the UE’s security posture verification, and then UE will sent his security posture information verification to the network. The network will check whether the received security posture verification information matches that previous stored or not. If they match, the UE will be allowed to access the network. Otherwise, the network will send failure response message to the UE.
**************************************************End of Change******************************************************
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