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1. Introduction

This contribution provides a preliminary feasibility analysis of security solutions for ETWS primary and secondary notifications. The main focus is on the primary notifications as they seem to pose the most severe problems in terms of being able to provide sufficient security.
2. ETWS System Characteristics
As is already probably known to the reader, but for sake of self-containment, we note that the ETWS provides two types of notifications:

· Primary notifications, quickly alerting the public of the occurrence of a natural disaster, threatening the public’s safety.

· Secondary notifications, which are more “rich” informational messages that could contain additional information such as guidance to the public, even multimedia content etc.

Two main “channels” for sending primary/secondary notifications are under discussion in TR 23.828: CBS with IMSI paging/cell broadcast or MBMS/E-MBMS.
The TR 23.828 identifies one fundamental security requirement:

“A security mechanism shall be provided to mitigate threats of duplicate or false ETWS messages.”

We shall assume that encryption is not necessary and only concentrate on message authenticity/integrity.

We will only consider the security on the ait interface and on the interface between the agency providing warning notifications and the operator network. We assume the operator’s network is sufficiently secured.
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3 Limitations


The main limitation of ETWS is clearly the (very) narrow bandwidth of the paging channel. The following message format example is outlined in 23.828
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Figure 1: Usage of MCC=901, MNC=08 for ETWS –example of coding of the further details
Though it may (perhaps) be possible to use more than 2 digits for the security “field”, the achievable security appears quite limited.
For the (E)MBMS solutions, and for the interface between warning provider and operator, we do not see similar bottlenecks.
4. Solution Options: Air Interface
Before discussing some possible options, we note that it seems impossible to re-use the “access security” contexts. First of all, it would prevent us from using network broadcast mechanisms. Secondly, the solution must work for idle UEs and in the case of e.g. LTE, there is no security context available.
4.1 PKI / signed ETWS notifications
It can be directly noted that that this option is only feasible for (E)MBMS based notifications. (We are not aware of any signature schemes producing shorter signatures than about 160 bits while at the same time providing any security.) In order to meet the 4 second delay requirement, all UEs must already be in possession of the corresponding public key when the notification arrives. It may be possible to envision a solution where separate public keys are used for the primary and secondary notifications. The UE would then fetch the key for secondary notification after it has received the primary. However, this would probably cause a load on the network that is larger than acceptable.

Conclusion: A PKI based solution is only applicable for (E)MBMS distributed notifications and, the UE must be in possession of the necessary public keys in advance, e.g. be given the keys upon registration in the network, or distributed via UICCs.  
4.2 Hybrid Schemes

Using hash chains, it is possible to provide very efficient means for authentication that “mimics” PKI. Upon registration in the network (or by some other mean) the UE is given a public value Y, computed as hash(X). To authenticate a (single) message, the network reveals X and/or uses it as a “key” in a MAC. (If desired, one could even get “personalized”, per-UE chains, e.g. Y = hash(X, C-RNTI).) Extending this scheme to hash chains of length N > 1, we basically get the TESLA source authentication scheme.

A problem for the paging based notification is that the size of X is limited by the message size, i.e. only a few “digits” are available. Since a possible attacker could have days/hours to launch an attack (once a malicious party is given Y, it can immediately start to search for a pre-image) this seems to offer no security at all in the paging case. However, for (E)MBMS, the TESLA variant may be a quite attractive alternative to more “naive” use of signatures.

Conclusion: Hybrid schemes appear only feasible for (E)MBMS based solutions.
4.3 Shared keys and MACs

If there is a shared key between the network and the UE, conventional MACs is a very efficient solution. If the key is distributed to the UE in advance (e.g. at registration) the key can be sufficiently long to provide good security also in the paging case, where the security would “only” be limited by the length of the MAC field. With a secure MAC, and a 2-3 digit MAC, forgery probability would be on the order of 1/100 or 1/1000. An issue is however how to prevent replay as there is little room for a nonce or a counter. By using different keys in different regions, one at least prevents against replaying messages in different regions. However, this makes key management more complicated, e.g. for users who are mobile and change region, see also below.  

One way to improve the security of this option is to introduce a mechanism by which UEs receiving incorrect MACs report this to the network. 
Another way to improve the security would be to split the notification over two paging messages within a paging block. The first one would contain the basic notification (type, pointer to secondary information, etc) whereas the second message contains a counter and a MAC covering the first message and the counter, i..e.:


Paging ::Primary_notification,  Paging :: SQN, MAC(key, SQN || Primary_notification).
With 10 digits available for SQN and the MAC, a reasonable level of security could be achieved.

An issue is how to protect the key in the UE against a malicious user trying to extract it. It would seem to require a “tamper resistant” storage in the UE. If a notification is received, however, note that the verification of the authenticity should also take place inside this module.

For the (E)MBMS based notifications, shared keys and MACs seem as a good option even with group keys, as long as the key is in tamper resistant store and/or is replaced frequently.

Conclusion: Using shared keys has some requirements on key management and tamper resistant storage. However, it appears to be the only option to provide any security for paging based notifications. Using pairs of paging messages appears beneficial as it is difficult to achieve both replay protection and a reasonable security level otherwise.
It seems difficult to provide “foolproof” security (e.g. corresponding to “128-bit level”) for primary notifications over paging. On the other hand, the difficulty of erecting false radio base stations seems (as usual) to be a limiting factor that could make a lower degree of cryptographic security acceptable. In addition it would be difficult to cause more than “local” panic in a certain (limited) area.
4.4 A Note on (U)SIM-less Terminals

Today, it is possible to make emergency “911” calls even without a (U)SIM. A question is whether (U)SIM-less UEs should also be able to receive/verify (primary) notifications. Since it is impossible to establish a secure connection to a (U)SIM-less UE, it is also impossible to securely transfer a notification verification key to such UE as it would expose the keys. Considering that (U)SIM-less UEs are probably very few, a reasonable approach would be to implement the system so that these UEs have the possibility to receive the notifications, but without the possibility to verify the authenticity.

4.5 Note on Key Management

As usual, a public-key based solution simplifies the key management as such, but as noted above may not be applicable for the primary notifications.

For the shared key approach, it would as also note be beneficial to use separate keys “by region”. To simplify key management, it would seem natural to look for some sort of region that has support/relation to the network infrastructure. If we consider the EUTRAN case, there seems to be two possible levels/granularity: 

1. RAN cell-based regions.

2. Tracking area (TA) based regions.
The former seems to require too complex/sophisticated key update/management procedures. A TA based solution seems simpler. Key update procedures would occur at TAU procedures. A limitation is of course that a TA could be (geographically/population wise) quite large potentially exposing a large area to threat of “man-made” mass panic. Still, an attacker would, besides getting access to the keys, have difficulty to create more than “local” problems due to the need to erect (many) false base stations. To cause serious harm, the attacker would most likely need to both 

· extract keys from a compromised UE, and,

· compromise the provider-operator interface (and its associated keys).

in order to inject a faked message.
Due to the pooling concept in EPS, it seems difficult to associate the keys with a given EPC node, e.g. MME, since there is a many-to-many correspondence between eNodeBs and MMEs.
5. Solution Options: Operator-Warning Provider Interface

On this interface there seems not to be any practical bottlenecks to providing good security, e.g. using an NDS/IP approach. The main issue would be management of keys for protection of this interface since faked messages could have a huge consequence in causing mass-panic.
6. Conclusion and Proposal

The interface between the warning provider and the operator seems to be the one with the highest security requirements. Fortunately, “standard” means, e.g. NDS/IP would provide good security if only managed properly.
The most critical air i/f issue is to protect the primary notifications over the paging channel.
· It is proposed to adopt as a working assumption, for further study, to protect primary notifications by using pairs of paging messages to provide replay protection and a sufficient security level. The solution should be based on a shared key MAC and a sequence number carried in a separate paging message. 

· It is proposed to increase security by using per-TA shared keys for the primary notifications.

· It is proposed to look further into the different options for secondary notifications, e.g. MBMS security and TESLA.
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