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*********************************Start of Changes ************************
N.2.5
Support for password change
SIP Digest relies on the use of passwords. This clause specifies the requirements on the UE, HSS and the S-CSCF for supporting a change of this password.

A user and his home network may agree on a new password for SIP Digest by a secure password change mechanism, which is outside the scope of this specification. As part of this process, the new password will be stored in the HSS. It is assumed here that the new password is stored in the HSS only after the user confirmed receipt of the new password as part of the secure password change mechanism. 

NOTE 1: Such a secure password change mechanism may be e.g. realized through the use of an online portal.
NOTE x2: It is recommended that a UE is unregistered when performing the password change procedure, in order to avoid synchronization problems.
The HSS and the S-CSCF shall support the possibility for the HSS to push a new entry for a user’s password to the S-CSCF currently serving the user. The HSS shall be able to send such a password push message at any time independent of other communication on the Cx interface. The new password shall be sent from the HSS to the S-CSCF immediately after the password is stored in the HSS, and both the S-CSCF and the UE shall take the password into use immediately. It is recommended that if a re-authentication timer is about to expire, the S-CSCF should wait for a short time before running the re-authentication procedures.







NOTE x3: It is not precluded that a user de-registration is initiated from the HSS when a password compromise is suspected.
******************************End of Changes***********************
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