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1 Introduction
This discussion paper reviews the status of IETF work on protection against unsolicited communications, focusing on SIP-based VoIP, but also mentioning related areas. So far, most of the drafts that exist are still individual drafts, and only a couple have become work items in working groups. However, lately there have been new initiatives taken to start more formalized work in this area. 
2 Previous Work
In IETF there have been several drafts submitted related to protection against unsolicited communications over SIP-based connections. However, with some exceptions, many such proposals have not progressed further due to objections that the problem is not yet sufficiently well understood to commence standardization of protection mechanisms. This section reviews existing drafts, and in the next section we discuss recent new initiatives to get more work moving forward.
2.1 Drafts Adopted as Work Items
One of the early works that were produced in this area is a very good overview of the general problem with unsolicited calls over SIP-based VoIP, a survey of previously proposed protection mechanisms for email Spam, and a discussion of which of those previous mechanisms might be applicable for SIP-based voice calls. After surveying different possibilities, recommendations are made to base solutions on strong identities, white lists, and keep working on solving the introduction problem. This document has recently become informational RFC 5039 ‎[1]. 
White lists, when specified by the end user, can be characterized as one form of a consent-based mechanism. That is, the end user declares a priori consent to receive communications from certain trusted users. More general consent-based mechanisms can also be imagined. Other drafts that have gained acceptance and is moving forward as Work Items of the SIP and SIPPING WGs, are drafts on a consent-based framework to regulate the use of address translation mechanisms ‎[2]

 REF _Ref194386923 \r \h 
‎[3]

 REF _Ref194386924 \r \h 
‎[4]. This is viewed not only as a protection mechanism against SpIT, but also against other types of amplification attacks where the volume of communications get expanded through invocation of address translation, cf., how a single email mailing list address gets expanded to multiple subscriber addresses. The aim is to protect against amplification attacks in two different scenarios: the first is where a forking proxy attempts to reach a user in at different locations (or similar B2BUA scenarios), the second is where a URI-list service expands a URI to many target URIs, similarly to the email mailing list scenario.
2.2 Other Draft Proposals
Several other drafts have tried to address related complementary issues. They essentially fall into two different categories: i) trying to solve the remaining introduction problem, or ii) proposing a framework for how to combine different protection mechanisms. Let us first consider the introduction problem. That is, when using a consent-based approach the user still has to decide how to handle incoming calls from other users he/she has not previously communicated with. The proposals can be roughly categorized as follows:
· Mechanisms to convey SpIT-related information about calls. This includes being able to transmit some form of a score, similar to commonly used email Spam-scorings, to convey a rating of the likelihood that the call is a SpIT call ‎[5]

 REF _Ref176147704 \r \h 
‎[6]; or allowing the callee to signal back to the system that a received call was unwanted (SpIT) ‎[7]. The former mentioned scores could, for instance, be derived based on user feedback, as in the latter case.
· Mechanisms to convey contextual information about calls. That is, providing to the callee, or intermediate systems, information about the call that is likely to be useful in determining if the call is a SpIT call. This could include information regarding how trustworthy the caller ID information is, if there was a cost associated with the call, etc. ‎[8]‎[9].
· Challenging the caller. The objective here is to either induce a non-monetary cost associated with calls, to increase the cost for bulk communications, or to make it difficult to automate bulk calls by trying to ensure the caller is human. A computational cost was proposed in ‎[10], and the use of CAPTCHAs to try block automated usage was described in ‎[11]. 
Given all these proposals for different mechanisms, ‎[12] proposed a framework for combining several of them together.
However, as already mentioned, these proposals have not been moved forward as uncertainties about the utility and the current level of understanding of the problem have been expressed.
3 Recent Initiatives

In this section we move on to describe recent discussions at IETF 71, held March 10-14.
3.1 Reduction of Unwanted Communications Using SIP (RUCUS) BOF
At the latest IETF meeting, a BOF was held with the intention of getting more work related to prevention of unsolicited communications over SIP moving forward – the Reduction of Unwanted Communications Using SIP (RUCUS) BOF. The BOF proposal was to form an Exploratory Group (EG) to determine if a WG is warranted for the area of Reduction of Unsolicited Communications Using SIP. The EG is a new concept that permits the formation of a group for 6-12 months to collect the necessary information to ensure that the formal requirements for the establishment of a WG are met.

There appeared to be a majority in favour of doing something to try to be proactive with respect to this anticipated problem, but there was less agreement on exactly what should be done; and a few people thought it was either too early to work on countermeasures before the problem was better understood (until, preferably, there was some data available) or that it was unclear whether the possible proposed protection mechanisms (so far) would actually help. 
The proposed scope of the EG was to draft a framework for combining different protection mechanisms, along the lines of ‎[12]. However, during the meeting this was changed to drafting a list of "use cases" and useful mechanisms. That is, for each proposed mechanism there should be at least one justifying use case where it can be argued that the proposed mechanism will provide some significant level of protection. If a sufficient number of promising mechanisms can be found this can be used to argue for the formation of a WG
At the time of writing we are still awaiting word regarding the formal outcome of the BOF.
3.2 Other Discussions Related to Unsolicited Communications Threats

3.2.1 Session PEERing for Multimedia INTerconnect (SPEERMINT) WG

The SPEERMINT WG deals with SIP-level peering between SIP-providers. Although the WG charter explicitly states that it does not aim to address protection against SpIT, discussions related to SpIT threats surfaced during the meeting. For instance, a draft on “Speermint Security BCP” was presented that included some mentions of protection against SpIT traffic injection at peering points. This draft has not been adopted as a WI yet, but there appeared to be many in favour of it as a “useful thing”. Also related to this, there were discussions on requirements for publishing information on egress SBEs (egress points for VoIP traffic), that could be useful for SpIT prevention – similarly to how knowledge about legitimate email servers from a domain can be used to exclude traffic from hijacked hosts.
The stated approach of the WG is to not standardize SpIT protection measures itself, but to refer to measures defined in other WGs, where applicable. For instance, a security BCP document might recommend the use of a mechanism defined in another WG.
3.2.2 IRTF Anti-Spam Research Group (ASRG)
When considering prevention of unsolicited communications over SIP, it makes sense to try to incorporate lessons learned in the email Spam space. Consequently, in IETF input has been sought from people working on anti-spam as well. One such group is the ASRG.
The IRTF Anti-Spam Research Group (ASRG) only has a couple of work items on the agenda (mainly on DNS-based blacklisting), but hasn't made much progress in the past and seemed likely to be closed down. However, new volunteers were signed up for the work items, making sure to have a couple of people (rather than a single person) on each item. It was felt that this would provide a better chance for completing the items within a reasonable time frame and so it was felt the outlook has improved for the WG. A new activity being initiated is the construction of an anti-spam technique taxonomy, covering both effective techniques and techniques to be avoided henceforth.
3.2.3 Call for IRTF Research Group on Unwanted Traffic

The IAB have held a workshop on Unwanted Traffic, i.e., not only Spam-type of traffic, but also including malware and DoS threats ‎[13]. Following this workshop, the IAB are now seeking to institute a new IRTF Research Group on Unwanted Traffic and has issued a call for participation.
4 Summary
Definition of protection against unsolicited communications over SIP using a consent-based framework is moving forward. Other proposals putting forward other mechanisms have been held back on the grounds that the utility may not be sufficient, as the problem may not be well enough understood. 

In an effort to get more work in this area moving forward, a BOF on Reducing Unwanted Communications Using SIP (RUCUS) was held at the latest IETF meeting. The purpose of the BOF was to get an Exploratory Group started to lay the ground work for a Working Group in the area. However, at the time of writing, we are still awaiting information regarding the formal outcome of the BOF. 
The topic of unsolicited communication threats also comes up in discussions in WGs, such as the SPEERMINT WG (dealing with SIP-level peering). Their stated policy is to not define protection mechanisms themselves, but, where applicable, refer to mechanisms specified in other WGs.
Finally, there is also ongoing and planned work in the IRTF relevant for protection against unsolicited communications, such as the Anti-Spam RG or the possible new RG on unwanted traffic.
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