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1. Introduction

In the scope of discussions on GBA Push, contributions were posted with early deadline. This contribution completes the analysis and provides comments to S3-080306 and S3-080307.

2. UICC applications utilizing GBA Push

Operators should have the possibility to deploy services relying both on applications hosted in the UICC and on GBA Push features. A UICC application should be able to receive and handle messages send by NAF server and protected by means of GBA Push. The UICC should be able to receive and check the GPI information to handle the GBA Push-protected messages. 

Use-case: GBA Push-based service with application hosted in the UICC. 

Goal: PC user could authenticate on any web site supporting  strong authentication methods by means of smart card: 

· PC users connect to service provider from web browser

· User web browser is redirected to dedicated web site for authentication (NAF authentication server)

· This authentication server sends GBA Push-protected messages towards the UICC on the UE in order to receive UICC’s answer to authentication challenge

· UICC hosts an application to execute the authentication required by the NAF authentication server. The NAF authentication server could require that the check of GPI information takes place in the UICC only. The UICC needs to receive, decrypt and check the GPI information as defined by GBA Push specification. 

· UICC sends back authentication credentials 

· Service provides checks authentication credentials thanks to the NAF authentication server

GBA_Push aware UICC should be available to deploy this use case, which should be taken into consideration.

3. Comments to S3-080306 on “GBA Push open issues” (Nokia, NSN)
· Handling of race conditions

Proposal to handle race conditions is described in section 2.5 of S3-080306.

The way to handle race conditions could introduce denial of services for others an MBMS application on the ME requires derivation of NAF-specific key in the UICC with new bootstrapping procedure? Or if an application on the ME requires the establishment of a secure channel between an application on the ME and an application on the UICC by means of shared key Ks_local as defined in TS 33.110?

Is it acceptable that the NAF derivation procedure is not possible during 5 minutes while there is a need for example for MBMS MTK derivation for UICC-based MBMS service? 

The existence of race conditions due to the absence of GBA_Push aware UICC would bother the usage of several GBA-based applications in the UE performing the derivation of NAF-specific keys in the UICC. 

· Answers to questions and proposals

Here are some answers regarding questions and proposals provided in sections 3 of the contribution: 

“1.
Which MEs should support GBA Push in Rel-8?


Only MEs utilizing GBA Push should be required to support GBA Push.”

Comments:

All ME supporting GBA Push should offer the possibility to have UICC-based solution for GBA Push-based services. Consequently, the following requirement should also be defined:

=> All ME supporting GBA Push should support 

· GBA_U 

· and GBA_P if the definition of GBA_Push-aware UICC is agreed by SA3

“ 2.
Are GBA Push aware UICCs needed?


For the ME based applications utilizing GBA Push: No: as the disposable-Ks model can run on the ME also with GBA_U cards (see companion contribution S3-080305 describing the sequence flow).


For the UICC based applications utilizing GBA Push (if needed): Yes: but the ME-UICC interface should be simple, and the UICC itself should also handle the GPI.”

“ 5.
Can race conditions be handled?

Yes: These race conditions can be counteracted by suitable implementations in the BSF, and in the UE.”
Comments:

The solution described for GBA_Push-aware UICC in contribution S3-080304 allows the UICC to handle itself the GPI data. The impacts on the UICC-ME interface are easy to implement. The definition of GBA_Push aware UICC does not introduce more complexity than introducing the management of race conditions issues in the BSF and the ME. 

4. Comments to S3-080307 “New GBA-Push working model” (Ericsson)

· Availability of UICC-based solutions for GBA Push-based services

In S3-080307 we have the following statements in section 3.2

“ To always establish external NAF-Keys in GBA_ME mode makes the implementation simpler and more straightforward as the BSF as well as the UE will have to handle fewer options. The functionality will also be available for more users as the only requirement on the UICC is that it is Rel-99 or later. 

The generation of external NAF-Keys will not influence the use of a Ks form a UE initiated bootstrapping. This is a very important feature as today there is only one service relying on internal NAF-Keys (MBMS) and it is expected that the absolute majority of new services will be ME implemented.

From a security point of view there is no drawback to have Ks temporarily available in the ME, as it is only used to derive a single NAF-key (Disposable-Ks model) and then it is erased. This is so because if the attacker would know Ks, it would allow him to derive the NAF-Key, but as the NAF-key is already available in the ME the attacker doesn’t gain any new information. Note also that no other NAF-key will be derived based on that Ks so there will be no other traffic which could be intercepted or modified.”

From a security point of view the use of external NAF-keys does not provide the same level of security than the use of internal NAF-keys for GBA Push-based services. During all the key lifetime of external NAF-keys, the NAF-keys are exposed in the ME and can be retrieved by an attacker, while the internal NAF-keys are stored in a tamper-resistant device, internal NAF keys cannot be revealed. 

Consequently we disagree with the statement that “it is expected that the absolute majority of new services will be ME implemented”
The development of new services shall allow ME and also UICC-based implementations. The operator should have the possibility to choose the adequate security level for his services. 

The use of GBA_U only for GBA Push, without availability of GBA_Push-aware UICC for Rel-8 and later, would disadvantage the deployment of UICC-based solution for GBA Push-bases services due to the existence of synchronization issues. Implementation of GBA_Push-aware UICC is not more complex than the management of synchronization issues. The definition of UICC-ME interface is not a technical issue as described in S3-080304. 

· Postponement of GBA_Push-aware UICC

In summary of S3-080307, it is proposed that “Note however, that it will still be possible to introduce UICC supported GBA-Push, when GPA-Push services and use cases have become stable. 

The  postponement of the specification of GBA_Push-aware UICC would make it more difficult to implement. It is easier to define a complete solution from the beginning of GBA Push availability. Moreover, there is a risk a backward compatibility issue in case of postponement. 

5. Proposals

According to the security level required for GBA Push-based services, the operators should have the possible to deploy GBA Push–based services protected by means of UICC-based mechanisms. 

Consequently, we kindly ask SA3 to agree on the following proposals: 

1. All ME supporting GBA Push should support

· GBA_U 

· And GBA_P if the definition of GBA_Push-aware Rel-8 UICCs is agreed by SA3

2. GBA_Push-aware UICC should be defined for Rel-8 since
· The absence of definition of GBA_P-aware UICC could bother the deployment of UICC-based solutions due to the existence of race conditions (out of synchronization) issues

· Specific use-cases could require that the UICC receives, decrypt and checks GPI information

3. To approve pseudo-CR to GBA Push TS  provided in S3-080304 contribution 

