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1 Introduction

In SA3#50, S3-080079 was agreed for inclusion in clause 12 of TS 33.abc. Unfortunately, some text in clause 5.3.3 was as a result misaligned with the new text. This pCR updates clause 5.3.3 to match the text in clause 12 and references clause 12 for the details.
2 Proposal

It is proposed that the pCR at the end of this contribution is agreed for inclusion in TS 33.abc.

*** FIRST CHANGE ***

5.3.3
Requirements for handling User plane data within the eNB

It is eNB’s task to cipher and decipher user plane packets between the air interface and the last-mile link. 

8. User plane data ciphering/deciphering shall take place inside the secure environment where the related keys are stored. 

9. The transport of user data over S1-U and X2-U shall be integrity, confidentially and replay-protected from unauthorized parties.  If this is to be accomplished by cryptographic means, clause 12 shall be applied.
NOTE: The use of cryptographic protection on S1-U and X2-U is an operator's decision. In case the eNB has been placed in a physically secured environment then the 'secure environment' may include other nodes and links beside the eNB.

Editor’s Note: SA3 aims for a single set of high level security requirements for all types of eNodeB (i.e. femto, pico and macro eNB). However, SA3 recognizes that different deployment environments dictate that different security solutions are needed to meet these requirements. SA3 has not yet agreed whether the requirements on the solutions for different deployment environments will be documented by 3GPP.

*** END OF CHANGES ***
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