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1 Introduction

The proposal “Mandate the support of IPsec Transport mode on particular interfaces that need to handle lots of data i.e. S1_U and X2-interface for LTE.” was approved for TR 33.821, subsection 8.4. However, transport mode for S1 is best left optional for S1, as discussed in S3-080319, since it does not scale and adds complexity to MME/S-GW. If transport mode is used on the S1 interface it implicates that both MME and S-GW have to implement IPsec. Especially for the S-GW the IPsec implementation would have to very efficient to be able to handle huge amounts of traffic, and this simply does not scale for large networks. A solution that employs a SEG that handles the IPsec traffic on behalf of the MME and S-GW is preferred. This solution employs IPsec tunnel mode between eNBs and the SEG. This pCR updates section 8.4 of TR 33.821 to indicate that it is not mandatory to implement IPsec transport mode on the S1 interface.
2 Proposal

It is proposed that the pCR at the end of this contribution is agreed for inclusion in TR 33.821.

*** FIRST CHANGE ***

8.4
Network Domain Security Evolution 

TS 33.210 provides an overview on how IPsec/IKE shall be used for protection of signalling protocols between two core nodes. Signalling traffic going outside or entering a security domain needs to pass a Security Gateway (SEG). Starting from Rel-4, IPsec tunnel mode was selected as the only IPsec mode. At SA3#48, a CR was approved allowing the use of IPsec in transport mode within a security domain, but at the same time not mandating the implementation. 
As the amount of free IPv4 addresses is getting shorter and shorter, and may exhaust within a few years, the deployment of IPv6 capable nodes will increase which alleviates the need to use NATs (and smaller security domains). When transport mode can be used within a security domain, then it has an advantage over tunnel mode due to the smaller IPsec header overhead . This overhead consideration is in particular interesting where IPsec needs to be used to protect user data of smaller packet size and without cross-border firewalling/inspection requirements. 

Proposal-1: Mandate the support of IPsec Transport mode on particular interfaces that need to handle lots of data i.e. S1_U and X2-interface for LTE. 
However, if transport mode is used on the S1 interface it implicates that both MME and S-GW have to implement IPsec. Especially for large networks having the S-GW, and to a lesser extent the MME, doing IPsec will not scale and the nodes would have to do tasks that just as well could be done by a SEG. SA3 has agreed that IPsec Transport mode for S1 is optional for implementation. However, IPsec tunnel mode, used in combination with a SEG, does not have these limitations.
*** END OF CHANGES ***
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