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TR33.812 v 0.2.1 contains three possible alternatives for network architecture. Some 3GPP members wish to rationalise this down to a single proposed network architecture, with alternative options, where required. The present document proposes text for the first section of the unified network architecture section. It is foreseen that when the new section on Unified Network Architecture is completed and adopted by SA3, a pCR will be raised to delete the 3 existing network architecture alternatives.
___________________________________________________________________________________
5.2.5
Unified Network Architecture
Editor’s note: this section, if adopted, will replace network architecture alternatives 1, 2 and 3.

5.2.5.1   Principles of the Unified Network Architecture

The following principles characterize the proposed unified network architecture: 

· Unified architecture to support USIM/ISIM provisioning and management for M2M Terminals (equipments) of different types and capabilities

· Separation of the connectivity services and USIM/ISIM management services

· Separation of initial and operational connectivity services

· Security of the USIM/ISIM management to be independent of the security of the initial connectivity service.

· Requirement for IP connectivity for provisioning and management of USIM/ISIM credentials and applications

· Use of provisional IDs to obtain registration of the M2M terminal with the selected home operator through a secure connection via a visited network operator

· Validation of the authenticity and integrity of the terminal as a trusted platform before provisioning takes place

· Support for re-provisioning due to change of selected home operators
5.2.5.2   Required Services

Required services for remote management of USIM/ISIM functionality on an M2M equipment are broadly categorized into two groups. They are:

· Connectivity Services

· Application Services
5.2.5.2.1
Summary of Required Connectivity Services
General

The purpose of the provisioning and management services described in the present document is to obtain credentials and applications required by the M2M equipment for operational use. In order to achieve this, several layers of connectivity are required, as follows:
Initial Network Connectivity
Before connection to a provisioning or management service can be achieved for the first time, i.e. before the operational USIM/ISIM have been downloaded and activated, initial network connectivity must be achieved to an IP network. The M2M equipment is required to support bootstrapping functions for this purpose.

Several different solutions to this problem may be required, depending on the type of equipment and on the type of AN that is available to the equipment for initial connectivity. Examples could include:

· Use of pre-provisioned preliminary credentials to access a visited 3GPP PLMN for initial connectivity;

· Use of user-provided or pre-provisioned credentials to obtain a fixed-network or WLAN for initial connectivity.

Possibilities for equipment types and AN types are described in the uses cases in the present document and in [TR 22.868]. In the current architecture we primarily consider pre-provisioned preliminary credentials for accessing a visited 3GPP PLMN. It is still TBD whether any other pre-provisioned credentials are within the scope of this study. However, we do allow for the case where IP connectivity is achieved by other means than using pre-provisioned 3GPP credentials.
Use of access-specific mechanisms to aid in address resolution 
Once initial connectivity is set up, the M2M equipment needs to know the address of one or more servers in order to proceed with provisioning process. Depending on the selected IP network, there are some commonly used bootstrap mechanisms by which the address(es) of these services may be provided. Examples include

· BOOTP/DHCP for IP networks

· OMA DM bootstrap for 3G networks

These mechanisms are part of the initial connectivity, but can be used to provide a solution to the address resolution problem in cases where the necessary server address(es) cannot be preconfigured into the M2M equipment. 

IP Connectivity for Provisioning/Management of the USIM/ISIM application and Other Credentials
Once initial IP connectivity has been established, IP connections to the registration, provisioning and management services can be achieved for the purpose of obtaining the operational network-access credentials as well as additional needed configuration, including security policies if any, and software. The process for provisioning and management of operational credentials is independent of the AN that is being used for initial connectivity.

Furthermore, there is independence between the AN that is used for initial connectivity and the networks over which the operational credentials are intended for use. For example, any ANs that provide initial connectivity can be used to provision:

· Credentials to access the operational network with
· Authentication software and algorithms that operate on the afore-mentioned credentials

Examples of these include:

· a USIM application and an associated USIM credential that will be used by the M2M equipment for operational access to 3GPP;
· an ISIM application and an associated ISIM credential that will be used by the M2M equipment for operational access to an IMS, over any available AN.

Note: It is TBD whether a certificate-based application that will be used for operational access to ADSL or WLAN may also be considered as an example in the above.
IP Connectivity for Provisioning/Management of M2M Applications

The provisioning and management of M2M applications (see the use cases in the present document and [TR 22.868]) may require a subsequent IP connection to entities that are separate from those used to provision and manage the operational credentials. The independence of this function from the AN will be the same as described above.
Operational Connectivity

Once the required network access applications and possibly also M2M applications have been provisioned and activated, they are then used by the M2M equipment to access one or more available, compatible networks and to run the operational M2M applications.

Note: whether provisioning and activation of M2M applications should also be described here is TBD by the SA3.

Connectivity to an IMS may be required for operational use, using the appropriate layers of the operational AN.
During the state of this operational connectivity provided by an operator, the owner of the M2M equipment may change the IP connectivity subscription to another operator without having to go through an initial connectivity state. 

5.2.5.2.2
Required Application Services
The following is a summary list of the application services required for the architecture described in this document. 
1. Discovery and Registration services;

2. USIM/ISIM Download and Provisioning services

Note: Other application services that may be considered to be additionally required may include activation, registration, and download/provisioning of M2M applications other than for USIM/ISIM. They may include services for equipment (device) management. Tamper detection/reaction type of services may also be considered. These are TBD. 
5.2.5.2.3
Functional Roles
The following functional roles are defined for this Unified Architecture:
1. M2M Equipment User/Subscriber (M2ME U/S)

2. M2M Equipment Supplier (ES)

3. Connectivity Service Providers (CSPs)

3-1) (Non-3GPP) Initial Connectivity Service Provider (N3G-ICSP)

3-2) (3GPP) Initial Connectivity Operator (ICO).
3-3) (3GPP) Visited Operator (VO)
3-4) (3GPP) Selected Home Operator (SHO)

4. Application Service Providers (ASPs)
4-1) Discovery and Registration Service Provider (DR-SP)
4-2) USIM/ISIM Downloading and Provisioning Service Provider (DP-SP)
Note:  Other types of ASPs that may be considered later include Activation Service Providers for activation of the equipment, USIM/ISIM, and other applications, and Registration service providers and Download and provisioning service providers for applications other than USIM/ISIM. These are TBD 

5. Connectivity Credentials Issuing Authority (CCIA)

6. Platform Validation Authority (PVA)

7. Regulator (RG)
The following describes a summary of the functions of the roles listed above: 
1.
M2M Equipment User/Subscriber (M2ME U/S)
The person or organization that subscribes to a selected home operator (SHO) for services that it receives and consumes, services, including services for connectivity and application registration and activation,  that are provided by the M2M Equipment under the subscription contract. 
Editor’s note: In order to avoid possible confusion, we are not re-using term ‘M2M Terminal User’ as was used in [TR 22.868] and instead proposes to use a new term Equipment User/Subscriber.  
Editor’s note:  The use of the term ‘M2M Equipment’, instead of the term ‘M2M terminal’ as used in [TR 22.868] has been approved for TR 33.812. 
An M2ME U/S must support the following functions: 

· Select a Home Operator (a SHO) and deliver all the M2M equipment(s) parameters to this Selected Home Operator (SHO)
An M2ME U/S may support the following functions: 
· Inform the Initial Connectivity Operator (ICO) of an impending subscription change from one SHO to another SHO, in case of a subscription change. 

· Contact any relevant activation service provider for activation of these services.

· Upon request, and if available and appropriate, provide the Platform Validation Authority (PVA) with credentials needed for validation of the M2M Equipment as a platform or  applications provided by the M2M equipment including those supporting USIM/ISIM remote management. 
· The M2ME U/S may be able to obtain credentials for platform and/or applications from a trusted third party (e.g. equipment manufacturer or supplier, or a TTP that has a trusted relationship with the manufacturer or the supplier). 

2.
M2M Equipment Supplier (ES)
The supplier of the M2M Equipment. Typically the supplier is a manufacturer. An equipment supplier (ES) may be a business stakeholder in the initial connectivity service or in the application activation service. The ES must support the following functions: 
· Interact with a Connectivity Credentials Issuing Authority (CCIA) to make it possible that a credential for temporary initial network access is created and securely embedded or downloaded into the M2M equipment 


Example methods of such interactions may include 

· CCIA generates credentials and sends to ES to embed during manufacture time; or
· ES generates and embeds them and sends them to CCIA afterwards; or
· ES generates and embeds them and they are communicated to CCIA via the user (note: this was the "synthetic credentials" idea from Nokia)
· Interact with a Platform Validation Authority (PVA) to make it possible that a credential for validation of the platform authenticity/integrity is created and securely embedded into the M2M equipment, before downloading and provisioning of the USIM/ISIM takes place.
Example methods of such interactions may include 

· PVA generates credentials and sends to ES to embed during manufacture time; or

· ES generates and embeds them and sends them to PVA afterwards; or

· ES generates and embeds them and they are communicated to PVA by the M2M Equipment as part of the platform validation protocol  
An ES may support the following functions: 

· Provide a means for the M2ME U/S to select the desired SHO, or for this to happen automatically when the equipment is connected to an access network.

NOTE: At this point that the M2M equipment leaves the supplier, it is not normally associated with a Selected HO. Some uses cases may require the identity of the SHO and a corresponding discovery mechanism to be pre-configured in the equipment.

If a supplier is not the manufacturer of the M2M Equipment, it must still be able to perform all the functions listed above, possibly in cooperation with the manufacturer. 
3.
Connectivity Service Providers (CSP)
These are roles that provide connectivity service to the M2M equipment, and include operators of 3GPP networks that provide connectivity services for initial network access, registration, or operational use of the M2M equipment. 

Non-3GPP service providers (e.g. fixed network, ADSL or WLAN) that provide non-3G access to activation and registration services for the M2M equipment may also play these roles. This is TBD by SA3. 
In some activation scenarios, a CSP providing initial connectivity can be identified apart from the provider of operational connectivity. In other scenarios, the provider of initial and operational connectivity services are the same. 

In this architecture, we define the following types of Connectivity Service Providers (CSPs).

3-1) 
(Non-3GPP) Initial Connectivity Service Provider (N3G-ICSP)

N3G-ICSPs are connectivity service providers such as fixed network service providers, IMS service providers, or WLAN providers that provide non-3G access to activation and registration services for the M2M equipment. 
3-2) 
(3GPP) Initial Connectivity Operator (ICO)
This is a role that provides connectivity services to help with the post-purchase discovery of the SHO.. 
 The following is assumed for the ICO for its usage-related functions:

· To provide IP connectivity services so that M2ME U/S should not have to select the SHO prior to delivery of the M2M equipment from the ES; 

· To provide IP connectivity services for the M2M equipment to request, from a USIM/ISIM Download and Provisioning Service Provider (UDP-SP), for downloading and provisioning of USIM/ISIM credentials and applications, via a roamed Visited Operator (VO) network.
In order to support this usage, the ICO may support the following functions:  
· Authenticate the M2M equipment for connectivity services ; i.e. provide authentication vectors (AVs) to the connected visited 3GPP operator in order to allow the 3GPP operator to authenticate the M2M equipment at initial attach;

· Generate and transmit authentication vectors or complete 3GPP attachment credentials to the ES to allow for pre-configured credentials for temporary access or,

· Receive authentication vectors or complete 3GPP attachment credentials from either the ES, the SHO or the M2ME U/S 
Editor's Note: The ownership of the ICO is FFS, although the role of the ICO might be taken by the VO. 
3-3) 
(3GPP) Visited Operator (VO)
A Visited Operator (VO) is any 3GPP operator that operates a network that is accessed for the purpose of initial registration and provisioning of the USIM/ISIM applications and credentials.

If the M2M equipment becomes registered for a different operator after an initial attach to a VO, then the VO remains a VO. If the M2M-enabled equipment becomes registered to the operator that is currently the VO, then the VO becomes the SHO. 

The VO supports the following functions:
· Provide a temporary 3GPP network access to M2M equipment, where access credentials and authentication may be required. This could be based on the temporary network access credentials such as a preliminary IMSI (PIMSI).

Note: 
It is FFS the PIMSI-structure so that the Visited Operator can provides temporary access

Note: 
It is FFS whether the Visited Operator shall provide full connectivity or a restricted one during temporary access, e.g., for discovery of Selected Home Operator and/or provisioning.

· Where considered permissible, provide open network access to the Discovery and Registration Service Provider (DR-SP), i.e. where no credentials or authentication are required for access to at least the services of the DR-SP. This function applies, e.g., when the VO will become the customer’s SHO after the registration and provisioning events.

3-4) 
(3GPP) Selected Home Operator (SHO)

A Selected Home Operator (SHO) is a role for a 3G operator who must perform the following functions:  

· Has a subscription contract with the M2M Equipment User/Subscriber (U/S) to provide connectivity services (and application services if it also takes on the role of an application service provider) for the M2M equipment; 
· Authorise UDP-SP to provision M2M equipment with USIM parameters generated by, or generated on behalf of, the SHO
· In case of re-provisioning and while there is an operational connection to an M2M equipment, provide connectivity services between the M2M equipment and a UDP-SP for re-provisioning of a USIM/ISIM to the M2M equipment.

· In case of re-provisioning and while there is an operational connection to an M2M equipment, Provides connectivity services for the attestation services of the device with the help of the CCIA and the PVA for a re-provisioning of the USIM/ISIM application or credentials. 
4. Applications Service Providers (ASP’s)

These are roles that provide various applications for the M2M Equipment and the M2M User/Subscriber. They are further categorized as follows:

· USIM/ISIM Registration service provider (DR-SP)

· USIM/ISIM Downloading and provisioning service provider (DP-SP)
Note)  Whether we need service providers for Activation of USIM/ISIM, and Activation, Registration, Download/Provisioning, and Management for non-USIM/ISIM M2M applications is FFS. 
Note:  The Application Service Providers are really roles but may not be separate entities. For example, many of the A-SP’s that are described below provide certain application services that are separate from the 3G connectivity services provided by the CSPs defined above; however, they may still be implemented as part of the CSPs (and especially operators). 

Note: Any and all combinations of the roles of the two types of application service providers can be merged to the same network entity. In such cases, any interactions between two different types of application service providers supported by a single entity may be supported by proprietary means. 
4-1) Discovery and Registration Service Provider (DR-SP)

The DR-SP is a role that provides application services that aid the discovery (of SHO by the M2M equipment) and registration (of the M2M equipment by the SHO). 

The DR-SP must perform the following functions: 

· Assist the M2M equipment with its SHO discovery process by offering address resolution service 

Note: we have assumed here that the Initial Connectivity Provider (ICO) provides connectivity services for the SHO discovery process, while the DR-SP provides application services for the same process. How exactly the ICO and the DR-SP’s roles can be demarcated is FFS; as well as whether this is needed too.

Note:  In BT’s usage cases, connectivity services for registration (SHO discovery process) may be provided by non-3G means. Therefore, it is not clear whether we can drop the DR-SP and just stick with the ICO as the role that provides ‘all’ functions needed for the registration of M2M equipment to a SHO. This is the reason why I tried to separate the roles of the ICO and the DR-SP. 

· Assist registration of the M2M equipment by the SHO.
Note: DP-SP may be owned by the ICO.
4-2) USIM/ISIM Downloading and Provisioning Service Provider (UDP-SP)

This is a role for managing the downloading and provisioning of the USIM/ISIM applications and credentials to the M2M equipment. 

In order to support the following:

· perform the secure provisioning of the USIM/ISIM application and their parameters to the M2M-enabled equipment; 

the DP-SP needs to support the following functions:

· Receive authorisation from the SHO or ICO to provision the M2M equipment. This could include a security token for communicating with the M2M equipment.

· Receive from the SHO the USIM/ISIM application and credentials package to be downloaded. Alternatively the DP-SP could generate this from stored rules and advise the SHO of the credentials that have been downloaded to the M2M equipment.

· Provision the USIM/ISIM application and credentials to the M2M equipment. 

· Perform future updates to a USIM/ISIM application or credentials to the M2M equipment and future provisioning of new applications. 

· Notify the SHO of a successful or unsuccessful provisioning event.

Note: UDP-SP may be a role assumed by the SHO.  
5. Connectivity Credentials Issuing Authority (CCIA)
CCIA is the authority responsible for generation of credentials required for temporary access to communications networks for the purpose of registration and provisioning of operational network access. This role is required where unauthenticated connectivity is not available for this purpose. This role could be assumed by a central organisation. 

CCIA must support the following functions:

· Issuing, or receiving from an issuer, of temporary network-access credentials, e.g. preliminary IMSI numbers and preliminary keys, for each M2M equipment. These credentials can be used for authenticated initial temporary 3GPP network access to eventually enable the USIM/ISIM application provisioning procedure to take place.

· Helping the M2M equipment supplier (U/S) to configure the M2M equipment with the above temporary credentials. Modes of such configuration may include:
· CCIA generates credentials and sends to ES to embed during manufacture time; or

· ES generates and embeds them and sends them to CCIA afterwards; or

· ES generates and embeds them and they are communicated to CCIA via the user 
· Validation of the temporary-access credentials, when presented by a VO after it receives the credentials from a M2M equipment wanting temporary network access if the VO is not capable of verifying the credential itself.

6. Platform Validation Authority (PVA)

PVA is the authority responsible for validation of credentials used to verify the M2M equipment as a trusted platform. Platform here refers to an environment of the M2M equipment that must be protected and secured against compromises and provide secure execution and storage functionality. 
A PVA must support the following functions:
· Validation of platform credentials (PC) that assert the authenticity and integrity of the M2M equipment as a platform to hold the USIM/ISIM application and credentials; 

NOTE:  The PC may be created by the Equipment Supplier (ES) and obtained by the PVA for future validation when a PC is presented for a validation-service requesting entity. 

NOTE: The content and format of a Platform Credential (PC) is FFS. PC may contain several parts some of which are device-specific and some common to a group of devices. E.g., (1) an ES public key to act as the root of trust for verification (public, common), (2) a device-specific private key stored in the M2ME (secret, device-specific), (3) a certificate issued to the corresponding public key by the ES (public, device-specific) asserting the expected system state of the M2ME.  In this scenario, PC needs to be obtained by PVA in advance of the manufacture in a secure manner; is embedded or initialized in the M2M equipment during manufacture; and can be provided along with other information during platform validation . 
· Provide the UDP-SP and SHO with information related to the success or failure of the validation of the M2M equipment. 
Note: Whether PVA may also issue platform credential (PC) rather than only validate the PC is FFS. If PVA issues PC, the role of the PVA could be performed by one (e.g. OCSP) or more commercial organizations that are trusted to issue and then later validate such credentials.

In case remote update of the M2M equipment’s SW/FW requires a new PC, the PVA must be able to obtain the new PC.  
7. Regulator (RG)

Governmental body or other legislative or regulatory entity governing the operation of the terminals, and networks in a country or region.
8. Temporary Connectivity Credentials
Note: The 3 proposals have used various names for the credential needed for the M2M equipment to attach initially (or temporarily) to visitor operator’s network. Terms such as P-IMSI, PIMSI, and synthetic credentials were used. It is therefore needed that we come up with a harmonized name for these credentials, while acknowledging that the architecture may support several different types of such credentials.  Thus, inputs are welcome here. 

5.2.5.2.5
Trust Model of the Functional Roles
A trust model is presented so that it is clear what reliance the roles have on each other.  The trust model takes the form of statements about the tasks that each role is expected and trusted to perform.  Where this trust and expectation of one role is held by particular other roles, this is mentioned.  Expectations that are part of most commercial arrangements (e.g. that bills will be paid, contracts complied with) are not mentioned.  In order to avoid duplication, expectations upon roles are given (e.g. what A is trusted to do by B) but not the expectations upon others that each roles holds (i.e. the list of roles trusted by the SHO will not be given).

1.
M2M Equipment User/Subscriber (U/S) 

The U/S is not trusted in any specific way by this architecture.

2.        M2M Equipment Supplier (ES)

If the ES manufactures M2M terminals that host the USIM, the ES is trusted by the DR-SP, UDP-SP and the SHO to

· Supply terminals manufactured in a way that meet relevant security requirements on USIM hosting

· Securely insert Initial Connectivity Credentials in the M2M equipment

· Supply correct information to the ER-SP and PVA to enable these roles to verify the identity and compliance (to requirements of platform authenticity and integrity) of the terminal, respectively.

3.        Connectivity Service Providers (CSPs) 

3-1)        (Non-3GPP) Initial Connectivity Service Provider (N3G-ICSP) 

The N3G-ICSP, if it performs the authentication role of the CCIA, is trusted by the ICO and SHO to correctly report whether the terminal was authenticated for Initial Connectivity or not.

The N3G-ICSP is trusted by the CCIA to delete any Initial Connectivity Credentials after they have been used.

3-2)        (3GPP) Initial Connectivity Operator (ICO) 

The ICO is trusted by the U/S with respect to a particular terminal to correctly provide connectivity for the Discovery and Registration Service Provider (DR-SP) while it is aiding discovery by the terminal of the SHO.

The ICO is trusted by the ES and the U/S to use the Authentication Vectors to derive AKA keys that will be used to protect communication between the M2ME and the VO before SHO’s USIM/ISIM is provisioned to the M2M equipment. 
3-3)        (3GPP) Visited Operator (VO) 

The VO is trusted by the provider of the Initial Connectivity Credentials to delete Initial Connectivity Credentials after they have been used.

The VO is trusted by the ICO and SHO to correctly report whether the terminal was authenticated for Initial Connectivity or not.

3-4)        (3GPP) Selected Home Operator (SHO) 

4.        Application Service Providers (ASPs) 

4-1)        Discovery and Registration SP (DR-SP) 

The DR-SP is trusted by the ES, U/S, and the SHO to aid the discovery of the SHO by the M2M equipment and the registration of the M2M equipment at the SHO. 
4-2)        USIM/ISIM Downloading and Provisioning Service Provider (UDP-SP) 

The UDP-SP is trusted by the SHO to only download a USIM/ISIM when instructed to do so by the SHO and to carry out SHO specified activities prior to USIM/ISIM download. 

The UDP-SP is trusted to securely generate/store USIM parameters prior to their download to M2M equipment.

5.        Validation Authorities (VAs) 

5-1)        Connectivity Credentials Issuing Authority (CCIA) 

The CCIA is trusted by the ICO to correctly validate the Initial Connectivity Credentials the M2M equipment presents for initial network attach. 

The CCIA is trusted to distribute Initial Connectivity Credentials only to authorised ES who is committed to install them only within compliant M2M equipment.
5-2)        Platform Validation Authority (PVA) 

The PVA is trusted by the SHO and the DP-SP to correctly validate the compliance status regarding authenticity and integrity of the M2M equipment
6.        Regulator (RG)

















































