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Introduction

The contribution is an update of the earlier submitted S3a071011 to the SA3 adhoc in December, which contained a start of the threat analysis for the work on H(e)NB security Study Item. We propose to include this updated analysis in the new TR on H(e)NB security (section 2,3 and 4)
S3a071011 has been modified and restructured in the following way:

· Added new threats 12, 13, 16.

· Classified the impacts of the threats: user, operator, H(e)NB.

· Removed categorization "A"/"B" of threats.

· Handled threats more generically, but with still referencing to implementation details if found necessary.

· Added a security requirements section, derived from the analysis of the threats.

A separate pseudo-CR has not been provided. As it is the first meeting where content will be added to the TR, this is left over to editor to find the suitable places and integrate the content.

Furthermore we propose not make separate threat-clauses specific for following three architectural variants:

a) HomeNB: UMTS case where UP encryption does not terminate in HomeNB

b) HomeNB: UMTS case where UP encryption terminates inside HomeNB (collapsed RNC/NB)

c) HeNB: LTE case (UP encryption in HeNB, but NAS signaling terminating outside HeNB)

but to detail the difference in the threat consequences. This approach is useful to avoid repetition in described threats and thus enhances TR readability. To give an example: 10 out of 16 threats deal with eavesdropping and impersonation/masquerading attacks. The attack on the above variants is the same but the consequences are different due to different NAS signaling and UP termination points in these variants. 

Furthermore we have implemented the suggested responses to the issues raised in the email discussion on the SA3-email reflector from which a summary is provided in S3-080041.

2
Threat Analysis overview 

Authentication scheme and terminology
Different solutions are possible for authentication of H(e)NB towards the core network. We distinguish these solutions by

a) the device authentication scheme

b) the type of secure credential storage.

This results in considering following cases:

Table 1: Different authentication tokens variants

	
secure credential storage
	device authentication scheme

	
	shared key
	Certificates

	Irremovable
	Case 1
	Case 2

	removable
	Case 3
	Case 4


NOTE: This does not exclude combinations of the above solutions: Example, a removable token combined with an onboard certificate.

NOTE: The threats section uses the term 'authentication token' to denote the collection of the above cases. Where needed a certain property of the authentication token (e.g. row, column above) may be under attack in the threat analysis.

Architecture

On the architecture we assume that 

a) A kind of access concentrator function (e.g. Gateway) maybe the first contact in the core network (i.e. within a secured domain) for the H(e)NB.

b) Home access point (like H(e)NB are normally connected to the Internet via some access device (e.g. ADSL, cable modem). In these cases, such access device could be integrated with the H(e)NB, or be in a separate box.
c) A software distribution centre or O&M centre is supposed to be located in a secured domain.

H(e)NB terminology:

Regarding the UP encryption, three cases have to be differentiated:

a) HomeNB: UMTS case where UP encryption does not terminate in HomeNB

b) HomeNB: UMTS case where UP encryption terminates inside HomeNB

c) HeNB: LTE case

Where applicable the difference in consequences will be described.

Description template:

The analysis structure from S3a1011 has been slightly adapted and is now as follows:

Description; Probability; Impacts; Threats to assets; Mitigation

The derived requirements (mitigations) are summarized in section 4:

Following threats are covered in the following section:

1) Compromise of H(e)NB authentication token by a brute force attack via a weak authentication algorithm.

2) Compromise of H(e)NB authentication token by local physical intrusion.
3) Inserting valid authentication token into a manipulated H(e)NB.

4) User cloning the H(e)NB authentication Token.

5) Man-in-the-middle attacks on H(e)NB first network access.

6) Booting H(e)NB with fraudulent software (“re-flashing”).

7) Fraudulent software update / configuration changes.

8) Physical tampering with H(e)NB.

9) Eavesdropping of the other user’s UTRAN or E-UTRAN user data.
10) Masquerade as other users. 

11) Changing of the H(e)NB location without reporting.

12) Software simulation of H(e)NB.

13) Traffic tunnelling between H(e)NBs.

14) Misconfiguration of the firewall in the modem/router.

15) Denial of service attacks against H(e)NB.

16) Denial of service attacks against core network.
17) Compromise of an H(e)NB by exploiting weaknesses of active network services.
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Threat Analysis Details: 

1) Compromise of H(e)NB authentication token by a brute force attack via a weak authentication algorithm.

Prerequisites: Token with weak authentication algorithm is used for H(e)NB authentication to the operator’s network. This threat refers to a specific usage of shared secrets for H(e)NB authentication i.e. the cases 1 and 3 of Table 1.

Description: An example for a token using a weak authentication algorithm is GSM SIM with COMP128-1, which is known to be possible to crack by brute force. In an H(e)NB setting such attacks could be launched from spoofed network access concentrator on internet if initial communication with access concentrator is not adequately secured.

Probability: Possible.

Impact: Harmful.

Threats to assets: 

1) H(e)NB:  An attacker gain unauthorized access to H(e)NB with above mentioned weak token

2) Operators Network: An attacker could use the obtained authorization to try to mount further attacks towards the core network.

3) User: --

Mitigation: Any authentication token with a weak algorithm like GSM SIM with COMP128-1 should not be used for H(e)NB authentication. S1/X2 link protection mechanism should be strong enough. 

NOTE 1: In S3-070614 SA3 answers suggests that for initial authentication S1-based authentication should be used. "Authentication of Home NodeB to the Serving Network, as well as Serving Network to the Home NodeB is needed and required to ensure overall security of the 3GPP system. As far as authentication when first connected, the security will need to be maintained, perhaps by maintaining  a security context between Home NodeB and rest of network. SA3 is currently specifying security mechanisms for S1 interface, which may be applicable to Home NodeB. However, SA3 would also like to add that these answers are not limited to LTE-based Home NodeB's."

NOTE 2: SA3 have decided to use certificates based authentication on S1 and X2 interfaces.
2) Compromise of H(e)NB authentication token by local physical intrusion

Description: An attacker reads authentication credentials from the wires of the H(e)NB. After that, any other device can use it and impersonate the H(e)NB.

Probability: Depends on the implementation. If the H(e)NB authentication data is not stored in a protected domain, such as a TPM module or a UICC, the probability of such compromise is high. Otherwise, low.

Impact: Harmful. Threats assets are the same as in the previous case.

Mitigation: Authentication credentials of the H(e)NB shall be stored inside a secure domain i.e. from which outsider cannot retrieve the credentials.

3) Inserting a valid authentication token into a manipulated H(e)NB.

Prerequisites: H(e)NB authenticates to the network with a removable token (e.g. a UICC) or an embedded UICC or TPM that can be physically removed (i.e. case 3 and 4). 

Description: User inserts/installs valid authentication token into a fake H(e)NB.

Impact: A device (manipulated H(e)NB) with some other functionality (re-flashed H(e)NB, or an H(e)eNB from another, incompatible manufacturer), can identify itself to the operator using a valid credential, and proceed with any kind of security violation. The consequences on the unknowing user are due to manipulations of the H(e)NB.

Threats to assets: 

1) Threats to H(e)NB: Introduce malicious configuration changes

2) Threats to operator: Attacks to the infrastructure (radio, core), misuse of user channels, changed signalling. 

3) Threats to user: eavesdropping, impersonation of legitimate user due to H(e)NB manipulation.

Mitigation: the authentication token of the H(e)NB should not be physically removable. Also new users could be required to explicitly confirm their acceptance before being joined to an H(e)NB. This way an H(e)NB owner could only perform eavesdropping/masquerade attacks against those who join the H(e)NB. This approach relies on additional access control being enforced in core network, not just only at the H(e)NB.

4) User cloning the H(e)NB authentication Token. 

Prerequisites: The token used to authenticate H(e)NB can be cloned and is inserted in a genuine H(e)NB.

Description: Attacker clones authentication credentials of legitimate H(e)NB and installs credentials into another H(e)NB. The cloned H(e)NB is activated near the legitimate H(e)NB and used to eavesdrop or masquerade as users authorised to use the legitimate H(e)NB. The difference to Threat 3 is that the attack is mounted using an unmodified, legal H(e)NB.

Impact: very harmful. 

Threats to assets: 

1) Threats to H(e)NB:  --

2) Threats to operator: Legitimate user is billed for attacker’s calls. If the operator decides to stop service for H(e)NB whose clone is detected, legitimate user loses service.

3) Threats to user: Ability to eavesdrop/spoof GSM/3G/LTE calls would have serious and wide-ranging impacts. If the H(e)NB works in an open mode and UP ciphering terminates inside H(e)NB, the impact of the attack is worse since the attacker could eavesdrop or spoof any mobile terminal, not just those authorized to use the cloned H(e)NB.

Mitigation: the authentication credentials of the H(e)NB should be difficult to clone. Also new users could be required to explicitly confirm their acceptance before being joined to an H(e)NB. This way an H(e)NB owner can only perform eavesdropping/masquerade attacks against those who join the H(e)NB. This approach relies on additional access control being enforced in core network, not just at the H(e)NB. Multiple instances of the same H(e)NB should not be allowed simultaneous access to the core network. Some forms of location locking (e.g. to DSL line) may also help to mitigate this threat.

5) Man-in-the-middle attacks on H(e)NB first network access

Prerequisites: H(e)NB does not have unique authentication credentials, pre-installed at the factory or inserted into the H(e)NB.

Description: H(e)NB makes a first contact to the operator’s network. During this contact, operator’s endpoint cannot reliably identify the peer. An attacker on the internet can intercept all traffic from H(e)NB and later get access to all private information, impersonate the H(e)NB and so on. If the authentication data is not unique to the H(e)NB, a replay attack can be possible.

Probability: Possible.

Impact: Very Harmful.

Threats to assets: 

1) Threats to H(e)NB:  --

2) Threats to operator: If the attacker get in the possession of non-unique initial contact credentials then an attacker may try to obtains network access for whatever H(e)NBs..

3) Threats to user: Such attack allows for eavesdropping of all the data, passing between the H(e)NB and the network, and also for sending any data on behalf of any party.

Mitigation: H(e)NB shall have authentication credentials already during the very first contact with the network. These credentials shall be recognized at the operator’s site. Un-authenticated traffic should not be accepted even at the “first-contact” phase. Either USIM on a UICC, or vendor certificates could be used for this. The logistical consequences could be different. UICC would have to be inserted in the H(e)NB by the point of sales or customer. UICC-based solutions for H(e)NB authentication do not provide mutual authentication between the first node in the Serving network (e.g. Security gateway, or MME or SGSN) and the H(e)NB. Mutual authentication in this case is between the HSS and the UICC.

6) Booting H(e)NB with fraudulent software (“re-flashing”)

Description: Boot software at the H(e)NB is modified by the attacker.

Probability: Very likely. For example, re-flashing of mobile phones to avoid various restrictions is a common practice in some parts of the world.

Impact: up to disastrous. Possibility to use any software can mean any violation of the security: 

Threats to assets: 

1) Threats to H(e)NB: Adding non-official software may cause non-optimized functioning of the H(e)NB.

2) Threats to operator: attack on the radio interface (jamming), denial of service possibilities.

3) Threats to user: eavesdropping on communication, impersonation towards the network.

Mitigation: Booting process shall be secured by the cryptographic means, for example using a TPM module. The Rel-99 USIM, if used, does not protect the boot process, so additional security measures are needed in case of USIM-based H(e)NB authentication towards the network.

7) Fraudulent software update / configuration changes

Description: H(e)NB should naturally accept software updates from the network. If the software distribution center is compromised, a huge number of access points may receive and install malicious software.

Probability: Possible. A compromise of the SW distribution center / O&M facility is required first. The software distribution centre / O&M facility is supposed to be located in a secured network domain. However possibility of a malicious insider / disgruntled employee should not be discounted.

Impact: Extremely harmful. Possibility of very powerful distributed attacks if many H(e)NB are impacted. 

Threats to assets:
1) Threats to H(e)NB: Adding non-official software may cause non-optimized functioning of the H(e)NB.

2) Threats to operator: attacks on the radio interface, service costs: all compromised access points must be manually re-flashed. Denial of service attacks to the network could mounted.

3) Threats to user: eavesdropping, impersonation
Mitigation: All software updates and configuration changes shall be cryptographically signed, and H(e)NB shall have means to verify the signature. 

8) Physical tampering with H(e)NB 

Description: H(e)NB components could be modified or replaced. 

Probability: Possible. A user (attacker) could change components in his H(e)NB, e.g. to extend coverage 

Impact: Harmful. 

Threats to assets: 

1) Threats to H(e)NB: Physical tampering may introduce some degradation of H(e)NB lifetime.

2) Threats to users of H(e)NB: Malicious HW configuration may imply health risks. Modified RF components may interfere with other wireless devices in the environment of the user and cause them to malfunction.

3) Threats to operator: an H(e)NB with modified RF components could have adverse affects on surrounding macro network.

Mitigation: H(e)NB shall be physically secured to a moderate extent to prevent easy replacement of components. Trusted computing techniques could be used to detect when critical components are modified or replaced..
9) Eavesdropping of the other user’s UTRAN or E-UTRAN user data

Necessary conditions: H(e)NB leaves user traffic unprotected in some part of the H(e)NB; this refers in particular to the HeNB and HomeNB where UP ciphering terminates inside HomeNB. 

Description: an attacker purchases H(e)NB, installs it, and configures to the open access mode. Data, which is neither available unprotected on air-interface, nor with IP-interface security, is read (for example, by inserting a card in the bus of the H(e)NB, where that data flows). Victim is using normal air interface, but camps to this H(e)NB without knowledge. All data, flowing between the victim and the network, could be read.

Probability: Possible. First, reading data from wires is still difficult. Second, manufacturers are strongly recommended (or even requested) to run the processing inside one chip. If a manufacturer cannot provide this, then at least some obfuscation or encryption with a secret key would be applied to the open data. 

Impact: (very) harmful, dependent on sensitivity and value of communicated data.

Threats to assets:

1) Threats to H(e)NB: The threats of physical tampering are described in Threat 8.

2) Threats to users of H(e)NB: Privacy of users can be seriously harmed without them ever knowing about it. Such H(e)NB can be used as a “general air interface sniffing device”, unless users, concerned about their privacy and suspecting that they are eavesdropped, choose to select network manually on their devices. If the H(e)NB works in an open mode, the impact of the attack is worse since the attacker could eavesdrop any mobile terminal, not just those authorized to use the H(e)NB.

3) Threats to operator: --.

Mitigation: Unprotected user data should never leave a secure domain inside H(e)NB. The user could be notified when the UE camps on a closed or open type H(e)NodeB.  User could be notified (or give his/her explicit acceptance) when he/she is added to the access list of a closed type H(e)NB.
NOTE 1: Whether there are requirement for H(e)NB to work in the open mode shall be verified.

NOTE 2: The threat not only applies to open mode, but to closed mode as well. See following scenario: Suppose members of the same family, who once added their numbers to the access list. Later, Marc installs a sniffing device, and records everything what Bernhard is talking with his friends. This is not acceptable. And explicit adding does not help: Bernhard still expects that his calls are private.

10) Masquerade as other users
Necessary conditions: H(e)NB leaves user traffic unprotected in some part of the H(e)NB;  this refers in particular to the HeNB and HomeNB where UP ciphering terminates inside HomeNB.

Description: an attacker purchases H(e)NB, installs it, and configures it to the open access mode. Victim is using normal air interface network, but camps to this H(e)NB without knowledge. All data, flowing between the victim and the network, could be read. The difference with Threat 9 is that that in 9 the 'attacker' only listens, while in threat 10 attacker also injects spoofed traffic.

Threats to assets:

1) Threats to H(e)NB: As described above.

2) Threats to user: Attacker can eavesdrop the victim’s data or spoof calls from H(e)NB towards core network masquerading as victim without his/her knowledge. In LTE spoofing calls might be difficult due to NAS security between UE and MME, but spoofed calls would be possible in 3G if encryption function has been collapsed into HBTS/HNB. Even if spoofed connection set ups are not possible in LTE, then packet injection type attacks would still be possible even with NAS security in place.

3) Threats to operator: --.

Probability: Possible, but probably more difficult than eavesdropping threat. 

Impact: (very) harmful. Ability to spoof 3G/LTE calls would have serious and wide-ranging impacts. If the H(e)NB works in an open mode, the impact of the attack is worse since the attacker could eavesdrop any mobile terminal, not just those authorized to use the H(e)NB.

Mitigation: Unprotected user data should never leave a secure domain inside H(e)NB. The user could be notified when the UE camps on a closed or open type H(e)NB.  User could be notified (or give his/her explicit acceptance) when he/she is added to the access list of a closed H(e)NB.
NOTE: Whether there are requirement for H(e)NB to work in the open mode shall be verified.

11) Changing of the H(e)NB location without reporting

Description: Customers may relocate the H(e)NB and make the provisioned location information invalid.

Probability: Very likely.

Impact:  Harmful:

Threats to assets:

1) Threats to H(e)NB: None
2) Threats to user: Emergency call from such H(e)NB cannot be reliably located, or routed to correct emergency centre. This also violates governmental requirements in some counties.

3) Threats to operator:

· Frequency planning of other operators may be affected in the new place. In some countries, operators are mandated to report all emitters at certain frequencies to authorities.

· Lawful interception position reporting becomes impossible.

· Revenue leakage as customer may get preferential call rates even when outside their authorized home/office zone. The would especially be a problem if H(e)NB is taken to another country.

Mitigation: Location locking mechanism shall be designed and implemented. If a removable token-based approach is used for authenticating the H(e)NB (case 3 or 4), it may be easier for an attacker to benefit from a weak or non-existent location locking mechanism.

12) Software simulation of H(e)NB

Description: The communication of the H(e)NB with the core network is simulated by a software application running on a computer connected to the home network, with or without the user’s consent. 

Probability: Probably low, depending on the strength of the authentication of the H(e)NB with the Core network and on the measures to prevent cloning of the authentication token.

Impact: Very harmful.

Threats to assets:

1) Threats to H(e)NB: Operator could bar misbehaving simulator potentially also affecting the genuine H(e)NB.

2) Threats to user: If H(e)NB simulation software runs without the users’ consent, the internet connection of the user could maliciously abused by an attacker.

3) Threats to operator: (if fraudulent user runs the simulation intentionally)

· Simulated H(e)NBs can easily be cloned or carried to other locations. Lawful interception position reporting becomes impossible.

· Revenue leakage as customer may get preferential call rates even when outside their authorized home/office zone.

· Denial of service attacks could be carried out.

Mitigation: As software simulation cannot be prevented, is it necessary to enforce strong H(e)NB access authentication and to prevent cloning of the authentication token..

13) Traffic tunnelling between H(e)NBs

Description: A H(e)NB is used at a legal location but with (additional) traffic from one ore more different, not legal locations. The illegal additional traffic is tunnelled via internet to the legal H(e)NB.

Probability: Unclear. 

Impact: Very harmful.

Threats to assets:

1) Threats to H(e)NB: Overload conditions may appear

2) Threats to user: If traffic tunnelling takes place without the users’ consent, the H(e)NB of the user could be maliciously abused by an attacker.

3) Threats to operator: 

· Calls or data traffic can originate from any location. Lawful interception position reporting becomes impossible.

· Revenue leakage as customer may get preferential call rates even when outside their authorized home/office zone.

Mitigation: H(e)NB should be able to detect traffic that does not originate from locally connected UE. One countermeasure is to enforce that only authenticated UE is allowed to be used with the H(e)NB.

14) Misconfiguration of the firewall in the modem

Description: Home access point (like H(e)NB) are normally connected to the Internet via some wired access (e.g. ADSL, cable modem). In these cases, a modem/router could be integrated with the H(e)NB, or be in a separate box. Firewall in the modem/router normally is controlled by the user via some web interface. But the H(e)NB requires defined network services (such as TCP or UDP ports) to communicate with a GW of the core network. These services being closed prevent the H(e)NB from connecting to the operator’s network. If the modem is not integrated with the H(e)NB, user shall configure it properly, which is error-prone.
Probability: Possible.

Impact: Annoying, mainly service reliability and usability degradation.

Threats to assets:

1) Threats to H(e)NB: --

2) Threats to user: Denial of service. If emergency calls are prohibited, the impact could be life-threatening.

3) Threats to operator: --

Mitigation: In case when the modem/router is integrated with the H(e)NB, it shall have pre-defined and not changeable configuration of the H(e)NB access channel. In case when the modem is a separate box, its correct configuration shall be enforced. One possible approach may be using uPnP mechanism. An additional firewall within the H(e)NB would also be useful. 

Note: It should be clarified under which conditions emergency calls are allowed via close/open H(e)NBs (SA1).

15) Denial of service attacks against H(e)NB

Description: attacker organizes (probably distributed) denial of service attacks against H(e)NB.

Probability: Possible.

Impact: Annoying. H(e)NB is not vulnerable to denial of service attacks more than any IP device on the Internet. When the IP-level cryptographic protection of the S1/Iu-link is used, DoS traffic (which is assumed to be unauthenticated) is filtered out already at the authentication phase.

Threats to assets:

1) Threats to H(e)NB: ---

2) Threats to user: denial of service

3) Threats to Operator: ---
Mitigation: H(e)NB is partially relieved from the processing load if a firewall at the modem is present, and configured to pass only IKE negotiations and ESP-encrypted traffic to the H(e)NB. We note that IKEv2 (when used on e.g. S1 or X2) is more robust against DoS attacks than IKEv1.

16) Denial of service attacks against core network

Description: attacker organizes (probably distributed) attacks against elements in the core network from (multiple) H(e)NB(s) or from the backhaul link.

Probability: Possible.

Impact: Annoying. When the IP-level cryptographic protection of the S1-link is used, DoS traffic (which is assumed to be unauthenticated) is filtered out already at the authentication phase.

Threats to assets:

1) Threats to H(e)NB: --

2) Threats to user: DoS as consequences of operators networks DoS

3) Threats to operator: denial of service
Mitigation: Core network has to be secured against unauthorized traffic from the internet by adequate firewalls.
17) Compromise of an H(e)NB by exploiting weaknesses of active network services.

Description: H(e)NB will usually have several  network services (protocol handlers) listening on its network interface(s). These services may be required for operation (e.g. DHCP, IKE, IPsec, PPPoE), or they may be listening due to the device's design (e.g. RPC portmapper). Specifically crafted attack traffic injected via the backhaul network or the local connection may cause protocol handlers to fail, and subsequently compromise the whole H(e)NB. 
Probability: Possible. This is the most prevalent type of remote attack in IP networks.
Impact: Extremely harmful. Possibility of very powerful distributed attacks if many H(e)NB are impacted. 

Threats to assets:

1)       Threats to H(e)NB: Adding non-official software may cause non-optimized functioning of the H(e)NB.

2)       Threats to operator: attack on the radio interface (jamming), denial of service possibilities. Attacks directed against the Core Network or Management Centres.
3)       Threats to user: eavesdropping on communication, impersonation towards the network.
Mitigation: Minimised network services (disabled or firewalled), robustness testing for functional protocol handlers, intrusion detection looking for abnormal H(e)NB behaviour, regular reset to a securely verified system state.
4
Proposed security requirements for H(e)NB

Based on this threat analysis, the security requirements for H(e)NB can be summarized as follows:

1) Only tokens with strong authentication algorithms should be used for H(e)NB authentication against the core network. (Threats 1, 12).

2) Link protection mechanism between the Core network and the H(e)NB should be of adequate cryptographic strength (Threat 1).

3) Authentication credentials the H(e)NB shall be stored inside a secure domain i.e. from which outsider cannot retrieve or clone the credentials (Threats 2, 3, 4, 12).
4) New users should be required to explicitly confirm their acceptance before being joined to an H(e)NB (Threats 3, 4, 9, 10).

5) H(e)NB and core network should mutually authenticate each other, including the first initial contact (Threat 1, 5, 12).

6) The booting process of the H(e)NB shall be additionally secured by cryptographic means (Threat 6).
7) Software updates and configuration changes for the H(e)NB shall be cryptographically signed and verified (Threat 7).

8) Unprotected data should never leave a secure domain inside H(e)NB (Threats 8, 9, 10).

9) Effective location locking mechanism shall be implemented (Threat 11).
10) Only authenticated UE's shall be allowed to be used with the H(e)NB (Threat 13). Only emergency call can be an acceptable exception.
11) A correct configuration of the modem/router to which the H(e)NB is connected shall be enforced (Threat 14). 
12) Unauthenticated traffic shall be filtered out on the links between the core network and the H(e)NB (Threats 15, 16).
13) H(e)NB should be run with minimised network services (disabled or firewalled), and test regular for a securely verifiable system state (Threat 17)
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