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1 Introduction 
Contribution S3-080036 by Qualcomm Europe, Alcatel-Lucent, KDDI, Motorola, Nortel, Starent Networks, SPRINT presents a CR to TS 33.203 on the “Introduction of support for 3GPP2 IMS Access Security”. 
Nokia and Nokia Siemens Networks would like to state first that we fully support the goal of introducing 3GPP2 IMS security requirements in TS 33.203.
However, we identified certain problems with the text proposed in S3-080036, which are explained in this contribution. We therefore propose to modify the text. 
The problems concern the first paragraph of Annex X.3 “Application of clauses 5 through 8” in S3-080036, which we repeat here for the convenience of the reader: 

“The user’s subscription is authenticated by the S-CSCF (home service provider).  The security association between the UE and the first access point into the operator’s network (P-CSCF) is negotiated based on the protocol defined in RFC 3329 [21].  The options that may be negotiated using [21] are: tls, digest, ipsec-ike, ipsec-man, and ipsec-3gpp.  When the negotiated protocol is not ipsec-3gpp, clauses 5 through 8 of the main body of this document do not apply. In this case, a method other than AKA may be used to authenticate the UE. If the negotiated mechanism is tls (or digest), then the Annex O (or Annex N) of this specification shall apply. If the negotiated mechanism is “ipsec-3gpp” and a NAT device is present between the UE and the P-CSCF, then Annex M of this specification shall apply. If the negotiated mechanism is ipsec-ike or ipsec-man, then the requirements in SIP RFC [6] apply.”
2 Identified problems
1) Misunderstanding of RFC 3329: Regarding the use of “sip-sec-agree” (RFC 3329) there may be a misunderstanding in the first paragraph of Annex X.3 (as quoted above): RFC 3329 only defines the security mechanisms between the SIP client and the next-hop SIP entity, i.e. the P-CSCF. In particular, if SIP Digest is negotiated by means of RFC 3329 then Digest has to be run between UE and P-CSCF, with the P-CSCF acting as the server. So, RFC 3329 cannot be used to negotiate SIP Digest authentication in IMS, which is run between UE and S-CSCF, with the S-CSCF acting as the server. Therefore, reference to Annex N in the quoted text is inappropriate. Similarly, RFC 3329 has nothing to do with AKA authentication, but only with the use of the IPsec security associations established by IMS AKA to protect messages between UE and P-CSCF. Again, the reason is that IMS AKA is run between UE, S-CSCF and HSS, while RFC 3329 is only concerned with security mechanisms between UE and P-CSCF. We propose to modify the text accordingly.
2) 3GPP-relevance of ipsec-ike and ipsec-man: Furthermore, it is questionable to mention ipsec-ike and ipsec-man as mechanisms which can be negotiated by means of RFC 3329 in the normative part of this 3GPP specification as, according to text in S3-080036, the use of ipsec-ike and ipsec-man is not defined in this specification. So, all the current text in S3-080036 says is that one RFC can be used to negotiate a security mechanism defined in another RFC. There is no 3GPP impact whatsoever. Why would 3G TS 33.203 then have to incorporate this in normative text? We therefore propose to move this information to a NOTE.
3 Proposal
As a consequence of the identified problems, we propose to modify the first paragraph of Annex X.3 as follows: 
“The user’s subscription is authenticated by the S-CSCF (home service provider). The security association between the UE and the first access point into the operator’s network (P-CSCF) is negotiated based on the protocol defined in RFC 3329 [21]. The options that may be negotiated using [21], which are defined in 3GPP specifications, are: tls and ipsec-3gpp. If the negotiated protocol is ipsec-3gpp and no NAT device is present between the UE and the P-CSCF then clauses 5 through 8 of the main body of this document shall apply. If the negotiated mechanism is “ipsec-3gpp” and a NAT device is present between the UE and the P-CSCF, then Annex M of this specification shall apply. If the negotiated mechanism is tls then Annex O of this specification shall apply. 
NOTE1: RFC 3329 [21] also allows to negotiate the mechanisms digest, ipsec-ike, and ipsec-man for use between UE and P-CSCF. They are defined in SIP RFC 3261 [6].

NOTE2: RFC 3329 only defines the security mechanisms between the SIP client and the next-hop SIP entity, i.e. the P-CSCF. In particular, if SIP Digest is negotiated by means of RFC 3329 then Digest has to be run between UE and P-CSCF, with the P-CSCF acting as the server. So, RFC 3329 cannot be used to negotiate SIP Digest authentication in IMS, which occurs between UE and S-CSCF.






















































