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Introduction
TS 33.abc has specified security context transfer for handovers already. There are other cases when security context transfer is needed, e.g. when MME changes within LTE or for idle mode mobility from UTRAN/GERAN to E-UTRAN (and vice versa). This contribution describes security context transfer in those cases. 
Discussion

1. MME changes
If any changes between MMEs happen when moving inside LTE e.g. tracking area update with MME change or inter eNB handover with MME relocation etc. 
For the former case, the new MME will contact to the old MME to retrieve user information with Context Request message. The old MME will response it with Context Response message. The security context should be included in the Context Response message. 
For the later case, the security context should be delivered with Forward Relocation Request from source MME to the Target MME. 

2. In idle mode mobility 
Current TS23.401 (version 2.0.0) specifies e.g. the E-UTRAN Tracking area update procedure. The Tracking Area Update procedure takes place when a UE that is registered with an MME and/or a 3G/2G-SGSN selects an E-UTRAN cell. This procedure is initiated by an idle state UE. An Active flag in the TAU request message is a request by the UE to activate the radio and S1 bearers for all the active EPS Bearers by the TAU procedure. Security context should be transferred from the old MME/SGSN to the new SGSN/MME with Context Response message. 
TS33.abc, has specified security handling for interworking between E-UTRAN and UTRAN/GERAN under chapter 9 and 10 (TS 33.abc, version 0.30.), i.e. handover case. However, It should include the above idle mode mobility security context handling as well.
3. Proposal

We propose to add above missing cases to the TS33.abc in section 7.2.8, section 9.1 and section 10. 1 to improve security handling during all changes describe in above. 

pCR to TS 33.abc

================ 1st change ================

7.2.8 Key handling in handover
At an eNB handover with MME relocation, the KeNB is chained in the same way as if it was a regular intra-MME eNB handover. However, there is the possibility that the source MME and the target MME do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target MME re-derives the NAS keys from KASME using the NAS algorithm identities as input to the NAS key derivation functions. All inputs, in particular the KASME, will be the same in the re-derivation except for the NAS algorithm identity. It is essential that the NAS sequence numbers are not reset unless the KASME changes. This prevents that, in the case a UE moves back and forth between two MMEs the same NAS keys will be re-derived time and time again resulting in key stream re-use. Since KASME only changes when a new AKA is run, the NAS sequence numbers shall only be reset when there is a new AKA run. In case the target MME decides to use NAS algorithms different from the ones used by the source MME, a NAS SMC shall be sent from the MME to the UE. This NAS Key and algorithm handling also applies to other MME changes e.g. TAU with MME changes.
================ 2nd change ================

9.1
Idle mode mobility
9.1.1 From E-UTRAN to UTRAN

The E-UTRAN NAS Attach Request and TAU Request messages shall include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed.
The MME shall transfer UE’s UTRAN and GERAN security capabilities and CK' || 'IK.to SGSN with Context Response/SGSN Context Response message. SGSN shall include the allowed security algorithm and transfer to RNC with SMC message.  RNC will select security algorithms and indicate to UE whenever needed.
9.1.2
From UTRAN to E-UTRAN

SGSN shall be informed by the UE about its EPC/E-UTRAN security capabilities. This happens via the MS Network Capability IE that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.
SGSN shall also transfer UE’s EPC/E-UTRAN security capabilities to the new MME in the Context Response/SGSN Context Response message. MME shall select security algorithms and will indicate to UE by e.g. NAS SMC. If Active flag in the TAU request message is on (i.e. in case of UP ciphering was activated in UTRAN), MME shall derive KeNB based on K’ASME and NAS sequence number of Tracking area update Request message. MME deliveries it to eNB by S1-AP message 
================ 3rd change ================
10.1
Idle mode mobility
10.1.1
From E-UTRAN to GERAN

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed.
MME shall transfer UE’s UTRAN and GERAN security capabilities and CK’ and IK’ to SGSN. SGSN shall select the encryption algorithm to use in GERAN when needed. 
10.1.2
From GERAN to E-UTRAN

SGSN shall transfer CK || IK to MME in the Context Response/SGSN Context Response message. MME shall derive K'ASME from CK || IK as described in the UTRAN to E-UTRAN handover case.

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: The assumption here is that an SGSN that supports GERAN to E-UTRAN change is capable of 3G AKA and stores the UMTS security context of a UE. Note that there is a risk that the UMTS security context available in SGSN was previously converted from a GSM security context. This is e.g. the case if prior to UE’s transition to active state, UE was changing in idle mode from an SGSN that does not support UMTS security contexts to an SGSN that supports UMTS security context handling. This case can be circumvented by enforcing 3G AKA after idle mode mobility from such an SGSN.

Editor’s Note: SA2 currently discusses parallel registration in GERAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.

SGSN shall be informed by the UE about its EPC/E-UTRAN security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

SGSN shall also transfer UE’s EPC/E-UTRAN security capabilities to the MME in the Context Response/SGSN Context Response message. MME shall select security algorithms and will indicate to UE by e.g. NAS SMC. If Active flag in the TAU request message is on (i.e. in case of UP ciphering was activated in UTRAN), MME shall derive KeNB based on K’ASME and NAS sequence number of Tracking area update Request message. MME delivers it to eNB by S1-AP message.
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