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1 Introduction 

 The current version of TR 33.812 “Feasibility Study on Remote Management of USIM Application on M2M Equipment” is v0.1.0. This version contains only one architectural alternative, cf. S3-070901. The result of a discussion on the SA3 mailing list on this alternative is reflected in a large number of editor’s notes. A fundamental concept in this alternative is that of a registration service. This concept seems to mix elements of providing initial connectivity as well as elements of initial provisioning at the application layer. The initial connectivity seems similar, but different from regular GSM/UMTS connectivity, using concepts such as preliminary IMSI, or PIMSI. Further, the registration service seems to be provided by a centralised resource. 

We provide another alternative here in the form of a pCR to TR 33.812, which is based on a clear separation of connectivity service and remote application management services. This alternative also suggests that a central registration service may not be needed – three distributed alternatives are described with discussion of their relative merits and shortcomings. This contribution provides separate sections on services, roles and functional entities.
We propose to include a new clause 5.2.2 “Architecture with separated connectivity and remote application management services”. We use the terms “M2M terminal” and “M2M user” introduced in TR 22.868.
We believe that our architectural alternative provdies a sufficiently general framework for describing also alternative 1 currently contained in TR 33.812 v0.1.0. In other words, we believe the two alternative could be merged. This, however, if agreed, has to be left to SA3#51.

In an companion slide set S3-080174, we address the concerns raised against TR 33.812 v0.1.0, and captured in editor’s notes there, in the light of this contribution.
For better readability, we did not use revision marks as the text in the entire clause 5.2.2 is new. 

2 Pseudo CR to TR 33.812 v0.1.0

5.2.2 Alternative 2 “Architecture with separated connectivity and remote application management services”

5.2.2.1 General
The fundamental issue for establishing operational M2M connectivity is the initial provisioning of the necessary credentials to the M2M terminal. As an MTM terminal can be constrained in its I/O capabilities as well as by its physical location, we cannot make the simplifying assumption that the M2M user always will have physical access to the MTM terminal and manually insert the credentials by means of a physical token or some other local wired or wireless interface. It must be possible to arrange any required post-manufacturing provisioning and application management to be carried out over the GSM/UMTS/EPS network itself. For the duration of this activity we call the GSM/UMTS/EPS connection by the name initial MTM connectivity, since the lifetime and functional scope of this connection is constrained in many of our architectural options. When the actual M2M credentials have been provisioned and activated and the MTM terminal has reached a long-term operational state the network connectivity is denoted operational MTM connectivity. Our aspiration is that the operational connectivity is no different from the connectivity of any other GSM/UMTS/EPS device, and that arranging the MTM initial connectivity requires a minimum of changes in the current network settings and protocols. 

The other term defined by this pCR is application management. In this term we also include the (U)SIM application management, i.e. the management of the network credentials and other settings and services residing within the (U)SIM application. We also single out M2M application management for maintenance of applications and services on the M2M terminal itself.   

For the activation of application management and connectivity our architecture defines two services – the connectivity activation service to enable initial (or operational) connectivity, and the very central application activation service which either performs M2M terminal management or resolves addressing issues for it. 

The following sections define the properties of the respective services. The document concludes with a few example instantiations of initial M2M provisioning possibilities, described in the architecture context.  

5.2.2.1.1 Glossary

(Only most relevant terms listed)

AAS

Application Activation Service

IMSI

International Mobile Subscriber Identity (SIM identity)

K(i)

SIM root key

M2M 

Machine – to – machine

OPc

Operator Constant: Milenage 3G algorithm configuration option

PIMSI

(vs. TR 33.812). The IMSI in use during in the initial connectivity (legacy or synthetic)
USIM

Subscriber Identity Module (application handling network authentication at the terminal)

5.2.2.2
Services
5.2.2.2.1 M2M Connectivity Services
An M2M connectivity service provides communication between two M2M entities attached to (possibly distinct) 3GPP-defined networks (GERAN, UTRAN, E-UTRAN), using the CS or PS services of these networks. The only difference from regular CS or PS services provided in GSM, UMTS or EPS is that M2M-specific filters may be applied in the terminal or in the network, which restrict the sets of entities with which an M2M terminal can communicate. 

The filters restricting the service could e.g. be realized by constraining communication to certain APNs in PS service.  

Editor’s note: an M2M entity is a functional entity which plays a role in the provision of M2M communication. The precise definition is left open at this point. 
In particular, the identities (IMSI, MSISDN), used by an M2M connectivity service are the same as those used in today’s GSM, UMTS or EPS systems. 

Editor’s note: it is ffs whether there is a restriction on future M2M communication growth through a shortage of IMSIs or MSISDNs. If so, then enhancements to these identities may be needed. This is, however, not within the remit of 3GPP SA3. 
Furthermore, the credentials used for connectivity are assumed to have the same functionality as SIM and USIM used in today’s GSM, UMTS or EPS systems. Nothing is meant to be implied in this clause 5.2.2 about the form in which these credentials are stored on the M2M terminal (SIM card, UICC, trusted HW module, soft SIM, etc..)

This approach to M2M connectivity services has the advantage that current GSM, UMTS or EPS systems do not need to be changed at radio, link or IP layer for M2M purposes. 
Initial M2M connectivity service:

This service restricts an M2M terminal to GSM, UMTS or EPS communication with dedicated M2M servers required for making an M2M terminal fully operational after initial start up of the M2M terminal. Such a dedicated server could e.g. be an M2M activation server, cf. below. 

Initial connectivity provisioning aspects – legacy credentials vs. synthetic ones: 

At least two alternative approaches for arranging credentials for the initial M2M connectivity can be envisioned. One is that the M2M terminal comes equipped with legacy credentials, i.e. functional GSM/UMTS credentials associated with an existing network operator at the time the M2M reaches the end customer (the assumption also includes the presence of the algorithm set corresponding to the operator in question).

It would depend on the type of M2M terminal when the SIM or USIM functions would be inserted in the M2M terminal. This could happen during manufacturing if the M2M terminal does not allow easy insertion of a SIM/USIM after the machine has been built, or after the M2M user purchased the machine and before the M2M terminal is switched on.  

In the legacy credentials approach, the same procedures as for users today could be used on the network side. This may, however, not be the most efficient way of handling M2M users. Optimized administration procedures for handling of M2M users, e.g. for handling bulk subscriptions, could be beneficial. There is also no need for M2M subscriptions to become active at the time SIMs / USIMs are issued. (cf. below under “activation service”) 

The other approach is to assume the presence of some default algorithms in the M2M terminal at the time of manufacturing, but to include in the device only “synthetic” credentials, not specifically assigned to or endorsed by any existing operator in the marketplace. In this setting it is assumed that the synthetic credentials are only used for connectivity during (initial) registration, and there is no business proposition to actually extend the lifetime or feature set of these credentials to turn them into credentials for the operational connectivity service – as would be a possibility in the legacy credentials approach. 
This architecture can be arranged by the introduction of a new (virtual) registration operator with roaming agreements in place for the purpose of M2M registration, whereby the credentials still can be structurally equivalent to legacy credentials, although they could never be used for any other purpose than M2M registration. Another way is to define the synthetic credentials based on a publicly known, mathematical (one-way) function f, i.e. f(Ku) = {IMSI, Ki, (OPc)}, where Ku would be set in the terminal at manufacturing, but also indicated on the M2M terminal or associated with the device in some other way. As an overview, the use of these credentials can be arranged by the end user indicating Ku to the operator (for the operational connectivity service) at the time when the service agreement is signed, whereby the operator will configure the credentials implied by Ku into its own AuC. 
In all abovementioned approaches, the M2M terminal would be accepted by the operator on network entry either as 1) a roaming customer or as 2) a local customer), and the initial connectivity would be carried out based on these credentials. 

Operational M2M connectivity service:

This service provides all the GSM, UMTS or EPS communication required by the M2M application. It may restrict an M2M terminal to communication with servers specific to the M2M application. E.g. when the M2M use case is car tracking then the M2M terminal would be restricted to communicating with the M2M server of a specific car rental company. This service could be seen as a regular GSM, UMTS or EPS service with an M2M-specific subscription profile. The above mentioned restrictions could then be part of the service restrictions implemented in a user/subscription profile.

Operational provisioning aspects: 

Cf. below under M2M application provisioning.

5.2.2.2.2
Remote M2M application management service

The M2M user and the M2M servers used by the M2M application, and perhaps even the M2M application itself, may not be known at manufacturing time. Then the provisioning of all parameters or SW related to the M2M application must be done remotely onto the M2M terminal. This is the function of the remote M2M application management service. This service can be used e.g. to download SW realizing the logic of a particular M2M application, or configuring application parameters, such as addresses of M2M application servers in the network. The specific case of provisioning the (U)SIM credentials is considered in section 5.2.2.2.2.
As an extension of this service the corresponding management actions in the network could be supported:

 
- in the communication network to implement the restricting filters, 

 
- in the M2M application servers so that they know which M2M terminals to accept.

Appropriate application layer security is likely to be required for this service. Relying on GSM/UMTS/EPS security alone may be insufficient. Due to the embedded nature of the M2M terminal, the origin of any software and its integrity must likely be cryptographically ascertained. Source validation or authorization functionality is also necessary when M2M terminal application configuration options are set. 

The use of OMA DM as a reference framework for application management seems to be a valid alternative.  

5.2.2.2.3
Remote USIM application management service
When M2M terminal are deployed in the field it may be technically difficult and / or costly to change the SIM cards or UICCs in the M2M terminals. I.e., it may be technically difficult for an M2M subscriber to change the connectivity provider (mobile operator) for M2M terminals in the field. Hence, a service is required to support operator change by changing (U)SIM applications remotely while the M2M terminal is in the field. Such a service must comprise at least two parts: 

· download of a new (U)SIM; 

· switching from old to new (U)SIM in such a way that connectivity is guaranteed all the time. 
Appropriate application layer security is likely to be required for this service. Relying on GSM/UMTS/EPS security may be insufficient, since  GSM/UMTS/EPS security would allow the visited operator to read the (U)SIM credentials. (U)SIM credentials are so sensitive that only dedicated entities in the home network and in the MTM terminal shall know them. Furthermore, the cryptographic strength of GSM encryption algorithms is questionable, and integrity is not provided in GSM.
The details of the provisioning protocol are not considered in the scope of this text, but the following principles are put forth as fundaments for the (U)SIM provisioning activity:

· The protocol is carried out over a data channel between the M2M terminal and the AAS, after the initial connectivity has been arranged, and the AAS address has been resolved by the M2M terminal.
· A secure binding between the MTM terminal and the (U)SIM provisioning messages destined for it must exist during provisioning. Depending on implementation choices, in this context an additional “trust service / server” may also be needed in a final architecture. Alternatively or complementary to this, user activity in the provisioning process may provide input for the binding.

· The confidentiality and integrity of the (U)SIM credential secrets in transfer to the M2M terminal must be ascertained.
· Usability aspects should be taken into account. The M2M user should ideally be able to treat the activation of the operational connectivity and the (U)SIM provisioning as one operation, process-wise not too different from the current activity of purchasing a new pre-paid SIM or establishing a contract with a network operator. If legacy (U)SIMs are provisioned then this treatment as one operation is not required.
OMA-DM is identified as one suitable framework for U(SIM) provisioning. However, the requirements in terms of security (e.g. device binding) are not immediately satisfied by the current protocol, and if chosen, at least some new self-contained data structures (in the security sense) will be needed for (U)SIM provisioning with OMA-DM.

In the context of (U)SIM provisioning, the data that needs to be provisioned includes

- The (U)SIM application secret Ki (for SIM) or K (for USIM)
- The mobile subscriber identifier IMSI
- Algorithm specification / identifiers. E.g. for Milenage 3G, this includes the operator constant OPc

In addition to the basic security-relevant information, the (U)SIM application may contain a large amount of network-specific configuration information like data access points and SMS service center addresses. Some of this basic information could be part of the initial provisioning messages, but the provisioning of this data does not need the same security guarantees as the keying.
5.2.2.2.4 Connectivity activation service
The period between the point in time of provisioning (U)SIM functionality into the M2M terminal, cf. above, and the point in time of starting to use connectivity may be quite long (perhaps weeks or even months). In the legacy credentials case, for the operator providing the initial connectivity service it may be undesirable to have live subscriptions in his network without any activity over an extended period of time. 

Therefore, a service may be useful (but not mandatory) by which an M2M user can indicate to the initial connectivity service provider that the M2M terminal is going to be switched on, and the subscription has to be activated in the network. Such a service could e.g. be realized over an appropriately protected web portal. 

5.2.2.2.5 Application activation service
This service is crucial for this architecture. It is a prerequisite for the use of the remote USIM /M2M application management services. During the connection to the application activation service, the M2M terminal will be provisioned with

· software functionalities / updates / algorithms needed for its upcoming operational use

· credentials for accessing the network during operational connectivity

· additionally needed naming, network, or service parameters

Resolving the address of the application activation service can be done in one of many alternative ways. Any security association between the M2M terminal and the application activation server must also be managed. 

After initial start up, the M2M terminal shall contact the application activation server. The application activation server then provides the M2M terminal with the required parameters (addresses, security association) for the following two services:

 - a remote M2M application management service, cf. above. This service is always needed unless the details of the M2M application have already been configured into the M2M terminal before start up.

 - a remote (U)SIM application management service, cf. above. This service is only required when the initial connectivity cannot provide operational connectivity as well, or if the M2M user wants to change the connectivity provider. When the M2M subscriber decides at a later point to change the connectivity provider then the address of the (U)SIM application management server cannot be known at start-up time, but security credentials for such a server and conditions when to accept a request from an unknown such server could be made known to the M2M terminal at start-up time. 

The application activation service needs input from the M2M user or M2M subscriber regarding the parameters for the particular M2M application server or the (U)SIM application management server run by a new connectivity provider, in some scenarios, also the new (U)SIM credentials of the connectivity provider. The M2M user or M2M subscriber could provide this input e.g. through a web portal, located either at the connectivity activation service or with the new connectivity provider. 

There is no need for a central application activation server. E.g. every initial connectivity provider could also operate an application activation server. Alternatively, such an application activation server could be provided by a third party.

5.2.2.2.5.1 Resolving the network location of the application activation service
The network location of the application activation service needs to be known to the M2M terminal at the time the M2M terminal initially connects to the network. In the case where legacy credentials are used, the most straightforward approach is that the initial connectivity provider or the device manufacturer provides this service, and pre-configures the address of the service into the M2M terminal at the same time when the legacy credential is inserted into the M2M terminal. If the naming is provided at a sufficiently high level of abstraction (e.g. a DNS name) the actual location of the server may move during the lifetime of the system. The name can be globally resolvable, or it can be a fixed address (for all devices) that needs to be resolved in the local access network. The latter would e.g. be a reasonable choice when using synthetic credentials with constructed addresses, where roaming during initialization with a high possibility could not be supported.

The drawbacks of the fixed (legacy) address approach lies in the longevity of the solutions, a longer time might pass between MTM terminals being manufactured and them being taken into active use. This implies that the stakeholders operating the application activation service must commit to it for an extended period of time – and it is not immediately visible whether there is (in all scenarios) a viable revenue stream for such operations.

5.2.2.3 Roles
The following functional roles have been identified in the scope of M2M operation and activation.
M2M terminal user / M2M terminal subscriber

The person or organization that the service provided by the M2M terminal targets or benefits. Typically the owner or beneficiary of the operator subscription. The M2M terminal user will manage the application activation of the M2M terminal.
Editor’s note: for conventional services and terminals, it is clear how to distinguish user and subscriber. But, for M2M terminals, there is no person “using” the terminal in the traditional sense as the M2M terminal is typically unattended. It should therefore be reconsidered how to precisely define the roles of M2M terminal user and M2M terminal subscriber, and whether they really are two separate roles. 

M2M terminal manufacturer

The manufacturer of the M2M terminal. The manufacturer may be a business stakeholder in the initial connectivity service or in the application activation service. 

Connectivity provider

The network operator providing connectivity in the operational state of the M2M terminal. In some activation scenarios, a separate initial connectivity provider can be identified. In other scenarios, the provider of initial and operational connectivity coincide. 
M2M application provider

A service entity that typically provides a service implemented using M2M terminals by means of applications embedded in or provisioned to M2M terminals.

Remote (U)SIM management provider

The management endpoint of the USIM application configuration, providing to the M2M terminal the USIM credentials of the connectivity provider.

Activation service provider

The entity operating the application and possibly the connectivity activation service. Depending on the activation scenario, the service provider can be one of the following: manufacturer, connectivity provider, M2M application provider, or even another party.

Regulator

Governmental body or other legislative or regulatory entity governing the operation of the terminals, and networks in a country or region.
5.2.2.4 Functional entities

Depending on the activation scenario, a set of the following functional entities will be present in the network during the activation and subsequent operational state of the M2M terminal.
M2M terminal 

The M2M terminal is an embedded communication device including the (U)SIM application, communication stacks and logic for communicating over a GSM/UMTS/EPS network. The M2M terminal also includes applications (and hardware) for providing a service, interfaces providing local communication means for a service, or a computational environment and physical interfaces providing an environment to host a dynamically provisioned service. The M2M terminal additionally may provide a (network) management interface for terminal activation and possible service management.  

GSM/UMTS/EPS network entities GSM/UMTS/EPS network entities may in some plausible scenarios be complemented by additional functionality, mainly to support the initial connectivity of the M2M terminal. Constrained routing of information to and from the M2M terminal (filtering) during its activation is proposed in some activation scenarios. It is, however, considered undesirable, or even infeasible to modify the existing GSM/UMTS/EPS network infrastructure for the purposes of M2M communication.
M2M application server 

The application hosted in or in conjunction with the M2M terminal will likely need management support, configuration and provisioning. In some cases the complete application may be provisioned. The application server is the entity that provides the network end-point for this functionality. Depending on the foreseen variety of support provided by this entity, it could be further partitioned, e.g. into M2M application-logic server and M2M application data server. The application itself, in its operational state, will also have one or several end-points for its communication with another device. This peer entity is not explicitly addressed by this architecture. 

USIM application server

The server that provides (U)SIM application management, and possibly algorithm download, making the M2M terminal operational with respect to the connectivity provider. This server is architecturally similar to the M2M application server. 

Activation server

The activation server is needed to provide dynamic addressability of the respective application servers, which in some activation scenarios will be conditioned on the choice of connectivity provider as well as on the selection of application, and its provider.

5.2.2.5 Example steps for making M2M terminal operational

The following three examples identify three options of system setup in terms of achieving the initial provisioning for the M2M terminal. The scenarios highlight a few separation options for arranging initial connectivity and application provisioning in the scope of the provided architecture, the variations focusing on 

a) Providing the initial connectivity
b) Finding (resolving the address) of the application activation service(s).   
The examples do not detail the deployed provisioning protocols for (U)SIM and application deployment.   
5.2.2.5.1 Preconfigured Application Activation server with legacy credentials
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Figure 1: Preconfigured AAS, legacy credentials

1. The M2M terminal is manufactured
2. the (U)SIM and the parameters of the application activation server are configured into the M2M terminal, cf. 5.2.2.2.1 on initial connectivity provisioning aspects. Step 2 may have to be done jointly with step 1 or later, depending on the type of terminal. 

3. the M2M user / subscriber uses the connectivity and application activation services (e.g. via web portal).

4. the connectivity provider activates the subscription and sets the required filters in the network.

5. the application activation service provider configures the parameters of the application management servers (derived from M2M user input in step 3) into the application activation server. 

6. the M2M user switches the M2M terminal on.

7. the M2M terminal sends an activation message to the pre-configured application activation server.

8. the application activation server provides the M2M terminal with the parameters of the M2M application management server and, optionally, the (U)SIM management server.

9. the M2M terminal contacts the (U)SIM management server, if required. 

10. the (U)SIM management server downloads a new (U)SIM to the M2M terminal, if required, and the M2M terminal switches to the new (U)SIM. 

11. the M2M terminal contacts the M2M application management server.

12. the M2M application management server configures the parameters of the M2M application into the M2M terminal.

13. M2M terminal and M2M application server are ready for use. 

5.2.2.5.2 Dynamic Application Activation server with legacy credentials
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Figure 2: Dynamic AAS, legacy credentials
1.
The M2M terminal is manufactured

2.
the (U)SIM and the parameters of the application activation server are configured into the M2M terminal, cf. 5.2.2.2.1 on initial connectivity provisioning aspects. Step 2 may have to be done jointly with step 1 or later, depending on the type of terminal. 

3.
the M2M user / subscriber uses the connectivity activation service (e.g. via web portal).

4.
the connectivity provider activates the subscription and sets the required filters in the network.

5.
the connectivity provider configures the parameters of the application management servers (derived from M2M user input in step 3) into the application activation server. 

6.
the M2M user switches the M2M terminal on.

7.
the application activation server triggers the M2M terminal using e.g. OTA SMS provisioning, indicating the address of the AAS. Subsequently, the M2M terminal connects to the AAS. For this alternative, the AAS must be told somehow that the M2M terminal has been switched on, or rely on retransmissions over a period of time.
8.
the AAS provides the M2M terminal with the application management & USIM parameters (The M2M application management server and (U)SIM management server are here a single server).

9.
M2M terminal and M2M application server are ready for use.


5.2.2.5.1 Static, locally resolved Application Activation server address, synthethic (U)SIM credential
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Figure 3: Static AAS, synthetic credentials
1.
The M2M terminal is manufactured, configured with the synthetic credential based on Ku. The M2M termoinal is also “labelled” with Ku for the user to read it. The MTM terminal is also configured with a locally resolved DNS name for the AAS. 

2.
the M2M user / subscriber uses the connectivity activation service (e.g. via web portal), and gives Ku to the network

3.
the connectivity provider activates a subscription based on Ku and sets the required filters in the network.

4. the connectivity provider activates a new credential set into the AuC as well as to AAS in the form of provisioning messages

5.
the M2M user switches the M2M terminal on.

6.
the M2M terminal tries to access all available networks with the credential based on Ku. Eventually it will succeed, if the user has made a service contract with one of the locally visible operators. 

7.
Subsequently, the M2M terminal connects to the AAS.

8.
the AAS provides the M2M terminal with the application management & USIM parameters (The M2M application management server and (U)SIM management server are here a single server).

9.
M2M terminal and M2M application server are ready for use.
































































