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1 Introduction 

At SA3#49bis, the CR S3a071037 was agreed. S3a071037 was translated by the SA3 secretary into CR S3-080008 submitted to SA3#50. S3-080008 contains an editor’s note at the end, which this discussion paper and the companion CR in S3-080099 addresses. The editor’s note contains two alternatives: 

Alternative A states: “The S-CSCF shall delete an already stored password upon receiving a new password pushed from the HSS.”

Alternative B contains more detail so that the text is not repeated here. Alternative B proposes to keep more than one password in the S-CSCF for a certain period of time so as to allow uninterrupted communication for a user who changes a password manually, while the automatic SIP procedures on his phone continue for ongoing sessions.
We propose to select alternative B, but change it in such a way that the S-CSCF can store at most two passwords. This limit of two passwords further ensures that no security concern arises from storing old and new password. 

Analysis of alternative B: 

We envisage as a plausible scenario that a user may change his Digest password by using an operator’s web portal. This portal would transfer the new password to the HSS automatically after successful completion of the procedure with the user. The HSS would then push the password to the S-CSCF immediately, in case the user was registered. 

Keeping two passwords in the S-CSCF increases usability in the following way: It may happen that the password is already available in the S-CSCF, but not yet in the UE as the user may have to enter his password into the UE, which may take a little while. During this time, e.g. an authenticated re-registration may occur, using the old password already stored in the phone. If the S-CSCF was then not allowed any more to use the old password for a short period then the authenticated re-registration would fail, and the session would be interrupted. This is the reason why it is proposed that the S-CSCF may be allowed to keep the old password. The S-CSCF can then try both passwords, one after the other. This does not involve any additional signaling and is local to the S-CSCF. 

Of course, it could also happen that the new password is already available in the UE, but not yet in the S-CSCF. But this case is considered less likely as the procedures between web portal, HSS, and S-CSCF are assumed to be automated, while the procedures on the user side are manual. Furthermore, if the UE retried authentication with two different passwords then additional signaling would be involved, so the impact would be bigger. We therefore did not take this alternative into account. 

We believe that no significant additional security risk is created by keeping two passwords in the S-CSCF for a short period of time, e.g. minutes, for the following reasons: 

· The time between uses of a passwords in normal operations is typically much longer, e.g. it may be hours between two authenticated re-registrations; 
· If one of the stakeholders learns of a password breach and wants to force an immediate change of the password then the time to change a password by administrative procedures would also be at least in the order of minutes. 

· The user has the opportunity to force a re-registration using the new password which effectively takes the old password out of use, according to the rules in the companion CR.
2 Conclusion
We conclude from the above that alternative B increases usability while not posing a significant additional security risk. We therefore propose to approve the companion CR in S3-080099.






















































