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1
Introduction

This contribution implements the P-CR for which the rationales were discussed in companion contribution S3-080078. Furthermore a reference to TS 33.210 and TS 33.310 is inserted together with the requirement for protection of EPC and E-UTRAN control plane interfaces i.e. the agreements reached that IKEv2 certificates based authentication shall be used. It is also proposed to mandate RFC4303 (recommended in a CR to TS 33.210 Rel-8).

2
Pseudo-CR

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.401: "Technical Specification Group Services and System Aspects; GPRS enhancements for E-UTRAN access (Release 8)".

[3]
3GPP TS 23.003: "Technical Specification Group Core Network and Terminals; Numbering, addressing and identification (Release 7)".

[4]
3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security architecture".
[x1]
3GPP TS 33.210: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Network domain security; IP network layer security".
[x2]
3GPP TS 33.310: "3rd Generation Partnership Project; Technical Specification Group Service and System Aspects; Network Domain Security (NDS); Authentication Framework (AF)".
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Network Domain Security 

Editor’s Note: cf. TR 33.821, sections 8


The protection of control plane signalling for EPS and E-UTRAN shall be done according to TS 33.210 [x1].

In order to protect the S1 and X2 control plane, it is required to use IPsec ESP according to RFC 4303 [x4] as profiled by TS 33.210 [x1]. For both S1 and X2, IKEv2 certificates based authentication according to TS 33.310 [x2] shall be used.
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Backhaul link user plane protection
The protection of user plane data between the eNB and the UE by user specific security associations is covered by clause 5.1.3 and 5.1.4. 
In order to protect the S1 and X2 user plane, it is required to use IPsec ESP according to RFC 4303 [x4] as profiled by TS 33.210 [x1]. For both S1 and X2 user plane, IKEv2 certificates based authentication according to TS 33.310 [x2] shall be used. For protection of S1_U and X2_U confidentiality protection is required but integrity protection is optional.
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