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Introduction

When UE handovers from UTRAN to EUTRAN, in 33.abc it states:

” SGSN shall transfer CK || IK to MME in the relocation request message. MME shall derive K'ASME from CK || IK with the help of a one-way key derivation function KDF: 
KDF(CK || IK) = K'ASME . MME shall derive the NAS keys and KeNB from K'ASME.”
For Kenb derivation, apparently there are two mechanisms, but neither of them can work here:

1, In MME and UE, use KASME, NAS SQN and other parameters. But when HO from UTRAN to EUTRAN, there is no valid NAS SQN

2, In target eNB and UE, use Kenb * and C-RNTI. But when HO from UTRAN to EUTRAN, there is no Kenb * in target eNB and UE

Furthermore, for the parameter used to derive Kenb, the following 3 conditions need to be considered.
ⅰ, If MME derives Kenb, it must happen between forward redirection request and HO request, since the 1st message sends the IK, CK and the second message sends out Kenb to eNB.

ⅱ, possible security threat here: when HO fails after the target eNB receives the Kenb, then later if the HO to another target eNB happens, the same Kenb could possibly be used if the same key derivation parameter is used. If the first target eNB is compromised, the attacker can have current Kenb.
ⅲ, UE and MME need a way to share this key derivation parameter.

According to the above analysis, we propose to use a random number generated in MME every time it receives the forward redirection request to derive Kenb. 
In relocation response and UTRAN HO command this random number is transferred to UE to derive Kenb.
Proposal
During UTRAN to EUTRAN HO, MME generates a random number and uses it with K'ASME to derive Kenb. The random number is sent to UE during HO and UE uses it with K'ASME to derive Kenb.


[image: image1.emf]UE

T 

MME

S 

SGSN

T eNB S RNC

HO decision

Relocation request FW relocation 

request (IK, 

CK...)

HO request (K

eNB

)

HO request Ack

FW relocation 

response 

(RANDOM)

Relocation command 

(RANDOM)

UTRAN HO 

command 

(RANDOM)

HO complete

HO notify

FW relocation 

complete

FW relocation 

complete Ack

Derive K’

ASME

Generates RANDOM

Derive K

eNB

Derive K’

ASME

Derive K

eNB


Figure X.Y Kenb Derivation during UTRAN to EUTRAN HO

1, Source RNC makes HO decision base on measurement report or other conditions.
2, Source RNC sends Relocation request to Source SGSN.

3, Source SGSN forwards Relocation request to Target MME. In this message, IK, CK are sent to the target MME.

4, Target MME derives K'ASME using IK, CK.
5, Target MME generates a random number, and uses K'ASME and this random number to derive Kenb.
6, In HO request, target MME sends Kenb to target eNB.

7, The Target eNB replies HO request Ack.

8, In Forward relocation response, relocation command, and HO from UTRAN command, the random number is transferred to UE. Note that HO from UTRAN command is protected by UTRAN security, so is the random number.

9, UE derives K'ASME using IK, CK. UE derives Kenb using K'ASME and the random number.

10. UE sends HO complete to target eNB.

10, Target eNB sends HO notify message to Target MME.

11, Target MME forwards relocation complete to source SGSN.

12, Source SGSN replies relocation complete Ack.

Conclusion

It is suggested to add the above proposal content to TR33.821.
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