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SA3 thanks CT4 for their LS [S3-080160/C4-080564] on Message Unprotected between UE and P-CSCF. 
SA3 understands that, in the proposed mechanism in the LS, only the SECOND P-CSCF which does not have the user data and security associations with the UE could send the UNPROTECTED NOTIFY message since the CALL-ID in the NOTIFY message is generated by the UE and sent in the protected SUBSCRIBE message to the S-CSCF. Provided attackers cannot get this CALL-ID, the UE could detect malicious UNPROTECTED NOTIFY message from the attackers by comparing the CALL-ID in the NOTIFY message with that was stored before in the UE.

During the discussion, SA3 made the following considerations:

· Denial-of-Service attack
In IMS, the confidentiality protection between the UE and the P-CSCF is optional to activate by the operator according its local policy. If the operator doesn’t activate confidentiality protection between the UE and the P-CSCF, an attacker could eavesdrop on the CALL-ID and spoof the unprotected NOTIFY message from a second P-CSCF, not previously in contact with the UE, to the UE even when the user’s P-CSCF has in fact no problems. As the UE will send an initial REGISTER message as a reaction to the NOTIFY message, all ongoing sessions will be lost, because a successful new initial registration will overwrite the existing registration.
Therefore, if the operator doesn’t activate confidentiality protection between the UE and the P-CSCF, the proposed mechanism may open the possibility of a Denial-of-Service attack on users. But this could be avoided if the operators could ensure their underlying access network is secure, e.g., by enabling the GPRS or UMTS encryption, or by activating IMS confidentiality protection. It should be noted though that the CALL-ID is always sent in clear in the first unprotected REGISTER.
· NAT

SA3 notes that the proposed mechanism may not work with NATs. This is because the second P-CSCF has not communicated with the UE through the NAT before and, hence, may not successfully send packets towards the UE through the NAT. However, SA3 think that CT1 working groups certainly have the competence to assess the NAT aspects by themselves.
Actions:

To CT4:

SA3 kindly asks CT4 to take the above considerations into account.
To CT1:
SA3 kindly asks CT1 to assess the NAT aspects.
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