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Abstract of document:

This document specifies the security architecture, i.e., the security features and the security mechanisms for the evolved packet system (EPS) and the security procedures performed within the evolved packet system including the evolved packet core (EPC) and the evolved UTRAN (E-UTRAN).
Changes since last presentation:

This is the first presentation to SA plenary.

Outstanding Issues:

The following issues are outstanding:

· Further work on eNB security requirements and, possible implementation guidelines is needed.

· The necessary parameters lengths have to be decided in order for ETSI SAGE to define the input and parameters for the EPS confidentiality and integrity algorithms.

· Key freshness of the different EPS keys in various mobility scenario's needs further work in particular

· In relationship with key change on the fly.

· During inter-system handover from and to GERAN/UTRAN.

· During idle mode mobility from and to GERAN/UTRAN.

· When to mandate AKA.

· The impacts of the Idle State Reduction mechanism -as defined by SA2- on security context handling during intersystem handover needs to be investigated further.  

· The exception list of RRC and NAS messages which may be sent non integrity protected shall be identified. This is needed in order to identify possible further security threats.

· AS and NAS algorithm negotiation has to be refined, but requirements in order to protect against bidding down attacks have been agreed. 

· An alignment check with TS 23.401 has to be performed.

· Network domain security impacts need further considerations. A part of this work impacts TS 33.210 and TS 33.310 for which CR's are presented for approval to SA3#39.

· EPS MBMS security impacts have to be investigated, but that would possibly only impact TS 33.246.

Contentious Issues:

