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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

This document specifies …
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: “Vocabulary for 3GPP Specifications”.
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RFC 4877 “Mobile IPv6 Operation with IKEv2 and the Revised IPsec Architecture”
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RFC 4306 “Internet Key Exchange (IKEv2) Protocol”
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3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access"
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3GPP TS 23.203: "Policy and charging control architecture"
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3GPP TS 36.300 "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access (E-UTRAN); Overall description; Stage 2"
[16]
3GPP TS 33.abc: "3GPP System Architecture Evolution: Security Architecture".
3
Definitions, symbols and abbreviations

<Delete from the above heading those words which are not applicable.>

<Subclause numbering depends on applicability and should be renumbered accordingly.>

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Definition format

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AAA
Authentication Authorisation Accounting

AKA
Authentication and Key Agreement

DSMIPv6
Dual-Stack MIPv6

EAP

Extensible Authentication Protocol

EPC
Evolved Packet Core

ePDG
Evolved Packet Data Gateway

EPS
Evolved Packet System

E-UTRAN

Evolved UTRAN

IKEv2
Internet Key Exchange Version 2

LMA
Local Mobility Anchor

MAG
Mobile Access Gateway

MIPv4
Mobile IP version 4

MIPv6
Mobile IP version 6

MME
Mobility Management Entity

PMIP/PMIPv6
Proxy Mobile IP version 6



4
Overview of Security for non-3GPP Accesses to SAE

5
Security Features Provided by SAE for non-3GPP Accesses

6
Authentication and key agreement procedures

Editor’s Note: cf. TR 33.922, section 4 and the TS 33.abc on “SAE: security architecture” [33.abc, section 6.1]. This section includes the procedures for access authentication signalling. 
Editor’s Note: this clause needs to be checked for alignment with clause 4.9 of TS 23.402. 

6.1 General 

Access authentication for non-3GPP access in EPS shall be based on EAP-AKA [7]. The EAP server for EAP-AKA shall be the 3GPP AAA server residing in the EPC. 

The procedure in clause 6.2 shall be performed whenever the procedure in clause 8 of this specification is not performed. 
Editor’s Note: The requirement in the preceding sentence could be relaxed later if a cost efficient solution could be found so that the system remains still secure.
Editor’s Note: For the case the AAA-server is separate from the HSS the use of the AMF separation bit as defined in EPS AKA TS 33.abc section 6.1 is ffs. 
Editor’s Note: Shall the USIM application used with EAP-AKA reside on the UICC for all cases ?.
6.2 Authentication and key agreement for trusted access
Editor’s Note: a figure should be added depicting the information flow textually described below. The figure could be adapted from Figure 4 in clause 6.1.1.1 of TS 33.234, with “WLAN AN” replaced with “non-3GPP access network”.
1.
A connection is established between the UE and the trusted non-3GPP access network, using a procedure specific to the non-3GPP access network (which is out of scope for this specification).

2.
The authenticator in the trusted non-3GPP access network sends an EAP Request/Identity to the UE.

NOTE 1:
EAP packets are transported over this access network using a protocol specific to this access network (which is out of scope for this specification).

3.
The UE sends an EAP Response/Identity message. The UE shall send its identity complying with Network Access Identifier (NAI) format specified in 3GPP TS 23.003 [8]. NAI contains either a pseudonym allocated to the UE in a previous run of the authentication procedure or, in the case of first authentication, the IMSI. In the case of first authentication, the NAI shall indicate EAP-AKA as specified in 3GPP TS 23.003 [8].

Editor’s Note: 23.003 requires appending the “wlan” prefix as part of the home network realm segment of the NAI. The requirement for “wlan” prefix does not seem appropriate for general non-3gpp access. Possible solutions: add new clauses in 23.003 which support other non-3gpp accesses, or refer to another TBD specification.
4.
 The message is routed towards the proper 3GPP AAA Server based on the realm part of the NAI. The routing path may include one or several AAA proxies (not shown in the figure). 
NOTE 2:
Diameter referral can also be applied to find the AAA server.

5.
The 3GPP AAA Server receives the EAP Response/Identity message that contains the subscriber identity over the Ta*/ Wd* interface. 
Editor’s Note: TS 33.234 contains the following sentence: “The identifier of the WLAN radio network, VPLMN Identity and the MAC address of the WLAN UE shall also be received by the 3GPP AAA Server in the same message.” It is ffs what the appropriate statement would be here. It seems that at least information about the access network and the VPLMN are needed by the 3GPP AAA server to make its authorization decision.
Editor’s Note: It is ffs how the AAA server can distinguish EAP packets relating to I-WLAN (as in TS 33.234) from EAP packets relating to EPS. Note that I-WLAN allows EAP-SIM, while EPS mandates EAP-AKA. Note also that there may be access networks which may be able to connect to 3GPP networks in an I-WLAN fashion (according to 23.234 and 33.234) as well as in an EPS fashion (according to 23.402 [5] and 33.xyz). 23.003 requires appending the “wlan” prefix as part of the home network realm segment of the NAI. Perhaps this method can be extended for other non-3gpp access technologies, which could allow a AAA server to apply access authorization policies to EAP requests. But the network would have to check this information as the UE cannot be trusted in this respect.

6.
The 3GPP AAA Server checks that it has an unused authentication vector available for that subscriber. If not, a set of new authentication vectors is retrieved from HSS. A mapping from the temporary identifier (pseudonym in the sense of RFC 4187 EAP-AKA [7]) to the IMSI is required. 

In addition, 3GPP AAA Server shall retrieve authentication vectors from HSS when it detects that the VPLMN selected by a user has changed. This can happen, for example, when a user is performing a VPLMN re-selection procedure and is initiating a new authentication procedure via a new VPLMN.

Editor’s Note: The preceding paragraph is ffs and to be checked for alignment with TS 23.402. Note that a user cannot initiate a new authentication procedure.

The HSS shall check if there is a 3GPP AAA Server already registered to serve for this subscriber In case the HSS detects that another 3GPP AAA Server has already registered for this subscriber, it shall provide the current 3GPP AAA Server with the previously registered 3GPP AAA Server address. The authentication signalling is then routed to the previously registered 3GPP AAA Server with Diameter-specific mechanisms, e.g., the current 3GPP AAA Server transfers the previously registered 3GPP AAA Server address to the 3GPP AAA proxy or the AAA entity in the trusted non-3GPP access network, or the current 3GPP AAA Server acts as a AAA proxy and forwards the authentication message to the previously registered 3GPP AAA Server.
Editor’s Note: The preceding paragraph is ffs and to be checked for alignment with TS 23.402

7.
The 3GPP AAA Server requests again the user identity, using the EAP Request/AKA Identity message. This identity request is performed as the intermediate nodes may have changed or replaced the user identity received in the EAP Response Identity message, as specified in RFC 4187 EAP-AKA [7]. However, this new request of the user identity can be omitted by the home operator if there exists the certainty that the user identity could not have been changed or modified by any means in the EAP Response Identity message.
Editor’s Note: It is ffs whether an exchange of EAP-AKA specific identity request/response messages in Steps 7 through 10 needs to be described here. In particular, the rationale given in the second sentence of step 7 is ffs.
8.
The authenticator in the access network forwards the EAP Request/AKA Identity message to the UE.

9.
The UE responds with the same identity it used in the previous EAP Response Identity message.

10.
The authenticator in the access network forwards the EAP Response/AKA Identity to the 3GPP AAA Server. The identity received in this message will be used by the 3GPP AAA Server in the rest of the authentication process. If an inconsistency is found between the identities received in the two messages (EAP Response Identity and EAP Response/AKA Identity) so that the user profile and authentication vectors previously retrieved from HSS are not valid, these data shall be requested again to HSS (step 6 shall be repeated before continuing with step 11).

NOTE 3: 
In order to optimise performance, the identity re-request process (the latter four steps) should be performed before user profile and authentication vectors retrieval.

11.
 3GPP AAA Server checks that it has the EPS access profile of the subscriber available. If not, the profile is retrieved from HSS. 3GPP AAA Server verifies that the subscriber is authorized to use the EPS. 

NOTE 4: 
This step could be performed at some other point, after step 5 and before step 14. 

12.
New keying material is derived from IK and CK according to RFC 4187 EAP-AKA [7]. 


A new pseudonym and/or re-authentication ID may be chosen and if chosen they shall be protected (i.e. encrypted and integrity protected) using keying material generated from EAP-AKA.

13.
 The 3GPP AAA Server sends RAND, AUTN, a message authentication code (MAC) and two user identities (if they are generated), protected pseudonym and/or protected re-authentication id, to the authenticator in the access network in EAP Request/AKA-Challenge message. The sending of the re-authentication id depends on 3GPP operator's policies on whether to allow fast re-authentication processes or not. It implies that, at any time, the 3GPP AAA Server decides (based on policies set by the operator) to include the re-authentication id or not, thus allowing or disallowing the triggering of the fast re-authentication process.


The 3GPP AAA Server may send as well a result indication to the authenticator in the access network, in order to indicate that it wishes to protect the success result message at the end of the process (if the outcome is successful). The protection of result messages depends on home operator's policies.

14.
The authenticator in the access network sends the EAP Request/AKA-Challenge message to the UE.

15.
The UE runs AKA algorithms on the USIM application. The USIM application verifies that AUTN is correct and hereby authenticates the network. If AUTN is incorrect, the terminal rejects the authentication (not shown in this example). If the sequence number is out of synch, terminal initiates a synchronization procedure, c.f. TS RFC 4187 [7]. If AUTN is correct, the USIM application computes RES, IK and CK.


The UE derives required additional new keying material, including the key MSK, according to RFC 4187 EAP-AKA [7] from the new computed IK and CK from the USIM application, checks the received MAC with the new derived keying material. 


If a protected pseudonym and/or re-authentication identity were received, then the UE stores the temporary identity(s) for future authentications.

16.
The UE calculates a new MAC value covering the EAP message with the new keying material. UE sends EAP Response/AKA-Challenge containing calculated RES and the new calculated MAC value to the authenticator in the access network.


The UE shall include in this message the result indication if it received the same indication from the 3GPP AAA Server. Otherwise, the UE shall omit this indication.

17.
 The authenticator in the access network sends the EAP Response/AKA-Challenge packet to 3GPP AAA Server.

18.
The 3GPP AAA Server checks the received MAC and compares XRES to the received RES.

19.
If all checks in step 18 are successful, the 3GPP AAA Server shall send the message EAP Request/AKA-Notification, previous to the EAP Success message, if the 3GPP AAA Server requested previously to use protected successful result indications. This message is MAC protected.

20.
The authenticator in the access network forwards the message to the UE.
21.
The UE sends the EAP Response/AKA-Notification.

22.
The authenticator in the access network forwards the EAP Response/AKA-Notification message to the 3GPP AAA Server. The 3GPP AAA Server shall ignore the contents of this message

23.
The 3GPP AAA Server sends the EAP Success message to the authenticator in the access network (perhaps preceded by an EAP Notification, as explained in step 20). The 3GPP AAA Server also includes the key MSK, RFC4187 [4], in the underlying AAA protocol message (i.e. not at the EAP level). The authenticator in the access network stores the keying material to be used in communication with the authenticated UE as required by the access network.

24.
The authenticator in the access network informs the UE about the successful authentication with the EAP Success message. Now the EAP AKA exchange has been successfully completed, and the UE and the authenticator in the access network share keying material derived during that exchange.

25. The 3GPP AAA Server shall initiate the registration to the HSS.

Editor’s Note: it is ffs whether and how bullet 25 above needs to be extended. Note that bullet 25 in TS 33.234, clause 6.1.1.1, contains provisions about limiting simultaneous access of the same client using several WLAN accesses. It seems plausible that similar provisions are needed here, e.g. regarding the limits on the simultaneous use of different non-3GPP access networks to EPS.

The authentication process may fail at any moment, for example because of unsuccessful checking of MACs or no response from the UE after a network request. In that case, the EAP AKA process will be terminated as specified in r RFC 4187 [7] and an indication shall be sent to HSS.

6.3 Fast re-authentication procedure for trusted access
Fast re-authentication for EAP-AKA is specified in RFC 4187 [7]. Fast re-authentication re-uses keys derived on the previous full authentication. Fast re-authentication does not involve the HSS nor the USIM application, and does not involve the handling of AKA authentication vectors, which makes the procedure faster and reduces the load on the HSS and, in particular, the Authentication Centre.

UE and 3GPP AAA server shall implement fast re-authentication for EAP-AKA. Its use is optional and depends on operator policy. If fast re-authentication for EAP-AKA is used the 3GPP AAA server shall indicate this to the UE by means of sending the re-authentication identity to the UE as in step 13 of clause 6.2.

The security level of fast re-authentication for EAP-AKA is lower as it does not prove the presence of the USIM application on the user side. The operator should take this into account when defining the policy on fast re-authentication.

Fast re-authentications for EAP-AKA generates new keys MSK, which may be used for renewing session key used for protection in the non-3GPP access network.

In this section it is described how the process works for trusted non-3GPP access to EPS.

Editor’s Note: it is ffs whether a detailed information flow with figure and description as in 33.234, clause 6.1.4, is needed depending on how much value it would add on top of the specification in RFC 4187 [7].
6.4 Authentication and key agreement for untrusted access
For untrusted access, UE and the ePDG shall perform mutual authentication during the IPsec tunnel establishment between the UE and the ePDG (Wu reference point). This procedure is specified in clause 8 of this specification. 

In addition, before the IPsec tunnel establishment between the UE and the ePDG an authentication and key agreement procedure as specified for trusted access in clause 6.2 may be performed. This additional access authentication and key agreement is not required for the security of the Evolved Packet Core.

NOTE 1: this additional access authentication and key agreement may be required for the security of the untrusted non-3GPP access network.

. 
7
Establishment of security contexts in the target access system
Editor’s Note: cf. TR 33.922, section 5
7.1   General assumptions
The following sub-clauses describe all the specifics that are related to the establishment of the security context of the non-3GPP target access for the purpose of Interworking with EPS system. The target access system may have other specifics that are used for the establishment of the security context while interworking with EPS system is not considered. These specifics are outside the scope of this specification.
7.2 Establishment of security context for Trusted non-3GPP Access
In this case, the credentials the UE shares with the 3GPP AAA server are used to establish security contexts in the access system. 
It is assumed that the EPS user always uses a USIM application to perform mutual authentication and establish security contexts with the Home Network.

7.2.1
CDMA-2000 HRPD EPS Interworking

NOTE 1: General Concepts for Interworking between E-UTRAN and CDMA2000 are described in TS 23.402 [5] Section 4.1.1.

7.2.1.1
EPS-HRPD Architecture

Figure 7.2.1.1-1 depicts the basic non-roaming architecture for HRPD-LTE Interworking. 
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Figure 7.2.1.1-1. Basic non-roaming architecture for HRPD-LTE Interworking. Interworking reference points are highlighted.

7.2.1.2
Network Elements

7.2.1.2.1
E-UTRAN
E-UTRAN is described in detail in TS 36.300 [15] with additional functions listed in TS 23.401 [13].

7.2.1.2.2
MME

The details of the MME functionality are described in the TS 23.401 [13], while additional MME functionality, related to the interoperability with non-3GPP systems is described in the TS 23.402 [5].
The following are additional MME functions:

In the EPS, the security functions of the MME are described in 33.abc [16]. During the pre-registration towards the EPS from HRPD (as part of HRPD to EUTRAN HO), the procedures and functions are as defined in 33.abc [16], with the exception the NAS procedures will occur over S101. This is described in greater detail in Section 10.

7.2.1.2.3
Gateway
7.2.1.2.3.1
General

The functional split of PDN GW and Serving GW is described in TS 23.401 [13].
7.2.1.2.3.2

Serving GW

The details of the Serving GW functionality are described in the TS 23.401 [13], while additional Serving GW functionality, related to the interoperability with non-3GPP systems is described in the TS 23.402 [5].
7.2.1.2.3.3

PDN GW

The details of the PDN GW functionality are described in the TS 23.401 [13], while additional PDN GW functionality, related to the interoperability with non-3GPP systems is described in the TS 23.402 [5].
7.2.1.2.4
PCRF

The details of the PCRF functionality are described in the TS 23.401 [13] and TS 23.203 [14], while additional PCRF functionality, related to the roaming scenario is described in the TS 23.402 [5].
7.2.1.3
Reference Points

7.2.1.3.1
List of Reference Points
NOTE 1: S1-MME, S1-U, S2a, S2b, S2c, ,S3, S4, S5-MIP, S6a, S6c, S6d, S7a, S7b, S7c, S8b, S9, S10, S11, S101, S103 are defined in TS 23.401 [13].

Additional reference points descriptions, related to the interoperability with non-3GPP systems are presented in the TS 23.402 [5].
7.2.1.3.2
Protocol assumptions
The protocol assumptions are described in the TS 23.402 [5].
NOTE 1: S103 is expected to be based on GRE, and as such does not involve any secure signalling to exchange GRE keys. 
7.2.1.4 
Security of the initial access to EPS via HRPD 

EAP-AKA access authentication shall be used according to section 6. As a result of EAP-AKA, the two keys, MSK and EMSK, are generated, cf. RFC 4187 [7]. 

In addition, according to clause 6.2 of this specification, the 3GPP AAA Server sends the key MSK to the authenticator in the access network. The 3GPP AAA server shall retain the EMSK either until the subsequent EAP authentication, or until it receives an indication that the current authenticated session is finished. 

The security contexts in the HRPD access network may be based on keys derived from MSK. The HRPD access network is required to ensure that the identity of a user with whom a security context is established is securely tied to the identity of a user authenticated by EAP-AKA.
The further details of the establishment of security contexts in the HRPD access network are outside the scope of this specification.
NOTE 1: Initial access to the EPS via HRPD is described in the TS 23.402 [5]. 

NOTE 2: TS 23.402 [5] requires access authentication for trusted non-3GPP systems to be based on EAP-AKA.
7.2.1.5
Security of handoff and pre-registration
NOTE 1: Security of handoff and pre-registration is described in the Section 10 of this specification.
7.2.2
WIMAX EPS Interworking

Editor’s Note: General Concepts for Interworking between E-UTRAN and WIMAX are described in TS 23.402 [5] Section 4.1.2.
7.3 Establishment of security context for Untrusted non-3GPP Access
Editor's Note: Content may be needed saying that the procedures in clause 7.2 may be optionally also applied in case of untrusted access if found appropriate (similar to the statement in clause 6.4 about the use of the procedures in clause 6.2).

8
Establishment of security between UE and ePDG

Editor’s Note: cf. TR 33.922, section 6
8.1
General

This section details the security mechanisms for procedures for untrusted Non-3GPP IP Accesses specified in TS 23.402 [5].
For the security aspects of emergency calls, cf. clause 12 of this specification.
8.2 Mechanisms for the set up of UE-initiated IPsec tunnels

8.2.1
General

-
The UE and the ePDG shall use IKEv2, as specified in RFC 4306 [3],in order to establish IPSec security associations.

-
Public key signature based authentication with certificates, as specified in RFC 4306 [3], shall be used to authenticate the ePDG. The ePDG shall authenticate itself to the UE with an identity. This identity shall be the same as the FQDN of the ePDG determined by the ePDG selection procedures defined in TS 23.402 [5]. This identity shall be contained in the IKEv2 ID_FQDN payload and shall match a dNSName SubjectAltName component in the ePDG's certificate. 

-
EAP-AKA within IKEv2, as specified in RFC 4306 [3], shall be used to authenticate UEs.

-
For profile for IKEv2, IPsec ESP and certificate contents and processing refer to clause 8.2.4.

8.2.2
Tunnel full authentication and authorization
The tunnel end point in the network is the ePDG. As part of the tunnel establishment attempt the use of a certain APN is requested. When a new attempt for tunnel establishment is performed by the UE the UE shall use IKEv2 as specified in RFC 4306 [3]. The authentication of the UE in its role as IKEv2 initiator terminates in the 3GPP AAA Server. The UE shall send EAP messages over IKEv2 to the ePDG. The ePDG shall extract the EAP messages received from the UE over IKEv2, and send them to the 3GPP AAA Server. The UE shall use the Configuration Payload of IKEv2 to obtain the Remote IP address.

Editor’s Note: A sequence diagram adapted from the one shown in TS 33.234, figure 7A, may be useful. 

The EAP-AKA message parameters and procedures regarding authentication are omitted. Only decisions and processes relevant to the use of EAP-AKA within IKEv2 are explained.

As the UE and ePDG generate nonces as input to derive the encryption and authentication keys in IKEv2, replay protection is provided. For this reason, there is no need for the 3GPP AAA Server to request the user identity again using the EAP-AKA specific methods (as specified in RFC 4187 [7]), because the 3GPP AAA Server is certain that no intermediate node has modified or changed the user identity.
1.
The UE and the ePDG exchange the first pair of messages, known as IKE_SA_INIT, in which the ePDG and UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie_Hellman exchange.
2.
The UE sends the user identity (in the IDi payload) and the APN information (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the ePDG that it wants to use EAP over IKEv2. The user identity shall be compliant with Network Access Identifier (NAI) format specified in TS 23.003 [8], containing the IMSI or the pseudonym, as defined for EAP-AKA in RFC 4187 [7]). The UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a remote IP Address.
Editor’s Note: It is ffs how the NAI is constructed.

3.
The ePDG sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the user identity and APN. The ePDG shall include a parameter indicating that the authentication is being performed for tunnel establishment with an ePDG (and not an I-WLAN PDG as defined in TS 33.234 [9]). This will help the 3GPP AAA Server distinguish among authentications for trusted access, as specified in clause 6 of this specification, authentications for tunnel setup in I-WLAN (which would allow also EAP-SIM) and authentications for tunnel setup in EPS (which allow only EAP-AKA).

Editor’s Note: The definition of the indicating parameter in step 3 is ffs.

4.
The3GPP AAA Server shall fetch the user profile and authentication vectors from HSS/HLR (if these parameters are not available in the 3GPP AAA Server). 

In addition, the 3GPP AAA Server shall retrieve authentication vectors from the HLR/HSS when it detects that the VPLMN selected by a user has changed. This can happen, for example, when a user is performing a VPLMN re-selection procedure and is initiating a new authentication procedure via a new VPLMN.
Editor’s Note: The preceding paragraph is ffs and to be checked for alignment with TS 23.402. Note that a user cannot initiate a new authentication procedure.
5.
The 3GPP AAA Server initiates the authentication challenge. The user identity is not requested again.

6.
The ePDG responds with its identity, a certificate, and sends the AUTH parameter to protect the previous message it sent to the UE (in the IKE_SA_INIT exchange). It completes the negotiation of the child security associations as well. The EAP message received from the 3GPP AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2.
7.
The UE checks the authentication parameters and responds to the authentication challenge. The only payload (apart from the header) in the IKEv2 message is the EAP message.

8.
The ePDG forwards the EAP-Response/AKA-Challenge message to the 3GPP AAA Server.

9.
When all checks are successful, the 3GPP AAA Server sends the Authentication Answer including an EAP success and the key material to the ePDG. This key material shall consist of the MSK generated during the authentication process. When the Wm* and Wd* interfaces between ePDG and 3GPP AAA Server are implemented using Diameter, the MSK shall be encapsulated in the EAP-Master-Session-Key parameter, as defined in RFC 4072 [10].

9a. The ePDG sends the Authorization Request message with an empty EAP AVP to the 3GPP AAA Server, containing APN.

9b. The 3GPP AAA Server checks in user’s subscription if he/she is authorized to establish the tunnel. 


The counter of IKE SAs for that APN is stepped up. If the maximum number of IKE SAs for that APN is exceeded, the 3GPP AAA Server shall send an indication to the ePDG that established the oldest active IKE SA (it could be the same ePDG or a different one) to delete the oldest established IKE SA. The 3GPP AAA Server shall update accordingly the information of IKE SAs active for the APN.

Editor’s Note: It is ffs whether the procedure in the preceding paragraph for limiting the number of IKE SAs per APN, copied from TS 33.234, is still appropriate for EPS.

9c. The 3GPP AAA Server sends the AA-Answer to the ePDG. The 3GPP AAA Server shall send the IMSI within the AA-Answer, if the Authorization Request message (9a) contains the temporary identity, i.e. if the AAR does not contain the IMSI.
10.
The MSK shall be used by the ePDG to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages, as specified for IKEv2 in RFC 4306 [3]. These two first messages had not been authenticated before as there was no key material available yet. According to RFC 4306 [3], the shared secret generated in an EAP exchange (the MSK), when used over IKEv2, shall be used to generated the AUTH parameters.
11.
The EAP Success/Failure message is forwarded to the UE over IKEv2.

12.
The UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the ePDG.

13.
The ePDG checks the correctness of the AUTH received from the UE. At this point the UE is authenticated. In case S2b is used, PMIP signalling between ePDG and PDN GW can now start, as specified in TS 23.402 [5]. The ePDG continues with the next step in the procedure described here only after successful completion of the PMIP binding update procedure.

Editor’s Note: From this point on, the numbering of steps differs from the one in 33.234, clause 6.1.5.1. This shall be taken into account when adapting the sequence diagram from the one shown in TS 33.234, figure 7A.

14. The ePDG calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The ePDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY). Then the AUTH parameter is sent to the UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.
15.
If the ePDG detects that an old IKE SA for that APN already exists, it will delete the IKE SA and send the UE an INFORMATIONAL exchange with a Delete payload, as specified in RFC 4306 [3], in order to delete the old IKE SA in UE.
8.2.3
Tunnel fast re-authentication and authorization
Fast re-authentication for EAP-AKA is specified in RFC 4187 [7]. Fast re-authentication re-uses keys derived on the previous full authentication. Fast re-authentication does not involve the HSS nor the USIM application, and does not involve the handling of AKA authentication vectors, which makes the procedure faster and reduces the load on the HSS and, in particular, the Authentication Centre.

The UE and the 3GPP AAA server shall implement fast re-authentication for EAP-AKA. Its use is optional and depends on operator policy.

NOTE 1: the ePDG cannot indicate to the UE that fast re-authentication for EAP-AKA be used by sending a re-authentication identity to the UE as the EAP Request/AKA Identity messages is omitted, cf. step 5 in clause 8.2.2of this specification. This is a difference to the use of EAP in clause 6.

The security level of fast re-authentication for EAP-AKA is lower as it does not prove the presence of the USIM application on the user side. The operator should take this into account when defining the policy on fast re-authentication.

Fast re-authentications for EAP-AKA generates new keys MSK, which may be used for renewing session key used for protection in the non-3GPP access network.

The procedure is very similar to the tunnel full authentication and authorization. The only difference is that EAP fast re-authentication is used in this case.
Editor’s Note: it is ffs whether a detailed information flow with figure and description as in 33.234, clause 6.1.5.2, is needed depending on how much value it would add on top of the specification in RFC 4187.
8.2.4 Security profiles

The profiles for IKEv2 and IPsec ESP as defined in TS 33.234 [9] shall be used.

For ePDG certificates, the certificate profiles as defined in TS 33.234 [9] shall be used.

8.2.5 Handling of IPsec tunnels in mobility events

Editor’s Note: this is ffs, cf. also TR 33.922, clause 6. In particular, it may be required here to address the use of MOBIKE.
9
Security for IP based mobility signalling

Editor’s Note: for host based mobility, this section deals with the security for Mobile IP signalling, e.g. Binding Updates, and the related bootstrapping procedures for this security. Similarly for network based mobility.
9.1
General
Editor’s Note: cf. TR 33.922, section 7.1

9.2
Host based Mobility
9.2.1
General
Editor’s Note: cf. TR 33.922, section 7.2

Editor's Note: It has to be checked whether the PDN GW is allowed in the VN as this may imply complexity on the certificate handling.
The DS-MIPv6 security is based on IPsec as defined in RFC4877 [2]. The IPsec security association is established between the UE and the node acting as HA (i.e. PDN GW). 

The following principles apply:

· The UE and the HA use IKEv2, as specified in RFC4306, in order to establish IPsec security associations.

· Public key signature based authentication with certificates, as specified in RFC 4306 [3], is used to authenticate the HA. The HA shall authenticate itself to the UE with an identity. This identity shall be the same as the FQDN of the HA if the HA is found via DNS cfr. TS 23.402 [5]. 
· EAP-AKA within IKEv2, as specified in RFC4877 [2] and RFC 4306 [3], is used to authenticate UEs, which contain a USIM.


9.2.2
Bootstrapping of DSMIPv6 parameters

Editor’s Note: cf. TR 33.922, section 7.3

The first procedure that must be performed by the MN is the discovery of the HA address, which in case of EPS is the IP address of the PDN GW. The detailed of this procedure are specified in TS 23.402 [5].
Editor’s Note: The CT1 specification may need to be added as a reference.

As soon as the Mobile Node has discovered the PDN GW address, it establishes an IPsec Security Association with the Home Agent itself through IKEv2. The detailed description of this procedure is provided in RFC4877. The IKEv2 Mobile Node to Home Agent authentication is performed using Extensible Authentication Protocol (EAP).

When the Mobile Node runs IKEv2 with its Home Agent, it shall request an IPv6 Home Address through the Configuration Payload in the IKE_AUTH exchange by including an INTERNAL_IP6_ADDRESS attribute. 

When the Home Agent processes the message, it allocates a HoA and sends it a CFG_REPLY message. 

Editor’s Note: the details of this configuration procedure are in the scope of CT1

The IPv6 Home Address allocation through IKEv2 allows to bind the Home Address with the IPsec security association so that the MN can only send Binding Updates for its own Home Address and not for other MN’s Home Addresses.

Figure x provides the flow for the initial DS-MIPv6 bootstrapping, focusing on the security aspects of the flow.
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Figure x: DS-MIPv6 bootstrapping based on IKEv2

1)
The UE discovers the PDN GW address based on the procedure specified in TS 23.402 [5]

2) 
The UE starts an IKEv2 exchange with the PDN GW. The first part of this exchange is an IKE_SA_INIT exchange. In this phase the PDN GW and UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie-Hellman exchange

3) 
The UE sends the user identity (in the IDi payload) and the PDN identifier (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the PDN GW that it wants to use EAP over IKEv2. The UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Home IP Address or Prefix. The UE shall include the Traffic Selectors to protect DS-MIPv6 signalling as specified in [x1].

4)
The PDN GW sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the user identity. The PDN GW shall include a parameter indicating that the authentication is being performed for DS-MIPv6 security. This will help the 3GPP AAA Server to distinguish between authentications for DS-MIPv6 security and authentications for IPsec tunnel setup. For the communication between PDN GW and 3GPP AAA server, cf. also [4].

Editors Note: It has to be clarified whether the need for the 3GPP AAA server to distinguish between two types of authentications is based on security or other reasons. Furthermore, it has to be clarified whether the AAA server may have to distinguish more than the mentioned two uses, e.g. in the context of I-WLAN direct IP access.

5)
Based on the identity received, the 3GPP AAA server selects an Authentication Vector (RAND, AUTN, CK, IK, XRES) for the UE.  The 3GPP AAA Server then initiates the authentication challenge by sending the EAP-Request/AKA-Challenge containing RAND and AUTN as described by RFC 4187 [7]. The user identity is not requested again, as in a normal authentication process, because there is the certainty that the user identity received in the EAP Identity Response message has not been modified or replaced by any intermediate node. The reason is that the user identity was received via an IKEv2 secure channel which can only be decrypted and authenticated by the end points (the PDN GW and the UE).

6)
The PDN GW responds to the UE with its identity, a certificate, and sends the AUTH parameter to protect the previous message it sent to the UE (in the IKE_SA_INIT exchange). The EAP message received from the 3GPP AAA Server (EAP-Request/AKA-Challenge), which contains RAND and AUTN, is included in order to start the EAP procedure over IKEv2.

7)
RAND and AUTN are passed to the USIM, which checks AUTN is correct [11] and if so calculates CK, IK and RES and passes these to the UE. The UE checks the IKE authentication parameters and responds to the authentication challenge. The only payload (apart from the header) in the IKEv2 message is the EAP message which contains the AKA response, RES.

8)
The PDN GW forwards the EAP-Response/AKA-Challenge message to the 3GPP AAA Server.

9)
The 3GPP AAA Server checks the EAP message including that RES = XRES and then calculates MSK from CK and IK as described in RFC 4187 [7]. The 3GPP AAA Server sends the Authentication Answer including an EAP success and the key material to the PDN GW. This key material shall consist of the MSK generated during the authentication process. 

10)
The AUTH payload is computed using the received MSK.

11)
The EAP Success message is forwarded to the UE over IKEv2.

12)
The UE also generates MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDN GW.

13)
The PDN GW checks the correctness of the AUTH received from the UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The PDN GW shall send the assigned Home IP address or prefix in the configuration payload (CFG_REPLY). Then the AUTH parameter is sent to the UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

Editor’s Note: the details of the configuration procedure is under CT1 responsibility
9.2.3
Security Profiles
The profiles for IKEv2 and IPsec ESP as defined in TS 33.234 [9] shall be used with the exception that ESP in transport mode shall be used..
9.3
Network based Mobility

Editor’s Note: cf. TR 33.922, section 7.4

9.3.1
Proxy Mobile IP 

9.3.1.1
Introduction

Clause 9.3.1.2 defines the security requirements and mechanisms for Proxy Mobile IP (PMIP) when used in EPS. In particular, it addresses how PMIP messages need to be protected within the Evolved Packet Core and how PMIP protection needs to be handled if the PMIP messages originate from a trusted non-3GPP network node. 

9.3.1.2
PMIP security requirements

Trust model:

· For the reference points S2a (MAG in trusted non-3GPP access network) and S2b, S5 and S8b (MAG in ePDG or Serving GW), the MAG shall be trusted by the LMA to register only those Mobile Nodes that are attached. 

· 
Requirements on mechanisms for securing PMIP messages on the reference points S2a, S2b, S5 and S8b:

Security for PMIP messages between MAG and LMA shall be provided
· either by a chain of security associations in a hop-by-hop fashion according to TS 33.210 [6]. For each hop in such a chain, one security association per direction shall be used for all PMIP messages relating to any user, or 
· by one security association per direction for all PMIP messages relating to any user in an end-to-end fashion according to TS 33.210 [6] for the intra-domain case.

In order to protect PMIP messages, integrity protection is required, confidentiality protection is optional.


· 

Strong access authentication:

· PMIP shall be used only in conjunction with AKA-based access authentication. 
9.3.1.3
PMIP security mechanisms

TS 33.210 [6] shall be applied to secure PMIP messages on the reference points S2a, S2b, S5 and S8b. TS 33.310 [12] may be applied regarding the use of certificates with the security mechanisms of TS 33.210 [6]



10
Security interworking between 3GPP access networks and non-3GPP access networks

10.1 General
The requirements and specifics for the security interworking of 3GPP access networks with different non-3GPP access networks during idle mode and active mode mobility are described in the following sub clauses.

10.2 CDMA2000 Access Network

This clause captures all the security requirements for the interworking between HRPD and E-UTRAN during idle mode and active mode mobility. This specification assumes that no security context exchange is performed between E-UTRAN and HRPD access systems.
10.2.1 Idle Mode Mobility
The security interworking specifics between E-UTRAN and HRPD during idle mode mobility are defined in this clause which covers the UE idle mobility in both directions, i.e. from E-UTRAN to HRPD and HRPD to E-UTRAN.
E-UTRAN -> HRPD Interworking
For pre-registration, the UE interacts directly with HRPD system to perform authentication through the HRPD PDSN and establish security association with this system directly. The procedures are the same as in the case when the UE connects directly to the HRPD access network except that it is tunnelled over the E-UTRAN/EPS. In these procedures, the UE follows the authentication and key agreement procedure described in clause 6.2. Tunnelled signalling is exchanged over S101 interface which is secure as described in clause 11.
In the case when the UE is not aware of its movement from E-UTRAN to HRPD, the UE may access the HRPD system directly without performing a pre-registration through E-UTRAN/EPS system.
HRPD -> E-UTRAN Interworking

The security interworking specifics of the UE idle mode mobility from HRPD to E-UTRAN follows the EPS network entry procedures as described in TS33.abc [16].
10.2.2 Active mode mobility
The security interworking specifics during active mode mobility between E-UTRAN and HRPD are defined in this clause which covers the UE active mobility in both directions, i.e. from E-UTRAN to HRPD and HRPD to E-UTRAN.
E-UTRAN -> HRPD Interworking
The UE behaviour is the same as in E-UTRAN-HRPD security Interworking for idle mode mobility described in clause 10.2.1.
HRPD -> E-UTRAN Interworking

The UE interacts directly with the MME to perform authentication with EPS and establish a security association with this system directly. The procedures are the same as in the case when the UE connects directly to the E-UTRAN system, except that it is tunnelled over the HRPD AN. In these procedures, the UE uses EPS-AKA with the MME.
11
Network Domain Security


For all interfaces between network elements relevant in the context of this specification, 

· TS 33.210 [6] shall be applied to secure signalling messages on the reference points unless specified otherwise, and 

· TS 33.310 [12] may be applied regarding the use of certificates with the security mechanisms of TS 33.210 [6]
·  unless specified otherwise in this specification.
12
Security Aspects of Emergency Call Handling 

Editor’s Note: it is ffs whether this section is needed in case there are aspects of Emergency Call Handling specific to non-3GPP accesses,, or whether it is already fully covered by the corresponding section in TS on “SAE: security architecture” [33.abc].
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