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Abstract of document:

This document specifies the security provided by EPS for non-3GPP Accesses for both trusted and untrusted access. This includes the security interworking between 3GPP access networks and non-3GPP access networks, the authentication and key agreement procedures, the establishment of security contexts and the network domain security.

Changes since last presentation:

This is the first presentation to SA plenary.

Outstanding Issues:

The following issues are outstanding:

· An overview section has to be provided and the main security features have to be listed.

· Authentication and key agreement for trusted and untrusted access, as well as establishment of security between UE and ePDG, have been on the procedures specified in TS 33.234 (I-WLAN), cf. clauses 6 and 8. Editor’s Notes capturing unresolved issues, some of which are motivated by technical differences or untrusted with I-WLAN :

· Shall the USIM application used with EAP-AKA reside on the UICC for all cases?

· Which information on access network and VPLMN does the AAA server need for its authorization decision?

· How can the AAA server securely distinguish EAP packets relating to I-WLAN (as in TS 33.234) from EAP packets relating to EPS (EAP-SIM allowed for I-WLAN, but not for EPS)?

· Is it required to prevent simultaneous access of a UE via several access networks, as in I-WLAN?

· Shall the number of IKE security associations per APN be limited, as in I-WLAN?

· Text on handling of IPsec tunnels in mobility events needs to be provided.

· Figures with information flows should be included.

· For host-based mobility
· Text for MIPv4 security procedures is currently missing. (Contribution presented to SA3#50 could not be agreed). In particular, the procedures for establishing MIPv4 security contexts need to be provided. 
· DSMIPv6 needs the completion of various issues listed by the Editors Notes.
· The section on Emergency Calls is still empty. Its completion depends on input from SA2. 

· An alignment check with TS 23.402 has to be performed. 

· The reference point name changes as listed in the LS S2-081967 have to be implemented.

Contentious Issues:

It needs to be decided for trusted access whether the USIM application used with EAP-AKA shall reside on the UICC.

