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1. Overall Description:

SA3 would like to thank RAN2 for the LS R2-081369 on “Authentication at RRC Connection Re-establishment”. SA3 has reviewed the information provided in the LS and would like to provide the following clarifications:
Currently SA3 is discussing on the AS algorithm selection procedures and prefers the target eNB to select the AS algorithms. If the target eNB selects the AS algorithms, then the algorithm bidding down attack on the target eNB is mitigated. So there is possibility that the target eNB may not use the same source eNB selected algorithms and need to support change of algorithm during RRC Connection Re-establishment.  
SA3 understands that the MAC is pre-calculated in the source eNB, so it cannot be just the normal MAC calculated over RRC messages. But to at least protect the C-RNTI and the identity of the source cell which are used to identify the UE in the target cell, these should be input to the MAC calculation. A man-in-the-middle attacker could stop the re-establishment request and replay it in another cell. In order to prevent the man-in-the-middle attack, the identity of the target cell to be included as one of the input parameter to the MAC calculation. So that calculated MAC is unique per cell. The values of the other input parameters, e.g., radio-bearer ID, are not critical as long as they are known to UE and source eNB. The MAC is calculated using the RRC integrity protection key and algorithm agreed between the UE and the source eNB. The shoter MAC (around 16 bits) are generated by truncating to most/least significant bits.
SA3 would like to verify with RAN2 on the below assumptions. SA3 would prefer to include the identity of target cell as input to the KeNB* derivation to make the KeNB* unique per target cell. SA3 assumes that the identity of the cell is unique per cell within the operator domain or at least between neighbouring cells and also that the UE and the source eNB have the identity of the target cell(s) available during KeNB* derivation. SA3 would like to know whether PHY cell identity or global cell identity can be used and add a reference to TS 33.abc.
2. Actions:

To RAN WG2:
1) SA3 kindly asks RAN2 to take the above information into account 

2) SA3 kindly asks RAN2 to confirm the assumptions made by SA3 on the identity of the cell are correct and to indicate which cell identity form can be referenced in the TS 33.abc.
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