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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

The present document …

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
IETF Internet-Draft: "Media Security Requirements" draft-wing-media-security-requirements-00 (October 2006).
[3]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2"
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
<ACRONYM>
<Explanation>

4
Use cases

Editor's Note: Further use cases need to be elaborated upon. In addition, further study is needed on the priority of the use cases to help determine which use cases should be addressed by the solution.
4.1
Multimedia telephony

NOTE: The use of the term "multimedia telephony" in this section is not limited to the definition in TS 22.172.

One use case of particular interest is when a call ends up in a voice mailbox in the network. In this case it would be beneficial if the voice payload could be stored by the voice mailbox in the same encrypted format as it sent in, i.e. without any decryption of the ciphering protecting it. When the end user later listens to the voice mail it should be sent without having to perform any re-encryption. This type of deferred delivery of the payload requires a key management system which doesn’t depend on the identity of transmission end-points but should depend on the identities of the sender and intended receivers. Deferred delivery also requires “application” layer protection and excludes straightforward “link-layer” tunnelling solutions. 
Another use case is in group communication, e.g. conference calls with true end-to-end security. In this type of service it is necessary that all users have access to the same key, the group key. If support of large groups is out of scope, as it would be for normal size conference calls, group key management could be based on naïve schemes. If true end-to-end security isn’t required, the conference bridge may re-encrypt the media and other solutions will be available. Still group key management could yield simple and efficient solutions also for this case.

The conclusions are that for true end-to-end security the key management system should support group keys and deferred media delivery. The key management system should be general enough to support application layer media protection as well as link layer tunnelling solutions. Media can be RTP-media and/or different types of text, video, and picture streams/files/formats.
Editor's note: The difference between application layer protection and link layer tunneling for deferred delivery needs to be clarified. Also, the use of the term "link layer tunneling" is ffs. 
4.2
Push-to-talk (PoC)

Push-to-talk systems are in principle store and forward systems with message replication for all intended receivers taking place in the PoC server. PoC systems also often support instant messaging. Furthermore, it should be noted that PoC systems may offer automatic functions for recording of all messages a user cannot receive “on-line”. Thus, for true end-to-end security PoC systems exhibit the same requirements on key management and media protection as the voice and video calls described above, i.e. a group key management system capable of handling deferred delivery of media. PoC system doesn’t only handle voice but also handles other media types.

4.3
Instant Messaging

Instant messaging systems have many similarities with PoC systems, the main difference is that they focus on non-speech media even though they may also carry voice messages. 

For peer-to-peer instant messaging, there might be a direct link between the peers but in most cases, due to charging and delivery of different types of system services, the messages are forwarded via a one or more intermediary nodes. For multiuser instant messaging, messages are routed to a instant messaging server where they are replicated and sent to all intended receivers. The messages might be carried in the signalling path in e.g. SIP MESSAGEs  or they can be transferred e.g. on MSRP links.
Editor's note: Whether security of media carried in the signaling path is in scope of this TR is ffs. 

Also IM systems provide services storing messages for recipients that can not receive messages in real-time. Thus the requirements here are the same as those for the above use cases.

4.4
Chat

Chat differs to a certain extent compared to the use cases described above. Here chat messages usually end up in the chat server where they handled in plaintext. It is difficult to imagine how an efficient chat service based on true end-to-end security could be developed. Thus here the security requirements are mainly to protect the communication between the user and the chat server.
4.5
Transcoders

Transcoders are devices in the network that need to change the media coding or make other necessary modifications of the media streams. For example RFC 4117 [4117] describes the usage of transcoders in the context of SIP showing examples when media streams are "transcoded" between audio and text as one of the communication endpoints could be deaf or hearing impaired. 

As is described in clause 5.4.1 of TS 23.228 [3], the MGW may support transcoding between a codec used by the UE in the IM CN subsystem and the codec being used in the network of the other party.
In order to support this use case media protection needs to be terminated at the transcoder.

4.6
PSTN-GW

PSTN gateway provides interworking between IMS networks and circuit switched PSTN. 

According to clause 5.4.1 of TS 23.228 [3] the IM CN subsystem is also able to interwork with the CS networks (e.g. PSTN, ISDN, CS domain of some PLMN) by supporting, for example, AMR to G.711 transcoding in the IMS MGW element. Furthermore to allow interworking between users of the IM CN subsystem and IP multimedia fixed terminals and other codecs may (this is implementation dependent) be supported by the MGW. I.e. MGW is expected to act as a PSTN-GW. 

In order to support this use case media protection needs to be terminated at the PSTN-GW.


[image: image3]
Figure 1: A simplified view of PSTN – IMS interworking
4.7
Termination of Media Security in an AS

An IMS session is not always setup between two UEs. It may also be terminated in an Application Server (AS). 

In order to support this use case media protection needs to be terminated at the AS.
5
Requirements
The purpose of this section is identify 3GPP requirements for IMS media plane security and to evaluate IETF media security requirements detailed in [2] with respect to their relevance for 3GPP. The requirements are grouped into various categories in order to ease discussion and to check for completeness. A comment is added to some of the IETF requirements indicating the relation to 3GPP media security requirements. When no comment is added then this indicates that the IETF requirement seems acceptable for IMS. With some of the IETF requirements a status of ffs (for further study) is indicated showing that the requirement is still under discussion in the IETF. 

Editor's Note: 
Evaluation of the latest version of the IETF requirements needs to be performed.

5.1
Lawful interception

3GPP Requirements:
1. Lawful interception requirements shall be met.

2. The lawful interception solution shall not require the operator to reveal information to the interception agent that would allow him to intercept user communications that are outside the terms of the intercept warrant.

3. It shall not be possible for users to determine whether their communications are subject to lawful interception.


NOTE:
Further study is needed on the exact requirements for lawful interception.
IETF Requirements:

4. A solution SHOULD NOT allow end users to determine whether their end-to-end interaction is subject to lawful interception (ffs).
5.2
Security
3GPP Requirements:
5. It shall be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay on access network interfaces and access network nodes.

6. It should be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay on core network interfaces and at core network nodes. 

NOTE 1: 
It should be considered whether SA3 could relax this requirement so that the decryption key could be revealed to IMS network elements and on some core network interfaces. This would allow simple key management solutions to be adopted where the sender generates the end-to-end key and sends it to the receiver in SDP according to e.g.RFC4568, whereby the key is protected using existing "per hop" IMS control plane security mechanisms.
7. The level of security provided should satisfy operators and the vast majority of users, whilst at the same time satisfying applicable lawful interception requirements.
8. A key management solution shall be based on user identity and not on communication endpoint.

Editor's Note:
Some re-wording of the above requirement may be needed.
IETF Requirements:

9. A solution MUST provide protection against passive attacks.
10. A solution SHOULD consider active attacks (ffs).
Comment: A 3GPP solution shall provide protection against active attacks on access network interfaces and access network nodes. It should also be possible to protect against active attacks on core network interfaces and at core network nodes.

NOTE 2: 
It should be considered whether SA3 could relax the requirement concerning active attacks at core network nodes so that the measures mitigating such attacks, e.g. hardening, local access control, would be provided independently of a media plane security solution. This would allow simple key management solutions to be adopted where the sender generates the end-to-end key and sends it to the receiver in SDP according to e.g. RFC4568.
11. A solution MUST be able to support Perfect Forward Secrecy.
Comment: Perfect Forward Secrecy is not considered to be required in a 3GPP network.

12. A solution MUST support algorithm negotiation without incurring per-algorithm computational expense.
13. A solution MUST support multiple cipher suites without additional computational expense.

5.3
Requirements related to SIP based call features/SIP related problems

5.3.1
Forking and Retargeting

IETF Requirements:
14. Forking and retargeting MUST work with all end-points being SRTP.

15. Forking and retargeting MUST allow establishing SRTP or RTP with a mixture of SRTP- and RTP-capable targets.

16. With forking, only the entity to which the call is finally established, MUST get hold of the media encryption keys.

17. A solution SHOULD allow to start with RTP and then upgrade to SRTP (ffs).
Comment: From an architectural point of view 3GPP does not consider this to be a good approach. However, the requirement is for further study, as there are possible usage scenarios for that approach. E.g. when calling a call center, it may be reasonable to receive unencrypted general announcements before proceeding to an encrypted individual conversation.
18. Endpoint identification when forking.  The Offerer must be able to associate answer with the appropriate flow endpoint.  In case of forking one might not want to perform a DH with every party but instead to associate the SDP response with the right end point. This is a performance related requirement.

Comment: Forking and retargeting in 3GPP is for further study. 
5.3.2
Early Media/Media Clipping

IETF Requirements:
19. A solution SHOULD avoid clipping media before SDP answer without additional signalling.

Comment: In a 3GPP architecture media clipping shall be avoided, even at the cost of additional signalling.
5.3.3
Secure multiparty communications
3GPP Requirements:

20. A key management solution shall support secure multiparty communications. 
IETF Requirements:
21. Shared-key encryption for conferencing (Note: it may be matter of discussion, if shared key conferencing stays as out-of-scope.) 

Comment: This requirement is currently stated as out-of-scope in the IETF. This requirement shall be valid in a 3GPP architecture.

Editor's Note: It is ffs whether the above requirements may be combined.

5.4
Architectural 

3GPP Requirements:
22. Encryption and integrity protection of user media should be applied on an end-to-end basis, where possible, to save on network resources and to avoid restrictions on media plane routing.

23. Where it is not possible to provide protection on an end-to-end basis due to cost or complexity reasons, then solutions should be developed which terminate user plane security in an appropriate network element (e.g. at a conference bridge or at interworking gateways with non-IMS networks).

24. It should be possible for operators to be able to terminate media plane security in the network in some cases, e.g. if the operator needs access to the media for content control purposes.
25. A solution SHOULD support media recording (ffs).
26. Multiple solutions should be avoided to reduce complexity in the network and to maximise interoperability between user devices.

27. The requirement for new functions on the user’s smartcard should be avoided unless it would provide significant and cost effective benefits.

28. The solution should support the possibility to protect user traffic on an end-to-end basis between IMS-capable and non IMS-capable user equipment.
29. The solution shall have minimal impacts on already deployed network entities.

30. A media security solution shall assume that messages cannot be sent over the media path until the media session has been established.

NOTE 1:
3GPP and TISPAN networks will likely block all traffic on media path until the media session has been established (i.e. until the initiator has received the responder's answer in the 200 OK message).

31. A media security solution shall assume that only media traffic can be sent over the media path.
NOTE 2:
Media path nodes in 3GPP and TISPAN networks will likely not let anything other than media traffic through, e.g. due to traffic policing.
32. Media security solutions for media protection and key management shall cover both end-to-end and end-to-middle media protection scenarios.
NOTE 3:
Whether the solutions (especially for key management) are the same or different for end-to-end and end-to-middle scenarios may depend on environment, cost and complexity reasons.
IETF Requirements:
33. A solution MUST NOT require 3rd-party certs.  If two parties share an auth infrastructure they should be able to use it.

34. From an architectural point of view solutions can exchange key exchange messages along the media path, along the signaling path or on both paths.  A solution SHOULD operate along the media path and the signaling path.

Comment: In the 3GPP architecture the preferred solution is to perform the key exchange messages in the signaling path only.
5.5
Scalability, Cost and Performance 

3GPP Requirements:
35. The solution should scale well for large numbers of users.

36. The solution should be cost effective.

37. The solution should not adversely affect performance of IMS services. In particular, there should be no significant increase in call set-up delay and no media clipping.

5.6
Requirements regarding the Access network type

3GPP Requirements:
38. The solution shall support the possibility to provide protection on an end-to-end basis between any IMS-capable UE regardless of what type of access technology they use (fixed DSL, WLAN, cellular, etc.)

39. The key management solution should be based on the existing IMS access security architecture, so that no special user registration or user involvement is required, and so that existing infrastructure can be re-used. 

40. Since the IMS client may use different access authentication methods, both smartcard and non smartcard based, the key management solution for end-to-end security shall be able to work independently of any of these authentication methods.

5.7
Backward Compatibility and Migration

3GPP Requirements:
41. Media security shall be mandatory to implement for UEs and networks and optional to use for UEs.  

42. The media security solution shall allow a UE to negotiate media security settings for each individual call. 

43. The negotiation of media security must be protected against downgrading attacks

IETF Requirements:
44. A solution MUST allow a SIP UE to negotiate media security parameters for each individual session.

5.8
Other Requirements

3GPP Requirements:
45. A solution shall support the possibility to protect RTP-based IMS user plane traffic.

46. A solution shall support the possibility to protect non RTP-based IMS user plane traffic.
NOTE 1: 
An example use case for this requirement is Message Session Replay Protocol (MSRP) RFC 4975.
NOTE 2:
It is for further study whether the preferred approach is to have the same solution for the above two requirements.

47. A solution solution shall support the possibility to protect application layer messages.
Editor's Note: Further clarification on the above requirement may be needed.

48. The media security solution should not require user intervention.

NOTE 3: 
Some key management solutions require user intervention in the sense of reading aloud an authentication string to the other endpoint. This may be an inconvenient user experience, especially for elderly or disabled persons.
Editor's Note:
It is ffs whether some level of visibility and configurability is needed.

49. A party engaged in the session shall have the possibility to get assurance about the identity of any other party in the session.
Editor's Note:
The intention is to provide assurance to a party in the session about the identity of other parties in the session. In particular, it is necessary to give the called party assurance about the identity of the end point(s) of the call (after forking, etc.). Existing mechanisms in IMS are probably not enough to meet this requirement. The details of the requirement are ffs.

50. A calling party shall have the possibility to stay anonymous towards any called parties in the session.
IETF Requirements:
51. A solution SHOULD support the possibility to protect non-RTP-based data traffic.
Comment: This is covered by one of the 3GPP requirements listed above.
52. A key management solution shall support deferred delivery of media.
6
Candidate solutions
6.1
Kerberos-like Key Management Solution
Editor's Note: Further study is needed to determine whether the extra complexity brought about due to the support of deferred delivery can be justified.
This section describes one possible approach based on a Kerberos-like Key Management Server (KMS) which maintains key information. The KMS helps in the handling of keys for currently off-line users and may provide copies of keys to authorized network functions and middle-boxes. A "ticket" concept, also similar to Kerberos, is used to identify and deliver keys
6.1.1
Requirements

The following list of requirements has been taken as a starting point for the proposed key management scheme. The key management system shall be able to support:

1. Security that can be used for any communication services offered over IMS, e.g. MMTel, PTT, and IM.

2. Use cases involving forking, redirection and early media 

3. Other important use cases as such as Voice-mail, Conferencing, etc

4. End-to-end security for the services mentioned in points 1. and 2.

5. End-to-end security for services offering deferred delivery of media.

6. Network functions operating on plaintext media, e.g. transcoders (breaking the end-to-end security).

7. Security termination in a network node.

6.1.2
Security end/points

The requirements above imply that there are a number of different use cases that the key management system needs to support. Figure 2 gives an overview of the security end/points that are considered.


[image: image4]
Figure 2: Illustration of the different types of media security endpoints.

The case when one or more network nodes should be allowed to have access to the plaintext media is denoted end-to-middle-to-end (e2m2e). In cases when media should be forwarded over legacy systems we have an end-to-middle (e2m) use case in which the security is terminated in the network. Finally, there is a “true” end-to-end (e2e) security use case in which only the end-point UEs have access to plaintext media. 
To handle these use cases the terminals and the network have to be able to communicate the security capabilities and the desired/accepted security functionality.

6.1.3
Analysis 

The requirement having the greatest impact on the possible types of key management scheme is requirement 5 on deferred delivery. This requirement excludes all key management schemes that are based on some type of negotiation between the end-points and implies that the sender/initiator must have access to media keys before the receiver has been contacted. A consequence is also that the receiver cannot rely on contacting the sender to get access to the keys used. 

Thus there is only one way to solve this problem and that is to have the key information associated with the media, forwarded with the media in e.g. a ticket. The ticket could be a reference to a key held by the key management system or it could hold the key itself. In the latter case, the ticket of course needs to be confidentiality protected. To have the key itself transported in a ticket is seen as the preferred solution as this would relieve the key management system of the task to keep a record of all keys used for media protection.

There are two alternatives for how the receiver gets access to the key in the ticket. The first is that the confidentiality protection of the ticket is based on a long-term key shared between the receiver and the key management system. This has the drawback that it is problematic to support use cases in which a common key should be distributed to many recipients.  This may be required for end-to-end security in some of the services mentioned in requirements 1 and 3. Thus the second alternative, which is to have the ticket protected by a key known only by the key management system, seems more favourable. This would imply that the receiver has to contact the key management system whenever secure media is received. In this case, the key management system could implement some authorization functionality for group key management.

End-to-end security would then be enforced by the key management system by only distributing the media keys to designated end-users. Note here that it is important to distinguish the end-user from the end-user equipment, and that a authorization function in the key management system could be based on end-user identity instead of a UE identity. This authorization function in the KMS could also be used to help solve the key access problem in forking and retargeting scenarios (requirement 2). To allow key distribution to network nodes  to enable network functions on media, the nodes requiring media plaintext access should have special authorization to retrieve keys for all users. 

The ticket should by preference be generic and their transport should not rely on the type of media they help protect. Thus a signalling plane solution for ticket transport seems to yield the simplest and most general systems solution. 

6.1.4
Solution description 

A precondition for a key management scheme as discussed above is that the users can establish secure connections with the key management server and that mutual authentication is provided. In an IMS environment it is natural to base the establishment of such a trusted and protected connection between the user and the KMS on GBA. In Figure 3, a conceptual architecture for the discussed key management system is depicted.


. 
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Figure 3: Architecture for key management system

The key management when UE A wants to establish a secure media session with UE B follows the following steps:

1. UE A bootstraps with the BSF to be able to establish a secure connection with the KMS which acts as a NAF. This allows the BSF to authenticate the user and the user to indirectly authenticate the KMS.

2. The UE establishes an authenticated (PKS-)TLS connection to the KMS according to TS 33.222. 

3. The UE contacts the KMS and requests a key and a ticket to include in an INVITE to UE B. The ticket is confidentiality protected and includes the media master key and other information needed like receiver’s identity. In most cases the user identity should be an IMPU but for group key management a group identity or a list of users could be included.

4. The KMS generates the key and the ticket and sends them to UE A.

5. UE A includes the ticket in the INVITE and sends it to UE B. 

6. The IMS core detects the INVITE and handles the tticket in such a way that a network function, if authorized, can get access to the master media key. 

Editor's note: It is ffs to determine the exact procedures for how the IMS core handles the ticket so that a network function can obtain the media key when needed.

7. UE B receives the INVITE including the ticket. 

8. The UE connects to the KMS using GBA based PSK-TLS. The KMS gets an authenticated user identity this way.

9. The UE B sends the ticket to the KMS and requests the master media key contained in the ticket.

10. The KMS retrieves the master media key and other information from the ticket and checks that UE B is an authorized receiver of the master media key.

11. The KMS sends the master media key and the other needed information to UE B.

12. UE B accepts the invitation and use of media security.

If UE B is unregistered and INVITEs are retargeted to a media mailbox, the key in the associated ticket would still be valid and the ticket should be stored together with the encrypted media in the mailbox. When UE B later wants to retrieve the media from the mail box, the ticket is first sent to UE B and UE B performs, in principle, steps 8 to 12 as described above, before the media is received.
Editor's Note: The following observations are made regarding the solution:
-
Use of GBA to establish the secure channel between a UE and the KMS is one possibility suitable for IMS when user authentication is based on ISIM. Other methods could be used if required. 

-
The signalling for the key management is in general a SIP signalling issue and should be developed in cooperation with the IETF.

-
The applications/enablers relying on the key management system are in many cases OMA specified. The key management functionality should thus be developed by or in cooperation with OMA.
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