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6.1.2
NAT requirements in Early IMS
In the IMS network deployment, there is strong practical requirement of NAT in large mobile operators where IP address resource is not plentiful enough, such as China Mobile. Although IPV6 will provide enough address space and will reduce such requirements, there is still urgent need of NAT in the early IMS deployment, because we have very large quantity of legacy UEs which are based on IPV4.
However, in the current two security solutions specified for IMS by 3GPP, the fully compliant IMS solution which is defined in 33.203 provides NAT traversal solution (refer to annex M of 33.203), but the Early IMS solution which is defined in 33.978 forbids NAT deployment completely. We believe this is improperly because the NAT need is just more urgent in Early IMS than fully compliant IMS scenario. So we strongly propose to define a NAT traversal solution for the Early IMS deployment.
Ericsson comment: Please note that the NAT traversal of TS 33.203 is mainly for use cases where there is end user NAT, not controlled by IMS. For a plain IMS controlled NAT according to TS 23.228, annex G.2.1, Figure G.2, there is no need to apply the NAT traversal mechanisms of 33.203 as the signaling between UE and P-CSCF still can be done without NAT. It is only the media plain (which need to be sent outside the private IP network) that needs to be NATed.
[Comments] : 
We agree with this point. In the NAT traversal mechanism of TS 23.228, annex G.2.1, Figure G.2,  only the media flow that going outwards the public network need to be NATed, and the signaling plain need not to be NATed because it can work completely inside one private network. 
But please note that the assumption here is that the private address space is big enough, so that all the UEs and Core network equipment can be hold in a same address space. If the number of  mobile network subscribers is very large, this assumption is not correct, especially in the case of IPv4. For example, in China Mobile, the user number of the whole country is  much bigger than the upper limit of a private IPv4 network address space (e.g., a 10.x.x.x address space has 224 addresses, about 16.8 million). So we separate each province’s network as one private network with a full 10.x.x.x address space. In the early stage of IMS deployment, we plan to deploy one IMS core network which providing services to subscribers throughout the whole country. At this stage, all the subscribers from different provinces need to access the IMS network based on early IMS authentication mechanism. So to each province’s private GPRS network which has an independent address space, the IMS core network should resides in a separate address space, and we need to place NAT device between the GGSN and the P-CSCF to translate the private addresses from different provinces into one universal address scope.
So we think this comment has some misunderstanding about our requirement on this problem.
In fact, if an operator controlled NAT is needed, it should not be placed between the GGSN and the P-CSCF, but between the GGSN and the external IP network. The P-CSCF may very well have an interface inside the private network. If there are operator controlled NATs, this is the current recommendation in TS 23.228.
The received parameter in the Via header is needed, because otherwise the P-CSCF will not know the IP address to send the response message to the UE. Thus, the received parameter is needed for routing of SIP response messages.  
[Comments] : We agree with this point and have made some modifications in our solution about the message routing mechanism.
Brief technical analysis
In Early IMS, the HSS has a binding between the IMSI and/or MSISDN and the IMPI and IMPU(s), and is therefore able to store the currently assigned IP address from the GGSN against the user's IMPI and/or IMPU(s). The mechanism assumes that the P-CSCF checks that the source IP address in the SIP header is the same as the source IP address in the IP header received from the UE. The assumption here, is that no NAT is present between the GGSN and the P-CSCF. But when a NAT device is between the GGSN and P-CSCF, this mechanism is not available. Although there is no IP address theft, when signaling messages traverse the NAT device, the source IP address will be translated. When P-CSCF compares the source IP address in IP header with the one in SIP header, it will find that these two IP addresses are not equal, and will attach the source IP address in IP header to the “received” parameter of Via header in the SIP message. When request message is forwarded to S-CSCF, S-CSCF shall compare the IP address in “received” parameter with that one stored in HSS. It is obvious that these two IP addresses are not equal, and registration is failed. It means that Early IMS can not distinguish between address translation and theft.
Conclusion

Although NAT brings trouble to Early IMS, we should not abandon NAT deployment only for this reason. On the contrary, from China Mobile’s view, the need of NAT is quite urgent in the early IMS deployment practice. A NAT traversal solution for the Early IMS deployment should be defined to fulfil these requirements.
 Ericsson comment on solution.  This problem basically addresses the so called "operator" controlled NAT problems. Today, IMS has specified procedures for this, in which the NAT is controlled by the P-CSCF. 

Extract from 23.228:

G.2.1
IMS-ALG and IMS Access Gateway model

Figure G.1 presents the general reference model for IMS access when both the signalling and media traverses NAT devices. Figure G.2 presents the general reference model when IP address translation is needed between the IP-CAN and the IMS domain. The IMS network architecture is the same for both cases. The NAT integrated with the IMS Access Gateway is under operator control in this reference model.
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Figure G.1: Reference model for IMS access when both the signalling and media traverses NAT
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Figure G.2: Reference model for IMS access when NAT is needed between the IP-CAN and the IMS domain

Figure G.2 seem to address the problem discussed in this paper. In this case the NATing is controlled by the IMS-ALG functionality of P-CSCF.  The NATing is mainly handled for the media, using the IMS access gateway (including the controlled NAT functionality). I.e., the NATing is only done on traffic that needs to go outside the private IP network. 

Note that in this case, there is no need to have a NAT in between the UE and P-CSCF. The P-CSCF can have a local IP address on the interface towards the UE (as shown in the figure). Based on that the P-CSCF receives the SIP request on the interface on the private IP address network, it knows it will be a request that should be NATed, and therefore use the IMS access gateway. 

As a consequence, the P-CSCF/IMS-ALG will receive the SIP requests from the UE with the UEs private IP address, and will therefore be able to insert the correct private IP address in the received parameter.  Note also that it is crucial from a SIP routing perspective to have the correct IP address in the received parameter. This was not added there because of security in the first place, but for the reason to ensure that the SIP proxy (P-CSCF) will be able messages back to the correct IP address when a SIP response is sent to the UE from the network. So S-CSCF will receive the "correct" IP address from the P-CSCF in the received parameter, and the Early IMS procedure will work. 

Conclusion:

It is already today possible with current IMS standard to have an operator controlled NAT, where early IMS will work. This assumes that the NAT is controlled according to the architecture of 23.228, Annex G.2.1. 

It is therefore proposed that Early IMS TR is updated to recommend that the architecture of 23.228, Annex G.2.1 is used in case an operator controlled NAT is required. 
[Comments] : 
Based on the above analysis, we can see that the problem we described is not the same, so we think that the early IMS deployment solution to fufil our need should be studied and discussed, but not using the mechanism defined in the  23.228, Annex G.2.1 as this contribution proposed.
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