Page 1



3GPP TSG SA WG3 (Security) Meeting #50 
(
 S3-080239
Sanya, China, 25 - 29 Feb 2008
	CR-Form-v9.2

	CHANGE REQUEST

	

	(

	TR 33.978
	CR
	CRNum
	(

rev
	-
	(

Current version:
	7.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Solution for NAT traversal in Early IMS.

	
	

	Source to WG:
(

	China Mobile, Alcatel-Lucent, HUAWEI

	Source to TSG:
(

	TSG SA3

	
	

	Work item code:
(

	SEC-IMS
	
	Date: (

	04/09/2007

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)

	
	

	Reason for change:
(

	Currently it assumes that there is no NAT located between GGSN and P-CSCF in Early IMS. But NAT may exist for the limited IP addresses when IPv4 is deployed. In order to guarantee that GPRS users could access IMS services, it is necessary to consider the NAT traversal in Early IMS.

We propose a simple solution to resolve the NAT problem in Early IMS. 

We suggest adding this solution to Annex B in TR 33.978 as a normative reference.

	
	

	Summary of change:
(

	The addition of a solution for NAT problem in Early IMS to Annex B in TR 33.978.

	
	

	Consequences if 
(

not approved:
	GPRS users could not access IMS services when NAT deployed.

	
	

	Clauses affected:
(

	

	
	

	
	Y
	N
	
	

	Other specs
(

	
	N
	 Other core specifications
(

	

	Affected:
	
	N
	 Test specifications
	

	
	
	N
	 O&M Specifications
	

	
	

	Other comments:
(

	


=======The First Change========== 
Annex B: (Normative)
NAT usage between GGSN and P-CSCF

B.1 NAT problem in Early IMS
In Early IMS, it is assumed that no NAT is presented between the GGSN and the P-CSCF. But when a NAT device is between the GGSN and P-CSCF, this mechanism is not available. Although there is no IP address theft, when signaling messages traverse the NAT device, the source IP address will be translated. When P-CSCF compares the IP address in IP header with that one in SIP header, it will find that these two IP address are not equal, and will attach the IP address in IP header to the “received” parameter of Via header in the SIP header.  When request message is forwarded to S-CSCF, S-CSCF shall compare the IP address in “received” parameter with that one stored in HSS. It is obvious that these two IP address are not equal, and registration is failed It means that Early IMS can not distinguish between address translation caused by NAT and theft.

Although NAT brings trouble to Early IMS, we should not abandon NAT deployment only for this reason. After all, address translation is not equal to address theft. Then when NAT is deployed, we should distinguish between address translation caused by NAT and address theft.
 B.2 Possible solution

When NAT device is deployed between GGSN and P-CSCF, it shall be controlled by the Operators. Operators can get the address mapping information from the NAT device. The precise way of getting the address mapping information from NAT device is related to different NAT devices and outside the scope of this solution. When P-CSCF receives a request message, and finds that the IP address in IP header is not equal to that one in SIP header (e.g. in “sent-by” parameter), it shall determine the NAT device location and get the IP address before NATed by querying the address mapping information. Then P-CSCF shall compare this IP address before NATed with the IP address in the SIP header. If they are equal, P-CSCF shall not add “received” parameter in the Via header. If these two IP addresses are not equal, P-CSCF shall add the “received” parameter and set its value as the IP address before NATed. When S-CSCF receives this request message, it just behaves according to section 6.2.3.4.

B.2.1 For convenient solution describing, some definitions are defined below


Source address: source IP address and port number pair in the tansport layer.

Changed address: the IP address and port number pair in the transport layer of the request message received by P-CSCF(Maybe NATed).

B.2.2 NAT identification mechanism
When NAT device is deployed between GGSN and P-CSCF, it shall be controlled by operators. Then P-CSCF shall know NAT device public IP address or address range (e.g. by pre-provisioned). When P-CSCF receives request message, it’s able to determine which NAT device the message traverse through from its IP address.

B.2.3 Procedures:
(1) When P-CSCF receives request message from UE, it shall compare the source address with that in SIP header (e.g. in “sent-by” parameter). If these two addresses are not equal, P-CSCF shall determine from the source address that whether NAT exists and which NAT device the message traverses through.

(2) If P-CSCF finds that the changed address is not in any NAT device public IP address range (i.e. no NAT exists), P-CSCF shall behave according to section 6.2.3.2.

(3) If P-CSCF finds that the changed address is in one of NAT devices public IP address range, P-CSCF can determine the NAT device location from changed address. Then P-CSCF shall be able to get the source address before NATed by querying the NAT device address mapping information through changed address. Then P-CSCF should keep the {source address, changed address} mapping information. When getting the source address, the P-CSCF checks the address in the SIP header. If the "sent-by" parameter contains a domain name, or if it contains an address that differs from the source address before NATed, P-CSCF shall add the “received” parameter and set its value as the source address before NATed. Otherwise, P-CSCF shall not add “received” parameter in Via header. Except for this step, P-CSCF shall behave according to section 6.2.3.2.

(4) When S-CSCF receives the request message, it shall behave according to section 6.2.3.4.
(5) When P-CSCF receives the response message, if it finds that “received” parameter is in the via header, it should check whether the address in “received” is in “source address” part of one of the address mapping information kept by P-CSCF before. If this mapping item exists, P-CSCF should change the address in “received” parameter to corresponding address in “changed address” part of matching item. Then the rest steps accord with standard SIP route mechanism. 
If P-CSCF does not find “received” parameter in Via header, then it should check whether the address in “sent-by” is in “source address” part of one of the address mapping information kept by P-CSCF before. If this mapping item exists, P-CSCF should use the address in the “changed address” part of this mapping item as destination address in transport layer of response message. Then the rest steps accord with standard SIP route mechanism.

Notes:

1) If the NAT function are co-located in the P-CSCF, the IP address mapping information is very easy to get.  If they are separated, then the P-CSCF will communicate with the NAT device to get these informations. However, the address-mapping-information getting method is outside the scope of this document and FFS.


B.3 message flow
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Fig B.1

Message flow description:

Excepting for steps enclosed by Red dashline box, the rest steps are same as those in Fig.1 in section 6.2.7.1.

When P-CSCF receives request message, if it finds that the changed address is in one of the NAT devices public IP address range, P-CSCF can determine the NAT device location from changed address. P-CSCF sends ‘Get address mapping information’ message with the parameter of the changed address to NAT device to query the source address before NATed. When receive ‘Get address mapping information’ message, NAT device shall query the address mapping information according to the changed address the P-CSCF provided and return ‘Return address mapping information’ massage to P-CSCF to provide the source address before NATed. When getting the source address, P-CSCF shall behave according to the (3) step in the B.2.3. 
When P-CSCF receives the response message, if it finds that “received” parameter is in the via header, it should check whether the address in “received” is in “source address” part of one of the address mapping information kept by P-CSCF before. If this mapping item exists, P-CSCF should change the address in “received” parameter to corresponding address in “changed address” part of matching item. Then the rest steps accord with standard SIP route mechanism.
If P-CSCF does not find “received” parameter in Via header, then it should check whether the address in “sent-by” is in “source address” part of one of the address mapping information kept by P-CSCF before. If this mapping item exists, P-CSCF should use the address in the “changed address” part of this mapping item as destination address in transport layer of response message. Then the rest steps accord with standard SIP route mechanism.
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