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Discussion
S3-080106 (Alcatel-Lucent) discusses about C-RNTI binding with KeNB*, but analyses the security of the key chaining method in general and not directly the C-RNTI binding enhanced key chain compared to key chain without C-RNTI binding. 
We agree that key chaining does not provide perfect forward security. However, it is not question about perfect forward security with C-RNTI binding. Thus, the contribution S3-080106 does not provide any valid arguments to remove C-RNTI binding from the key chain. However, it proposes to change the key chain to something else (compare to S3-080107 as well), which first of all is not justified in the time frame of E-UTRAN standardization.
Comment 1. 

The first goal of this Group is to come up with solid technical solutions, satisfing existing requirements.

 At the SA3#49bis it was decided to question existing assumption of binding with C-RNTI due to its short size and not being required to be random. In addition, SA3 created an LS to RAN2 (S3a071023) specifically asking RAN2 about C-RNTI nature in Q2. 
Quote:” To help the assessment of the C-RNTI binding security benefit, SA3 would like to know whether an outsider attacker could predict the C-RNTI before it’s allocation by target eNB?”
RAN2 replied to the Q2 above in its LS (R2-081359):
Quote: “In RAN2, the current C-RNTI allocation is not based on any security consideration and it is left to eNB implementation on what value to choose.

This does not mean that is will be possible to “predict” the exact value but, depending on the implementation, it may be possible to notice a pattern in the allocation and predict a smaller range of values.“

In other words, we are basing HO key management on the key binding with a value of a short size and nor only not random, but possibly even sequence-ordered in nature. 
At the same time we are discussing the inadequacy of 16 bit C-RNTI. Instead of pursuing a mechanism that upon greater scrutiny is looking more and more inadequate, it may be more productive and timely to look at solutions that get to the root of the problem and provide forward security. Also relying on an inadequate mechanism would give a false sense of security.
In the following text we analyse the security between flat key chains and non-flat key chains.

flat key chain = Key chaining by subsequently hashing outputs, without adding additional context related parameters in the subsequent steps. 

Example: KeNB+1 = KDF(KeNB)
non-flat key chain = Key chaining by subsequently hashing outputs with additional context related key derivation input parameters in the subsequent steps. 

Example-1: KeNB+1 = KDF(KeNB || C-RNTI)

Example-2: KeNB+1 = KDF(KeNB* || C-RNTI); KeNB* = KDF(KeNB || Cell Id)

As S3-080106 analyses, if attacker is able to compromise KeNB0 and subsequently intercept all messages that carry additional key derivation parameters, the key chain is compromised.

However, the difference between flat key chain and non-flat key chain is that with non-flat key chain the attacker must intercept all handover signalling (or signalling that carries the key derivation parameters) to get the right parameters. With flat key chain attacker does not need to intercept the messages but guess the number of handovers performed.
Comment 2. 

For an attacker to eavesdrop on a call through a handover chain means that the attacker is also moving and shadowing the caller. This is the minimum effort the attacker has to do if he wants to hear the victim’s conversation.  

S3-080201, defines the main problem as blocking attackers who do not eavesdrop on a call for 4 or 8 handovers and all of sudden decide to eavesdrop on the call. But this doesn’t make sense, if an attacker is sophisticated enough to have broken into an eNodeB, he is sophisticated enough to follow the target handset.
In addition, S3-080201 is mainly worried about a attacker on the move, but is hoping that the attacker does not get to hear all the signals. This may be a reasonable hope against an on-the-cheap attacker, but an attacker who wants to follow a call would likely possess a more sophisticated receiver and antenna that would reduce the probability of missing signals to a negligible value.
An attacker can even miss some signals, as long he doesn’t miss the transmission of C-RNTI. So even if there is a small chance of missing some messages with a special receiver/antenna, the chance is much smaller that the miss will happen exactly when C-RNTI is transmitted.
Later comment will demonstrate that even if the attacker misses a few of C-RNTI transmissions, he can still recover future keys.
In case of flat key KeNB chaining attacker only has to know how many key derivations have been done to get the current KeNB for the UE (1 bit information per step). However, on the contrary if C-RNTI is also bound (16 bit information per step) attacker has to also listen on the air interface for the whole key derivation chain. And the more key derivation steps the attacker misses, the harder it is to brute force the UEs current key. 
In case attacker misses one C-RNTI, it has to test in the worst case at maximum 216 different key values (brute force). But if attacker misses two C-RNTIs, it has to test at maximum 216 * 216 different key values (232). The more C-RNTIs the attacker misses the more work it needs to do for the brute force attack. Eventually the attack becomes infeasible: 216*n, where n is the number of the missed C-RNTIs. With 4 missed C-RNTIs the worst brute force case for the attacker is to go through 2128 possible keys. 

Comment 3. This is probably a typo: one would need 8 missed C-RNTIs to get to 2^128 security.
 Thus binding with target C-RNTI improves considerably security compared to the flat KeNB chaining and it comes for free (only one key derivation step which is negligible). Also, the more key derivation input parameters are added into the key chain, the more brute force work the attacker needs to do (see e.g. S3-080058 that proposes to bind KeNB* with Cell Id).
Comment 4. Who are these attackers? They do not know what the cell Ids have been utilised through the past handover, but all of a sudden decide to eavesdrop on the 8th handover? If the attacker has taken the effort to break in to eNB1, why does the attacker follow through 8 handovers without listening and then turn on the receiver at the 9th handover?
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Figure 1 Illustrating flat and non-flat key chains
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Figure 2 Logarithmic worst case scenarios with brute force attacks for flat key chain (solid line) and non-flat key chains (dotted lines) per number of handovers (up to 8 handovers)
Figure 1 shows that additional key derivation parameters create a key hierarchy of possible KeNB keys. In the worst case attacker needs to go through all the keys in the key hierarchy to find out the right key.

From the figure 2 it can be seen that 128bit level security is achieved with 16bit random key derivation number (e.g. assuming fully random C-RNTI) after 8 handovers, which the attacker does not intercept. 
Comment 5. The attacker can miss 20 handovers and still break the key, as long as all 20 are not consecutive. 
Suppose the attacker hears every 3th handover and misses the 2 in the middle. So the attacker hears eNB0, eNB3, eNB6, eNB9, etc., and doesn’t hear any signals from the intermediary eNBs. Still the attacker can eavesdrop on all later eNBs because the attacker guesses the 2 missed C-RNTIs for eNB1 and eNB2 in the middle (i.e. 2^32 steps) and derives keys for eNB3 since the correct guess would give the correct keys for eNB3 and the decryption of messages at eNB3 can be verified it they result in meaningful plaintext (i.e., RRC message headers).
In case additional 8bits randomness is added (e.g. the Cell Id), 128bit level security is achieved faster, i.e. after 5 handovers (2144). Since the C-RNTI is not fully random but implementation specific, the required number of handovers is more.

Comment 6. C-RNTI can be completely predictable. See Comment 1.
Conclusion

We have shown that non-flat key chain improves security as it requires attacker to intercept handover signalling messages and thus move with the UE. 
Flat key chain does not require the attacker to move with the user as the key chain steps do not include any parameters except the previous key.

When considering the worst case scenarios for the brute force attacker the required work to go through all possible key values is as follows:

Flat key chain: 2n
Non-flat key chain with C-RNTI binding: 2n*16
[Non-flat key chain with C-RNTI + Cell Id binding (assuming 8 bit cell id): 2n*(16+8)]

Where n is the number of handovers.

Also, even if attacker could hear some of the handover signalling messages the more handovers the attacker misses the harder it is to find the right key.

As a consequence binding the C-RNTI, even it is not perfectly random (implementation specific allocations), improves E-UTRAN security and comes for free (cost is one neglible key derivation step). 
Comment 7. C-RNTI-based key derivation is a not effective, but a quite efficient method of solving forward key secrecy problem. In other words, it creates false sense of security.
The fundamental flaw of this solution is the fact that the binding value (no matter how long and how random) is being signalled over the air interface. This value is protected by the key which is derived as a result of such binding in the previous HO step. So, if the attacker follows the UE (and if the goal of the attack is to snoop on UP and/or signalling, then the attacker would follow the UE), he will get the key material for the next key simply by knowing the current key.
To solve this “in band key” fundamental problem, the “out-of-band” channel for the binding parameter (nonce) and/or an initial HO key has to be utilized. Such “out-of-band” channel can be protected by the NAS keys and used only prior and after each handover. Since by physically attacking the initial eNodeB, the adversary cannot obtain NAS keys,  binding parameter (or part of key material) will not get into the attacker’s hands, and the next handover key will be safe.
Overall, the rhetoric of S3-080201 pretty much repeats what we heard for the last two or three meetings, “just make 3-4-5-6, or more handovers and then it will be really safe”. The security strength of the chain is less or equal than the strength of its weakest link. There are no requirements negating this statement.
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