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1. Introduction 

Former working assumption regarding the use of C-RNTI for key refresh during handover was challenged at the SA3#49bis in Sophia-Antipolis due to the short size (16 bits) and non-random nature of C-RNTI. In our companion contribution S3-080106 we demonstrated that the current scheme of key refresh at handover has a major weakness, leading to complete security compromise of the handover chain.

The purpose of this contribution is to propose MME-assisted key refresh for the Intra-MME handovers which assures forward secrecy.

Comment: 

SA3 has to fully assess the need for forward secrecy. If such need does not exist, then the use of KeNB* will be sufficient for backward secrecy. If the need for forward secrecy cannot justify the added complexity of the proposed in S3-080107 solution, then the other, less robust/complex alternative is presented in this TD.
2. Discussion 

The MME-assisted key refresh procedure for Intra-MME handovers is described below:
Comment:

We would like to call this proposal Alternative 1.
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Description of the steps involved in the Alternative 1:

I. After successful establishment of MME-eNB tunnel:
1. Message 1: MME picks a list of random values MME-eNB_key[eNB_ID] 128/256 bits long;

2.  Message 2: MME sends a list MME-eNB_key[eNB_ID] to the eNodeB’s with eNB_ID. The details about MME-eNB_key refresh will be provided later;
II. Prior to handover:

3. Message 3, (Similar to the Message 12): Source eNodeB sends to the MME a list of potential targets, i.e., neighbor eNodeB list;

3a. MME picks a random number H_key;(H_Key stands for the Handover seed key).
3b. For each target eNodeB (with eNB_ID as ID) in the received list, the MME uses eNB_ID as the input to a Key derivation function (e.g. AES) along with the H_key to create a new KeNB key;  i.e., KeNB[eNB_ID] = AESH_key(eNB_ID); 
3c. For each target eNodeB (with eNB_ID as ID) in the received list, the MME encrypts KeNB[eNB_ID] with the target eNodeB’s respective MME-eNB_key[eNB_ID], i.e. 
{ KeNB[eNB_ID]}MME-eNB_key[eNB_ID];
Note: the encryption of the key should be semantically secure encryption. For example a 128 bit key could be encrypted by using it as input to the 128 bit AES block cipher and using MME-eNB_key as the AES key; another option is to use any form of encryption, but supplement with a message integrity tag. 
4. Message 4, (Similar to the Message 13): MME sends the list of { KeNB[eNB_ID]}MME-eNB_key[eNB_ID], calculated in the Step 3c back to the source eNodeB as a response to message 3. That is for each target eNodeb in the neighbor list, received in message 3, a new Key is sent encrypted with the target’s MME-eNB key. Since the keys are encrypted, the source eNB cannot derive any information about the key.;
5. Message 5: MME forwards H_key, protected by the NAS security to the UE;

III. At the handover:

6. Message 6: UE sends Measurement report to the Serving eNodeB; 

6a. The Source eNodeB makes its handover decision for the UE;

7. Message 7:The Source eNodeB sends HO Request to the Target eNodeB with the value of {KeNB[eNB_ID]}MME-eNB_key[eNB_ID] -, which is the target eNodeB KeNB, encrypted by the Target eNodeb-specific key MME-eNB_key[Target eNB_ID];  
7a. The Target eNodeB recovers KeNB[Target eNB_ID] by decrypting { KeNB[Target eNB_ID]}MME-eNB_key[eNB_ID] using the MME-eNB_key[Target eNB_ID] key received in the Message 2; 
Note:Target eNodeB received the value of { KeNB[Target eNB_ID]}MME-eNB_key[eNB_ID] in the Message 4;
8. Message 8: The Target eNodeB sends HO Response message to the Source eNodeB;

8a. The Target eNodeB derives RRC/UP keys from its new KeNB;
9. Message 9: The Source eNodeB sends HO Command to the UE. This message includes Target eNB_ID;

9a. The UE derives KeNB [Target eNB_ID] = AESH_key(Target eNB_ID);
9b. The UE derives RRC/UP keys from its new KeNB;

10. Message 10: The UE sends Handover Confirm to the Target eNodeB. This messge is alreagy protected by the new RRC keys;

11. Message 11:Target eNodeB responds to the Source eNodeB with Handover Complete;

12. Message 12, (Similar to the Message 3): Source eNodeB sends a UE location update message to the MME with a list of potential targets, i.e., neighbor eNodeB list;

13. Message 13, (Similar to the Message 4): For each target eNodeB (with eNB_ID as ID) in the received list, the MME calculates KeNB[eNB_ID] and encrypts (i.e. same as steps 3a, 3b, and 3c) it with the eNodeB’s respective MME-eNB_key[eNB_ID], i.e. {KeNB[eNB_ID]}MME-eNB_key[eNB_ID]; and sends the list of encrypted keys back as a response to message 12.

Comment:
We present Intra-MME handover key refresh Alternative 2 in the diagram and description below:
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I. Prior to handover:

1. MME selects random H_nonce (H_nonce stands for Handover Nonce) of a length equal to the KeNB length;

2. Message 2: MME forwards H_nonce to the Source eNodeB;
3. Message 3: MME forwards H_nonce to the UE;

III. At the handover:

4. Message 4: UE sends Measurement report to the Serving eNodeB; 

4A. The Source eNodeB makes its handover decision for the UE;

4B. The Source eNodeB derives KeNB* from KeNB;

5. Message 5: The Source eNodeB sends HO Request to the Target eNodeB forwarding key material: H_nonce and KeNB* ;  
6. Message 6: The Target eNodeB responds to the Source eNodeB with HO Response;
6A. The Target eNodeB derives new KeNB from KeNB*, H_nonce and Target eNB_ID;

6B. The Target eNodeB derives new RRC/UP keys from the new KeNB ;

7. Message 7: The Source eNodeB sends handover command with the Target eNB_ID to the UE;

7A. The UE derives new KeNB from KeNB*, H_nonce and Target eNB_ID;

7B. The UE derives new RRC/UP keys from the new KeNB ;
8. Message 8: The UE sends Handover Confirm to the Target eNodeB. This message is already protected by the new RRC keys;

9. Message 9: Target eNodeB responds to the Source eNodeB with Handover Complete;

10. Message 10: Source eNodeB sends a UE location update message to the MME;
One of the advantages of the Alternative 2 is its relatively straight-forward retooling from Intra-MME handover to Inter-MME handover. The message flow diagram modifying Alternative 2 for Inter-MME handover is depicted below.
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I. Prior to handover:

1. MME selects random H_nonce (H_nonce stands for Handover Nonce) of a length equal to the KeNB length 
2. Message 2: MME forwards H_nonce to the Source eNodeB;
3. Message 3: MME forwards H_nonce to the UE;
II. At the handover:

4. Message 4: UE sends Measurement report to the Serving eNodeB; 

4A. The Source eNodeB makes its handover decision for the UE;

4B. The Source eNodeB derives KeNB* from KeNB;

5. Message 5: The Source eNodeB sends HO Request to the Source MME forwarding key material: H_nonce and KeNB* ; 
6. Message 6: The Target MME sends HO Request to the Target MME, including H_nonce, KeNB*, NAS keys, KASME, COUNT;
7. Message 7: The Target MME sends HO Request to the Target eNodeB forwarding key material: H_nonce and KeNB* ; 
7A. The Target eNodeB derives new KeNB from KeNB*, H_nonce and Target eNB_ID;

7B. The Target eNodeB derives new RRC/UP keys from the new KeNB ;
8. Message 8: Target eNodeB responds to the Target MME with HO Response, including Target eNB_ID;

9. Message 9: Target MME responds to the Source eNodeB (proxying message through the Source MME) with HO Response, including Target eNB_ID;
10. Message 10: The Source eNodeB sends handover command with the Target eNB_ID to the UE;
10A. The UE derives new KeNB from KeNB*, H_nonce and Target eNB_ID;

10B. The UE derives new RRC/UP keys from the new KeNB ;

11. Message 11: The UE sends Handover Confirm to the Target eNodeB. This message is already protected by the new RRC keys;

12. Message 12: Target eNodeB responds to the Source eNodeB with Handover Complete;

3. Conclusion
We propose to replace the current insecure method of key generation in TR33.821 and TS.33.abc with the described MME-assisted key refresh procedure.
Comment:
It seems to be evident that while Alternative 1 affords forward secrecy starting from the first handover, it does that at a cost of added complexity.

Alternative 2, while providing forward secrecy only starting from the third handover, offers less added complexity. In addition, Alternative 2 is easier adapted to Inter-MME handovers.
Both alternatives equally protect backward security. 
It is up to SA3 to decide how much forward secrecy is needed and at what cost.































































