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Abstract of the contribution:

This contribution presents security threats, security requirements and security solutions of H(e)NB. 

1 Introduction

This contribution analyses security threats caused by introducing H(e)NB. Security requirements are derived based on security threats. Security solutions are also listed in contribution.
ADDED COMMENTS are colored:

Overall conclusion of the comparison between the two approaches:

The threats listed by 131 basically address similar issues as 42, the difference is that 42 always refers to a more precisely defined attack and the related context. Another difference is that 42 lists the threats, and details the effects on each of the assets i.e. H(e)NB, user and operator (including core network). This clearly avoids repeating the threats as has been done in 131.

The approach we use below to aid in the comparison between 131 and 42 is that for each of the threats identified here we refer to the same or similar threat in 42. Similar work is done for mapping the requirements.
2 Security threats of H(e)NB
2.1 Threats to H(e)NB

T1.1: Attackers compromise or clone H(e)NB authentication credential. Weak authentication algorithms and insecure storage of H(e)NB authentication credential in H(e)NB may be explored to comprise or clone credential. Comprised or cloned H(e)NB authentication credential is used to impersonate H(e)NB to user or operator’s core network.
Covered by 42-Threats 1 (weak authentication algorithms), 2 (insecure storage), 4 (cloning)
T1.2: H(e)NB is fooled to connect to a false operator’s core network. Attackers then perform attacks to H(e)NB, e.g., DoS attack, etc.
“fooled to connect to a false operator’s core network” is very unspecific.

If H(e)NB is fooled by a faked or cloned credential, it is covered by 42-Threat 4.

If H(e)NB is fooled by a man-in-the-middle attack, it is covered by 42-Threat 5.
T1.3: Sensitive information stored in H(e)NB, e.g., keys used for protection of data in air interface, keys used for protection of data in interface between H(e)NB and operator’s core network, are compromised by physical intrusion. Attackers use these comprised keys to perform attacks to H(e)NB from air interface or backhaul interface, e.g. DoS attacks, session hijack, etc.
Covered by 42-Threats 6 (re-flashing)
Covered by 42-Threat 8 (physical tampering, which explicitly includes taking probes)
T1.4: H(e)NB accepts malicious software update/configuration changes.
Covered by 42-Threat 7 (fraudulent software updates).  

T1.5: H(e)NB is attacked by malicious node in insecure backhaul link, e.g. DoS attack. 
Covered by 42-Threat 15 (d.o.s. attacks against H(e)NB
2.2 Threats to operator’s core network

T2.1: Attackers access operator’s core network function via H(e)NB, backhaul link between H(e)NB and operator’s core network without authorization.
Covered by 42-Threat 16 (d.o.s. attacks against core network)
T2.2: A rogue H(e)NB(re-flashed H(e)NB, special-designed H(e)NB or attacker-controlled H(e)NB) access to operator’s core network by compromising or cloning H(e)NB authentication credential. Then the rogue H(e)NB perform attacks to entities in operator’s core network, e.g. DoS attack. 
Refers to T1.1 (compromise of credentials) and T1.3 (modified hardware or software). 

Covered by 42-Threats 1, 2, 4, 6, 8 (see comments on T1.1 and T1.3).
T2.3: Entities in operator’s core network are attacked by malicious node in insecure backhaul link, e.g. DoS attack.  
Variant of T2.1. Covered by 42-Threat 16 (d.o.s. attacks against core network)
T2.4: Attackers perform attacks to entities in operator’s core network by comprising security between H(e)NB and operator’s core network, Attackers may explore vulnerabilities of H(e)NB physical security mechanisms or security mechanism deployed in interface between H(e)NB and operator’s core network.
Same attack as described in T1.3
2.3 Threats to user

T3.1: A rogue H(e)NB(re-flashed H(e)NB, special-designed H(e)NB or attacker-controlled H(e)NB) fools UE to camp on it. Then the rogue H(e)NB performs attacks to UE e.g., eavesdropping, packet manipulation, etc. When H(e)NB is allowed to work on “open-mode”, UE may be fooled to camp on a rogue H(e)NB operated in “open-mode”. When H(e)NB is not allowed to work on “open-mode”, attackers have to clone or impersonate a H(e)NB.
Covered in 42-Threats 1, 2, 4, 6, 8. (see T2.2)
T3.2: Keys stored in H(e)NB for protection of data in air interface are leaked to attackers. Attackers use these keys to perform attacks to UE, e.g., eavesdropping, packet manipulation, etc. For HNB, keys for protection data in air are possible to be used to masquerade UE without UE’s knowledge. For HeNB, the risk of masquerade UE is mitigated by NAS signaling security.
Same source of attack as described in T1.3.

Covered in 42-Threats 9 (eavesdropping of users), 10 (masquerading). Packet manipulation is either covered by masquerading or denial of service (42-Threat 8, refer to T1.3)
T3.3: Attackers perform attacks to UE by comprising security between H(e)NB and operator’s core network. Attackers may explore vulnerabilities of H(e)NB physical security mechanisms or security mechanism deployed in interface between H(e)NB and operator’s core network. 
Same attack as described in T2.4
2.4 Threats to operator

T4.1: H(e)NB is abused out of its allowed area. The affection includes affecting surrounding macro cell, violating frequency limitation, affecting emergency call, etc.
Covered in 42-Threat 11 (changing location of H(e)NB).
T4.2: H(e)NB radio parameters is fraudulently modified so that surrounding macro cell is affected. Radio parameters may be modified by adding hardware to H(e)NB or attacking configuration distribution procedure in insecure backhaul link, etc.
Covered in 42-Threats 7 (fraudulent software update), 8 (physical tampering),
T4.3: H(e)NB is fooled to provide service for unauthorized UE. Operator may loss benefit in case that H(e)NB provide lower tariff.
Threat description is not clear. How is the H(e)NB fooled by the UE? 
A potential attack which allows unauthorized UE to get services provided by the H(e)NB is described in 42-Threat 13 (traffic tunneling), but this scenario involves two H(e)NBs.
42-Threat 12 presents a generic attack (simulation of H(e)NB) which also can result in allowing unauthorized UE to use H(e)NB services.

If the unauthorized UE is accepted by the H(e)NB due to physical tampering or fraudulent software updates, this threat coincides with T1.3 and T1.4 and is covered by the respective NSN-Threats 6, 7, 8.
Comparison table of references (Note that the threats descriptions are not always exactly the same in both documents therefore there is not always an absolute correspondence between the threats of 42 and 131). Threats where were repeated in the 131 have not been entered twice in the table.

	42-Threat -1
	T1.1; T2.2

	42-Threat -2
	T1.1; T2.2

	42-Threat -3
	As combination of may be covered by Huawei Threats

	42-Threat -4
	T.1.1; T.1.2; T2.2

	42-Threat -5
	T.1.2

	42-Threat -6
	T.1.3; T2.2; T4.3

	42-Threat -7
	T.1.3; T1.4; T4.2; T4.3

	42-Threat -8
	T2.2; T3.1; T4.2; T4.3

	42-Threat -9
	T3.1

	42-Threat -10
	T3.1

	42-Threat -11
	T4.1

	42-Threat -12
	T4.3

	42-Threat -13
	T4.3

	42-Threat -14
	NOT covered

	42-Threat -15
	T.1.5

	42-Threat -16
	T2.1; T2.3


3 Security requirements of H(e)NB

Based on security threats in section 2, following security requirements are derived:

R1: Mutual authentication shall be performed between H(e)NB and operator’s core network. Authentication method shall be strong enough. (T1.1, T1.2, T2.1, T2.2)
Covered in 42-Requirement 5 and 2, 1
R2: H(e)NB shall deploy mechanisms to ensure its physical security, e.g., software and hardware of H(e)NB shall not be modified, sensitive information including H(e)NB authentication credential, keys for protection of air interface and backhaul interface shall be stored in a secure domain in H(e)NB, etc. (T1.1, T1.3, T2.2, T2.4, T3.1, T3.2, T3.3, T4.2)
Covered in 42-Requirements 3 and 8.
R3: H(e)NB shall only accept authorized software update and configuration changes. (T1.4, T4.2)
Covered in 42-Requirement 7.
R4: Security tunnel shall be established between H(e)NB and operator’s core network to protect data transmitted in backhaul link. The security tunnel should be strong enough. (T1.5, T2.3, T2.4)
Covered in 42-Requirement 2 however with deviating formulation.
R5: H(e)NB shall only process authorized message. (T1.5)
Covered in 42-Requirement 12.
R6: H(e)NB shall only provide service to authorized UE. The authorization mechanism should be strong enough (T4.3).
Covered in NSN-Requirement 10. Emergency calls not mentioned here.
R7: Security mechanism, e.g. message filter, should be deployed in entities in operator’s core network to prevent entities in operator’s core network from being attacked by rogue H(e)NB.(T2.2, T2.4, )
Covered in 42-Requirement 12.
R8: Entities in operator’s core network shall only process authorized message. (T2.3)
Covered in 42-Requirement 5.
R9: Strong Location Lock mechanism should be deployed. (T4.1)
Covered in 42-Requirement 9.
Apart from the mapping, there is a difference in formulation, and sometimes a weaker or stronger formulation.
	42-Req1
	R1

	42-Req2
	R1, R4

	42-Req3
	R2

	42-Req4
	---

	42-Req5
	R1, R8

	42-Req6
	--

	42-Req7
	R3

	42-Req8
	R2

	42-Req9
	R9

	42-Req10
	R6

	42-Req11
	---

	42-Req12
	R5, R7


4 Security solutions

According to above security requirements, it seems that following issues about H(e)NB security should be studied:

(1) mutual authentication mechanism and security tunnel establishment

This issue study choice of authentication credential, authentication mechanism, security mechanism for protection data transferred between H(e)NB and operator’s core network.

(2) H(e)NB physical security

Since H(e)NB physical security mechanism is device implementation technology, it is wise to just list security requirements which do not mention any specific implementation technology in order to allow future evolution of security technology,
(3) Location Lock mechanism
This issue study location lock mechanisms.
5 Conclusion and proposal

This contribution presents H(e)NB security threats, security requirements and security solutions which need study. 
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