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1 Introduction

For idle mobility between UTRAN and E-UTRAN , the target network derives key(s) using the key(s) in the source network. In fact, the source counter(s) act as the timer which record the lifetime of the source key(s), and also, after TAU, the target network might not authenticate the UE immediately, so the derived key(s) might be used for a long time. In order to limit the life time for the derived key(s), after TAU, the value of counter should continue the timer that for the source key. But these are no mention how to continue the new counter value.

This contribution will propose a solution of counter continuous on idle mobility between UTRAN and E-UTRAN., 

2 Discussion 

When UE idle mobility between UTRAN and E-UTRAN , the old key(s) in source network shall be  used to generate the new key in target network, so the lifetime of the new key should continues its parent key’s  lifetime, and the value of counter that records the lifetime of old key need to be sent to the target network to continue increasing. 

In UMTS , when new RRC connection setup, The value of START is transferred to network to initiate the COUNT-C and COUNT-I (MSB20(COUNT-T, COUNT-C)=START ),  after RRC connection  release , UE uses START to record the value of COUNT-I and COUNT_C ( START=MSB20( max { COUNT-C , COUT-I})+2). So the value of START is related to the lifetime of keys.  When idle mode mobility to EUTRAN from UTRAN, the counter in E-UTRAN should continue to increase from the value of START.

In E-UTRAN，the NAS message is protected by K-NAS-int though these is no RRC message, the value of COUNT-NAS records the amount of NAS data that is protected , so when UE idle mobility from E-UTRAN to UTRAN , the value of COUNT-NAS should be recorded by START-NAS in EUTRAN, and used to initiate the START value in UTRAN, so that the value of START can continue the lifetime counter in UTRAN . After initialization of COUNT-I and COUNT-C using START, counters are increased continually, once the counters reach the maximum values, new AKA is triggered, all the counters should be reset to 0.
1. From UTRAN to E-UTRAN
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Figure 1 COUNT-NAS initiation on idle mobility from UTRAN to E-UTRAN

1. UE sends a Tracking Area Update (TAU) request including UE’s security capabilities ,TMSI andSTART-NAS to the new MME. the TAU request is integrity protected.
a) UE uses the value of START to initiate START-NAS :  START-NAS = START. 

b) UE uses START-NAS to initiate the COUNT-NAS, MSB20 (COUNT-NAS) =START-NAS, other bit can be initialized to 0.
2. New MME sends a context request including the TMSI (and optionally the TAU request, not decided yet) to the old SGSN
3. The old SGSN sends back a context response to the new MME including at least the IMSI, IK, CK to the new MME
New MME uses START-NAS received from UE to initiate the COUNT-NAS, MSB20 (COUNT-NAS) =START-NAS, other bit can be initialized to 0.

4. Optionally, the new MME initiates a new AKA authentication to get a fresh KASME.
5. The new MME selects the NAS algorithms to use (according to its own, and UE’s capabilities), and derives new KASME from IK, CK. MME then derives new NAS keys (KNASenc, KNASint) from KASME using the identifiers of the selected NAS algorithms and other key derivation parameters as input parameters for the KDF. 

6. The new MME includes the selected NAS algorithm identifiers and UE’s security capabilities and KSIASME and optionally a ciphered (with the new NAS ciphering key) new TMSI in the TAU Accept message and integrity protects the message with the new NAS integrity key
7. The UE derives KASME from IK,CK and then derives new NAS keys (KNASenc, KNASint) from KASME  if not already available. UE checks NAS-MAC and that the received UE security capabilities match with the sent ones.
2.  From E-UTRAN to UTRAN
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       Figure 2 counter initiate on idle mobility from E-UTRAN to UTRAN  

When UE idle mobile to UTRAN , these is no security context between UE and UTRAN, COUNT-I and COUNT-C do not work until RRC is connected ,so it is not necessary to send START to initiate the counter，but it need to record the value of the COUNT-NAS that recorded the amount of NAS data that is protected. 
1. UE sends Router Area Update or Tracking Area Update request to New SGSN.

2. New SGSN sends an context request including the TMSI to the old MME.

3. The old MME sends back a context response to the new GGSN including at least the IMSI, K-ASME to the new SGSN.

4. Optionally, the new SGSN initiates a new AKA authentication to get a fresh IK,CK .
5. New SGSN sends RAU /TAU Accept to inform UE to set the value of START-NAS, and transfer it to UTRAN. 

a) UE uses START-NAS to record the value of COUNT-NAS:  
START-NAS= MSB20 ( COUNT-NAS) +2  
b) UE uses value of START-NAS to initiate START :  START=START-NAS
6. UE sends RAU/TAU Complete.   
3 Conclusion 

This solution defines the relay between START-NAS and START, ensures the values of counters have cover the period before idle mobility and the time that the keys used in source networks, strictly limits the lifetime of key after idle mobility . We kindly propose to use it as the candidate method and add it to 33.821.
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