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1 Introduction 
Contribution S3-080142 by China Mobile, Alcatel-Lucent, Huawei is a brief discussion paper, presenting the problem rather than discussing the solution, and S3-080146 by the same companies is a CR to TR 33.978 proposing a normative Annex covering the use of Early IMS in the presence of NATs. 
This contribution points out security problems, other technical problems and problems relating to standardization procedures associated with S3-080146. 

2 Identified problems
A) Security problems

1. Early IMS does not provide good security when GPRS or UMTS PS encryption are not used: Early IMS is a method which extends the security of the GPRS or UMTS PS to the SIP layer by linking GPRS and IMS identities with the dynamically assigned IP address in the HSS. The security of Early IMS therefore rests on the security of the GPRS or UMTS PS link layer. It is crucial for the security of Early IMS that IP address spoofing is prevented by the GPRS or UMTS PS layer. But when encryption is not enabled it is much easier to spoof IP addresses, and Early IMS becomes a relatively weak mechanism relying only on the assumption that an attacker does not have the technical means to send and/or receive packets on the, cryptographically unprotected, channel used by another user. Early IMS is therefore not recommended when GPRS or UMTS PS encryption is not enabled.
2. The proposed mechanism allows impersonation: In general, the private and public IP address spaces of a NAT (called source address and changed address in S3-080146) need not be disjoint. If they are not disjoint then the public IP address of user A can coincide with the private IP address of user B. If user A is an attacker and can learn his public IP address he can enter it in the sent-by parameter, while using his own private IP address in the IP packet. The NAT then translates his private IP address correctly into his public IP address. Then the P-CSCF notices that the IP addresses in the packet header and in the sent-by parameter coincide and does not take any action, according to the text in S3-080146, clause B.2. The S-CSCF then identifies the message as belonging to user B while, in fact, it was sent by user A.
B) Further technical problems: 

1. Chained NATs: The mechanism does not seem to work when there are two or more NATs between the GGSN and the P-CSCF as the P-CSCF, according to the text in S3-080146, learns only about the address mapping by the NAT closest to the P-CSCF. However, the text in S3-080146 does not state any requirement ruling out chained NATs.

2. NATs using ports to distinguish users: in general, a NAT maps several users to the same public IP address and distinguishes them by allocating them different ports. For such NATs, the proposed mechanism does not work. However, the text in S3-080146 does not state any requirement that the mapping of private to public addresses shall by one-to-one.

3. Unclear routing mechanism: 
a) Routing of responses: SIP RFC 3261, and also TS 24.229, use the “received” parameter for routing responses to the UE in the presence of a NAT. S3-080146 proposes, however, that the P-CSCF does not include a “received” parameter in certain cases even in the presence of a NAT. Then it is not clear how responses should be routed. Perhaps the P-CSCF could employ a proprietary routing mechanism, based on the local NAT address translation table, but the text does not state anything about it.
b) Routing of terminating requests: when NATs are used with SIP, it must be stated how terminating requests are handled by the IMS network entities so that the requests can traverse the NAT and reach the UE. 3GPP has adopted two methods for this purpose: ALGs and the “Outbound” method. The “Outbound” method is applied e.g. for SIP Digest as defined in TS 33.203 Annex N. The text in S3-080146 does not make any statement about this problem. But the method needs to be standardized as the behaviour of IMS network entities differs depending on the method. 
4. Complexity and performance: the mechanism only works when the local NAT address translation tables at the P-CSCF are always up-to-date. But a NAT constantly re-assigns address mappings, e.g. due to time-outs. Time-out periods for UDP are in the order of tens of seconds. This means in practice that the P-CSCF would have to contact all NATs in its surroundings with a high frequency, creating a high load on P-CSCF and NATs. 

C) Standardization procedures

1. Test for standards compliance: the new Annex B is proposed to be normative. But procedures for communication between P-CSCFs and NATs are highly proprietary. (Side remark: Some NATs from certain vendors may not even offer a corresponding interface.) This means that there is no standardized interface for the P-CSCF towards NATS, and, consequently, the conformance of a P-CSCF implementation with the Early IMS specification cannot be tested.
2. Deviation from standard SIP routing procedures defined by IETF and adopted by 3GPP: 3GPP has so far followed the policy to adhere to SIP routing procedures defined by IETF. The proposed CR would deviate from these procedures, cf. point B 3a) above. This would constitute a violation of a generally accepted 3GPP policy. 
3 Conclusion
We propose to reject the CR in S3-080146 for the reasons mentioned above. The problems encountered with the proposed method seem inherent in the use of Early IMS in the presence of NATs. It is therefore proposed that different authentication mechanisms are used when NATs are present. 






















































