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Abstract of the contribution: This contribution proposes a method of re-freshing NAS keys. 
Introduction
At the SA3 ad-hoc in December, the issue of whether to include fresh parameters into the derivation of NAS level keys was needed or not was discussed, i.e. is it enough to only be able to re-derive NAS keys or should it be possible to refresh them. This contribution shows that only allowing NAS keys to be re-derived weakens the security gain of introducing new NAS security algorithms. Hence it is proposed that the NAS keys should be refreshed and not just re-derived.

Re-deriving or refreshing NAS keys
During the lifetime of a KASME, the NAS security context between the UE and MME may be changed several times. For example if the UE moves between MME that support different security algorithms. Currently SA3 are including the chosen NAS security algorithm in the key derivation (to ensure that the same key is not used in two different algorithms), but are not including any parameters to ensure that the key changes each time. In effect, this means that under a given KASME every time a particular NAS algorithm is used in the NAS security context the same key will be used with that algorithm. SA3 has agreed to term this as re-deriving the NAS key. 

An alternative approach would be to include a freshness parameter in the key derivation to ensure that a different key is generated each time. SA3 have agreed to call this re-freshing the NAS key. 
Security comparison between re-deriving and refreshing NAS keys 
EPS incorporates the support of multiple integrity and confidentiality algorithms and the secure negotiation of algorithms in order to allow the system to function securely even if some of the chosen algorithms prove to be weaker than expected. 
In particular if some of the NAS integrity algorithms prove to be weaker than expected, a new algorithm may be introduced and an operator may start to deploy this new algorithm to its MMEs. This will lead to a situation where some MMEs have to use the old algorithm(s) while other MMEs can use the new algorithm with UE that support the new algorithm. These MME will still use the old algorithm with UE that do not support the new algorithm. 
In this situation, as a UE that supports the new algorithm moves between MMEs that do and do not support the new algorithm, the NAS integrity algorithm will change. EPS security should allow the MMEs with the new algorithm to take advantage of the extra security of the new algorithm without any risk from using the old algorithms affecting the security. 
If the NAS keys are only re-derived, then the weakness of the old algorithms can leak over to a connection that should use the new algorithm. This is because it is possible for an attacker that has compromised the old algorithm and knows the keys to bid down the negotiation between the new MME and UE down to the old algorithm and the compromised key.  
If the key is refreshed then this bidding down of the security is not possible, as if the MME decides to issue a security mode command then as a minimum the key will change. Achieving the same security with if the NAS keys are only re-derived would require the MME to run an AKA to refresh KASME. These would mean that the lifetime of KASME would be driven by the change of NAS level security algorithms, which is an unnecessary restriction. 
Possible solutions
In order to re-fresh the NAS keys, an input that changes each time the NAS keys are derived is needed. For derivation of KeNB, the uplink NAS sequence number was chosen. This is not a robust choice for the NAS case, as it assumes the existence of a NAS security context to protect the uplink NAS sequence number and hence can not be used in the cases when the UE and MME do not share a NAS security context, e.g. the common NAS security context lost when trying to re-negotiate a NAS security context due to change of MMEs with different algorithms supported. 
For the case of NAS keys, the downlink NAS sequence number could be used. It was previously considered for deriving KeNB, where the only weakness identified was that it required to add this and the NAS MAC to the response to Service Requests. This is not a problem in the case of NAS keys as these parameters need to be included anyway. Hence using this requires absolutely no overhead (other than including in the key derivation) and can be applied in all situations. Therefore it is proposed that the NAS downlink sequence number be used as an input to provide fresh NAS keys at each NAS security mode command. 

Conclusion 

This contribution has illustrated a security weakness of only re-deriving NAS keys and it is proposed that NAS are refreshed rather than re-derived. It is further proposed that the downlink NAS counter is used to provide the freshness. Finally it is proposed that the below pCR to TS 33.abc is agreed.
Proposed changes to TS 33.abc
***************** First Change ***************************

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Access Security Management Entity: this is an entity which receives the top-level keys in an access network from the HSS. For E-UTRAN access networks, the role of the ASME is assumed by the MME.
Refresh of KeNB: Derivation of a new KeNB from the same KASME and including a freshness parameter.

Re-keying of KeNB: Derivation of a new KeNB from a new KASME (i.e., after an AKA has taken place).

Chaining of KeNB: Derivation of a new KeNB from another KeNB (i.e., at cell handover).
Refresh of NAS keys: Derivation of new NAS keys from the same KASME including chosen algorithms a freshness parameter.
Re-keying of NAS keys: Derivation of new NAS keys from a new KASME.

***************** Second Change ***************************

6.2
EPS key hierarchy

Editor’s Note: cf. TR 33.821, section 7.4.7
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Figure 6.2-1: Key hierarchy in E-UTRAN 

Key requirements on EPC and E-UTRAN:

a) The EPC and E-UTRAN shall allow for use of encryption and integrity protection algorithms for AS and NAS protection having keys of length 128 and 256.

b) The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.

c) As part of the initial attach request from the UE, it shall be possible to signal ME security capabilities to the MME, i.e. the ME supported EPS key derivation algorithms.

The key hierarchy includes following keys: KeNB, KNASint, KNASenc, KUPenc, KRRCint and KRRCenc
KeNB is a key derived by UE and MME from KASME or by UE and target eNB from KeNB* during eNB handover. KeNB shall only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic or to derive a transition key KeNB* during an eNB handover.   
Keys for NAS traffic: 

· KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm and the downlink NAS sequence number in the NAS security mode command message.
· KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME,,as well as an identifier for the encryption algorithm and the downlink NAS sequence number in the NAS security mode command message. 

Keys for UP traffic: 

· KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

Keys for RRC traffic: 

· KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm.  KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.
· KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm.
Figure 6.2-2 shows the dependencies between the different keys, and how they are derived from the network nodes point of view. Figure 6.2-3 shows the corresponding relations and derivations as performed in the ME. 
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Figure 6.2-2: Key distribution and key derivation scheme for EPS (in particular E-UTRAN) for network nodes.
Note: Need to add downlink NAS SQN to derivation of K_NAS-int and K_NAS-enc in above figure. 
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Figure 6.2-3: Key derivation scheme for EPS (in particular E-UTRAN) for the ME.
Note: Need to add downlink NAS SQN to derivation of K_NAS-int and K_NAS-enc in above figure. 

As the figures 6.2-2 and 6.2-3 show, the length of KASME and KeNB is 256 bits, and 256-bit NAS, UP and RRC keys are always derived from KASME and KeNB respectively. In case the encryption or integrity algorithm used to protect NAS, UP or RRC requires a 128-bit key as input, the key is truncated and the 128 least significant bits are used.

The function t takes as input a 256-bit string, and returns the 128 least significant bits of that string as output. The input Ks, in the derivation of the KASME, is for a Rel8 or earlier USIMs, the concatenation of CK and IK.Editor's Note: The input and output parameters for the function f, as well as the choice of the function f are ffs,.
***************** Third Change ***************************

7.2.5
Key handling at state transitions to and away from EMM-DEREGISTERED 

When the UE transitions from EMM-DEREGISTERED to EMM-REGISTERED followed by a transition to ECM-CONNECTED, there are two cases to consider, either a complete NAS security context exists, or it does not.

If there is a NAS security context, the UE transmits a NAS Attach Request message. This message is integrity protected, and the NAS sequence number of the Attach Request message is used to derive the KeNB. As a result of the NAS Attach Request, the eNB sends an AS SMC to the UE. When the UE receives the AS SMC, it uses the sequence number of the Attach Request message that triggered the AS SMC to be sent as freshness parameter in the derivation of the KeNB. From this KeNB the RRC protection keys and the UP protection keys are derived as described in clause 7.2.1.

Editor’s Note: Whether the UE can be certain which Attach Request triggered a given AS SMC is pending verification from RAN2/RAN3/SA2/CT1. If the UE cannot be certain, the uplink NAS sequence number used by the MME must be echoed back to the UE from the MME.
The same procedure for refresh of KeNB can be used regardless of if the UE is connecting to the same MME to which it was connected previously or to a different MME. In case UE connects to a different MME and this MME wants to use different NAS algorithms, the NAS keys have to be refreshed in the MME with the new algorithm IDs and downlink NAS sequence number (of the resulting NAS SMC) as input. In addition, there is a need for the MME to send a NAS SMC to the UE to indicate the change of NAS algorithms and to take the re-derived NAS keys into use. The UE shall assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm ID and downlink NAS sequence number specified in the NAS SMC.

In the case that there is an AKA run (either because there is no NAS security context, or the network decides to run an AKA after the Attach Request but before the corresponding AS SMC), the NAS (uplink and downlink) sequence numbers are reset, and the start value of the uplink NAS sequence number is used as freshness parameter in the KeNB derivation. 
Note 1:
Using the default value of the uplink NAS sequence number in this case cannot lead to the same combination of KASME and NAS sequence number being used twice. This is due to the fact that the first integrity protected NAS message the UE sends to the MME after AKA is the NAS SMC complete message. 
The NAS SMC complete message will include the start value of the NAS sequence number that is used as freshness parameter in the KeNB derivation and the KASME is fresh. Following the AKA, a NAS SMC needs to be sent from the MME to the UE.
Editor’s Note: It is FFS how to handle the security contexts at transitions to EMM-DEREGISTERED state. 

***************** Fourth Change ***************************

7.2.7
Key handling in ECM-IDLE mode mobility

Editor’s Note: cf. TR 33.821, sections 7.4.11. This subsection also includes considerations on key derivations.

If the "active flag" is not set in the TAU request, the TAU procedure does not establish any radio bearers (nor any RRC state in the eNB). Because of this, there is no need to derive any KeNB in this case. When the UE transitions to ECM-CONNECTED, a KeNB will be established, but that is via the NAS Service Request procedure. If the "active flag" is set in the TAU request message, radio bearers will be established as part of the TAU procedure. In this case a KeNB derivation is necessary, and the NAS sequence number of the TAU request message sent from the UE to the MME is used as freshness parameter in the KeNB derivation. The TAU request needs to be integrity protected.

In the case an AKA is run as part of the TAU procedure, the uplink and downlink NAS sequence numbers are reset.

In the case an AKA is not run as part of the TAU procedure and source and target MME use different NAS algorithms, the target MME refreshes the NAS keys from KASME with the new algorithms and downlink NAS sequence number (from the resulting NAS SMC) as input and provides the new algorithm identifiers within a NAS SMC. The UE shall assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm ID and downlink NAS sequence number specified in the NAS SMC.

7.2.8
Key handling in handover

Editor’s Note: cf. TR 33.821, sections 7.4.12. This subsection also includes considerations on key derivations.

AS level (RRC, UP) algorithms can be changed during inter-eNB handovers, ECM-IDLE to ECM-CONNECTED state transitions, EMM-DEREGISTERED to EMM-REGISTERED followed by a transition to ECM-CONNECTED state transitions.
RRC and UP keys are refreshed during eNB handovers. Source eNB creates KeNB* key from the current KeNB key with a one way function producing the same amount of bits than the length of the KeNB key. Target eNB creates new KeNB based on KeNB* and C-RNTI with a one way function producing the same amount of bits than the length of the KeNB key.

At least the target eNB algorithm identifiers and key purpose identifiers are used in the AS level key derivations as input parameters with KeNB. Key purpose identifiers are listed below.

· "RRC ciphering" for RRC ciphering key derivation

· "RRC integrity" for RRC integrity key derivation

· "UP ciphering" for UP ciphering key derivation

Editor’s note: It is FFS if character string formats are to be used or if for example a certain bit strings are reserved for the purpose identifiers.

At an eNB handover with MME relocation, the KeNB is chained in the same way as if it was a regular intra-MME eNB handover. However, there is the possibility that the source MME and the target MME do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target MME refreshes the NAS keys from KASME using the NAS algorithm identities and downlink NAS sequence number (from the resulting NAS SMC) as input to the NAS key derivation functions. It is essential that the NAS sequence numbers are not reset unless the KASME changes. This prevents that, in the case a UE moves back and forth between two MMEs the same NAS keys will be re-calculated time and time again resulting in key stream re-use. Since KASME only changes when a new AKA is run, the NAS sequence numbers shall only be reset when there is a new AKA run. In case the target MME decides to use NAS algorithms different from the ones used by the source MME, a NAS SMC shall be sent from the MME to the UE.
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