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Abstract of the contribution: This contribution notes that some attacks are possible due to unprotected TAU and Attach Request message. It further proposes a method to solve the attacks. 
Introduction
It is possible for an MME to receive both TAU and Attach Request message without integrity protection, e.g. Initial Attach and a TAU after being in GERAN/UTRAN. The likely MME’s response to both messages is to successfully establish the security to authenticate the UE and then finish the procedures, e.g. in the case of Attach remove the current bearers. Currently all this is done without actually authenticating the actual message that was sent by the UE. This leads onto to some possible attacks and it is proposed that SA3 agree to provide integrity protection for the relevant portions of these messages.  
Attack using Active Flag in TAU message
Suppose a UE send a TAU Request to perform Idle Mobility from UTRAN/GERAN to E-UTRAN. If there is no ISR, then it is not possible to integrity protect the content of this message. An attacker may change the content of this message to set the Active Flag to 1. The result of this attack is for the MME to effectively receive an unprotected Service Request message. In earlier meeting SA3 agreed that the Service Request message required at least 16 bits of MAC. To align with that decision, it is necessary to provide some integrity protection of the fact the UE sent a TAU message with the Active Flag set. 
Attack by replacing a TAU message with an Attach Message
In this case an attacker substitutes an unprotected Attach for a TAU message. In response to this the network will probably perform an AKA followed by a NAS level security mode procedure. The UE will respond to these messages as it is a legitimate to expect this combination of message after a TAU. As part of the Attach procedure, the MME will delete old bearers (see step 6 of fig 5.3.2.1.1 in TS 23.401v800). The result of this is that despite the UE and MME successfully running AKA and NAS security mode command procedure, an attacker has forced the MME to delete the UE bearers. In the case of Service Request, SA3 have decided that a MAC of length greater than 16 bits is needed if the bearers are to be removed. The attack is described in the following figure (flow simplified to show only relevant steps).


[image: image1]
Another and possibly simpler way that an Attacker could launch this attack is to page the UE and replace the resulting Service Request with an unprotected Attach Request. The rest of the message flow proceeds as above. The advantage of launching the attack this way is that the attacker is not waiting for a UE to send a message it needs to replace. 
Proposed solution 

There are several ways that the data could be protected:

1. The Attach Request and TAU messages could be repeated along with one of the messages in the NAS level security mode procedure

2. The relevant information could be added to the NAS security mode complete message or the MAC on the security mode complete message. Currently the only information that need integrity protection are what type of message was sent and if it was a TAU whether the Active flag was set or not.
3. The MAC on the security mode command is calculated assuming that the relevant bits of information have been included in the message. 
Proposal 3 has the issue that different release UE and MMEs may have a different idea what needs to be included and hence there is always a risk of backwards compatibility. Proposal 1 works but it does require transferring more information than is necessary over the air. Proposal 2 has the advantage over proposal 1 in  that it minimises the over the air information. 
It is proposed that SA3 accept proposal 2 as the way to solve this security issue. Some text for including this solution in TS 33.abc is given below. 
Finally it should be noted that Service Request was not included along with TAU and Attach Request, as it is assumed that all Service Request messages should be sent with integrity protection. 
Conclusion 

This contribution has provided some examples of how the possible lack of integrity on Attach and TAU messages can be exploited by an attacker to launch attacks on the MME. These attacks are similar to ones that SA3 has already discussed and decided to provide protection for. This contribution further proposes that the relevant parts of the Attach and TAU message are added to the NAS level security mode complete. It is proposed that SA3 accept this and include the below text in TS 33.abc. 
Proposed text for TS 33.abc
8.1.1 NAS integrity activation

NAS integrity shall be activated with the help of the NAS SMC procedure immediately after authentication. NAS integrity stays activated until the NAS security context is deleted. The NAS security context may only be deleted if UE is in EMM-DEREGISTERED. While the NAS security context exists, all NAS messages shall be integrity protected. In particular the NAS service request shall always be integrity protected and the NAS attach request message shall be integrity protected if the UE security context is not deleted while UE is in EMM-DEREGISTERED. The length of the NAS integrity tag is 32 bit. The full NAS integrity tag shall be appended to all integrity protected messages except for the NAS service request. Only the 16 least significant bits of the 32 bit NAS integrity tag shall be appended to the NAS service request message.  
It is possible for the UE to send Attach Request and TAU message before integrity protection has been activated. In order to provide integrity protection for these messages the UE performs the following actions. If the UE receives a NAS level security mode command in response to an Attach Request before it receives an Attach Complete, then the UE shall include an indication in the NAS security mode complete message that its previous message was an Attach Request. Similarly if the UE receives a NAS level security mode command in response to a TAU message before it receives a TAU Accept message, then it shall include an indication that its previous message was a TAU and repeat the Active flag from that message. 
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